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1 MNepevyeHb NPUHATLIX 0003HaA4YEeHUN N COKpaLLEHUN
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Application Protocol Data Unit — MNpoToKonbHbIN 610K AaHHBIX NPUKNAAHOTO YPOBHS
Application Service Data Unit — Brniok 4aHHbIX NPUKNagHOro YpPOBHS
CKpUNTOBBIN A3bIK NPOrpamMmmMupoBaHu1s

Substation Configuration description Language — ocHoBaHHbIi Ha XML, 3blK
onucaHusa KoHdurypaumm nogctaHumn. lNossonset hopmasnbHO onvcaTb B3avMOCBA3N
Mexay CcucTemMon aBToMaTMsaumMm U MNepBUMYHbIM - MpoueccoM  (moacTaHumew,
pacnpegenuTenbHbiM YCTPOMCTBOM). Ha npuknagHoM ypoBHe ¢ ucnonb3oBaHnem SCL
MOXeT ObITb ONMcaHa Kak Tononorus pacnpeaenvTenbHOro ycTponcTea caMmoro no cebe,
TaK 1 B3aMMOCBSA3b MeXay CTPYKTYpOW pacnpeaenvTenbHOro yCTporucTea U oyHKUUSAMU
cMCTeMbl aBTOMaTtu3auum nogctaHumun. Asbik SCL onucbiBaeT vepapxuio dainnos
KOH(pMrypmpoBaHusi, KOTOpble NO3BONSAKT ONUCLIBaTb Pa3fNyHble YPOBHU CUCTEMbI B
OAHO3HAaYHbIX U CTaHAAPTU3NPOBaHHbIX annax XML

eXtensible Markup Language — paclumpsiembii A3bIK pa3MeTKu
ABTOMaTM3MpoBaHHOE paboyee MecTo

ABTOTpaHchopmaTtop

ABapuinHaga yctaBka

ATOMHas anekTpocTaHums

Basa gaHHbIX

BnaHku nepeknoyeHni

(aHrn. backup) npouecc co3gaHus KONWW  AaHHbIX, MpPeAHAa3HaYeHHbI Anis
BOCCTAHOBIIEHUS [aHHbIX B OPUIMHANbHOM MM HOBOM MECTE WX PAaCMOSIOKEHUS B
cny4vae vx NOBpeXaeHns Unm paspyLueHus

BO3,EI,yLLIHaFI JNTINHNA

IpynnoBon o6bLEKT ynpaBneHns (ToYka NoCTaBku reHepaumm)

Oucnetyepckuin rpadouk

[uvcneTtyepckun LeHTp

MHdopmaumoHHas 6e3onacHoOCTb
KomMyTaUMOHHLIN annapat

Onepau,vm, npon3BoamMmMmaa onepatopoMm And noarBepXaeHuda d.)aKTa npunema
MH(*)OpMaLlI/II/I OT CUCTEMbI

KoHTpornbHasa cymma

JleBasi KHOMKa MbILLIN

MunnucekyHaa

OTobpaxkeHne gaHHbIX B peXUME pearnibHOro BpeMeHu
HopmunpoBaHHoe lNepBuyHoe PerynvpoBaHue YacToTbl
OnpeneneHne mecTa NoBpexXaeHns

OnepauunoHHas cuctema

Obuwee lNepBuyHoe PerynvpoBaHune YacTtoThbl

MnaH 6anaHcupytoLLero pbiHka
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[MnaHoBbIN AucneTyepcknin rpadouk

MocnepoBatenbHOCTL  OencTBU, obecneynBarollas MnepeMeLleHne SreMEHTOB:
HaBeguTe Kypcop Ha Heobxoaummbli anemeHT, Haxmute JIKM, wn ypepxuas ee,
nepemMecTuTe areMeHT B HYy>KHOEe MeCTO, OTMNYCTUTE KHOMKY MbILLIM

[porpaMMHbIN KOMMSIEKC

[MpaBas KHOMKa MbILLK

[MporpaMmHbIN KoY ynpasneHus
lMpenBaputenbHbIv NNaH banaHcUpyOLLEro pbiHKa

obmoTKa
ABnsietca

OneMeHT  ycnoBHoro  06o3HayeHWss  obopygoBaHuA  (Hanpumep,
TpaHccopmaTtopa), cocToswas M3 MpPOCTbIX rpadmyecknx OOLEKTOB.
KOMMOHEHTOM OTODpaXxeHUs Ansi co3gaHus wabnoHa obopyaoBaHus

CoBOKYNMHOCTb OOBEKTHOWN MOAENU, CXeM 0ObekTa aBTOMaTM3auuu, NPUBSA30K CUTHANoB
000pyooBaHMA HWXKHErO YPOBHSI K OAHHbIM JIOMMYECKMX Y3MOB MOAENW, OnucaHus
TOMNOMNOIMYECKON pacKpackn 1 UCMONb3yeMbIX B MPOEKTe WabnoHOB 1 NpeacTaBneHni

Henctene NPOKPYTKN COOEPKMMOIo OKHa KOJ1eCUMKOM MbILLN

I penynpeguTernibHaa yctaBKka

CepBepHoe wnn knueHTckoe paboyee MecTo. CogepXuT: KOMMbIOTEP UMK
KOMMbIOTEPHBLIN ~ TepMmuHan, Habop  Heobxogumoro 1O,  BcnomorartenbHoe
obopynoBaHue

(aHrn. replication) konMpoBaHMe cogepXUMoOro ¢ ogHoro cepeepa bl Ha gpyron unu
HECKOIbKO ApYruX

Cuctema gocTaBKM MAaHOBOW MOLLHOCTM

Cwucrema ynpaeneHus 6a3oi AaHHbIX

HarnagHoe rpacpmnyeckoe n3obpaxeHne YyHKLUNOHaNLHON CXeMbl
yNpaBnsemMoro/KOHTpPoNMpyemMoro obbekta aBTOMaTu3auumu, BbINOMHEHHAA  Kak
KOMMNMIEKC CUMBOMOB, Wu306paxarlmx SMemMeHTbl CUCTEMbl WM MpPOLECC C UX
B3aMMHbIMW CBA3AMM

EovHvua paHHbiX (TenemsmepeHve, TenecurHan wnv KomaHga TeneynpaBrneHus) B
MK Redkit ¢ npucBaMBaembiM HaMMeHOBaHMeEM cornacHo crtangapty IEC 61850.
Hanpumep, "MMXU1.MX.A.phsB.cVal.mag.f"

YTOUHEHHbIW AUcneT4epckmmn rpadumk

CKOHUrypmpoBaHHbIi Habop NOAKMYaeMblXx MOLYMEN, KOTOPbIN MOXET ObITb
3anylweH Ha ogHoW u3 pabounx CTaHuWiA, BXOOALWMX B MpOrpamMmmHO-annapaTHbIn
komnnekc Redkit

3akoHYeHHOe ycrnoBHoe 0603Ha4YeHe 06opyaoBaHUs (TpaHCGopPMaTop, BbIKIoYaTenb
W Ap.), paccmaTpuBaemoe Kak eavMHoe LIeNoe M COCTOSILLEE U3 OAHOIO MIN HECKOSbKMX
NpeacTaBneHunii, TOYeK NpPUBS3KN 1 cBoiicTB SCL ¢ AMHAMUYECKMM UMK CTaTUYECKUM
noBedeHWeM, peanu3oBaHHOM Ha ckpuntax Lua. Kaxgpil wabnoH npuHagnexuT
onpegeneHHomy Tuny obopyaoBaHus. LLIabnoH, pasmMelleHHbIi Ha cxeme, SBRsieTcs
3K3eMMIAPoM 060pyLoBaHUS
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2 BBepeHue

PykoBogcTeo npegHasHayeHo Ans nsyydeHms npunoxexms Redkit Configurator (ganee MNMporpamma).
OcHOBHble BO3MOXHOCTU [1porpammbl:

- Hactporika cuctembl Redkit SCADA;

- co3faHue Nonb3oBaTeNbCKMX anropuTMOB;

- CcO3[aHue u HacTpowika KoHurypaumm paboTbl cepBepHon 1 knueHTckon Yact Redkit SCADA,;
- 3KCMNopT KOHdurypaumm B ans;

- cO3JdaHue 1 HacTpoiKa XypHaroB CobbITUI;

- HacTpolKa npaB JocTyna v NaposibHON NONUTUKMK;

- CO3daHue y4yeTHbIX 3anucew;

- HacTpoWKa OTYETOB.
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3 OnucaHune komnoHeHTOoB Redkit

MK Redkit cogepxuT gBa TMna KOMMNOHEHTOB:

1. OCHOBHbl€ KOMMOHEHTbI.
2. BcnomoratenbHble KOMMOHEHTHI.

3.1 OCHOBHbIE KOMMNOHEHTbI

Redkit Workstation

KomnoHeHT Redkit Workstation (APM) BbINOMHAET ponb cpeacTsa Anst rpadMyecKkoro NpeacTaBneHnst CoCTOSHUSA
CUCTEMBI M YNPaBMeHs €elo.

Redkit Configurator

KomnoHeHT Redkit Configurator (KoHdurypatop) BbinonHseT dyHKUMIO KOHdUrypupoBaHus cuctembl Redkit.
Redkit Configurator moxeT pacnonaratbCs Ha cepBepe, a MOXET NogkrtovaTbes Kk cnyxbe Redkit no nokanbHom
ceTu.

Cnyx6a Redkit
KomnoHeHT «Cnyx6a Redkit» (cepuc Redkit) BbiInonHAeT dyHKUMO nprema, nepegaymn n o6paboTku gaHHbIX.

3.2 BcnomMmoraTtenbHble KOMMOHEHTDI

Ytunuta Deployer

YTtunuta Deployer — mactep koHpurypmposaHus cuctemsl Redkit.

Cnyxb6a ynpasneHus 6a3zamu aaHHbIx u cnyx6amu MK Redkit (cepBuc Keeper)

Cnyx6a ynpaeneHuss 6azamu ganHbix u cnyx6amu MK Redkit (cepBrc Keeper) BbINONHAET yHKLUN:

- onpoc cepBepoB B[l Ha Hannune Nnn OoTCYTCTBUE COEANHEHNS;
- pennvkaumsi CUCTEMBI;
- ocTaHoBKa/3anyck cepsepos b[l.

Cnyx6a gnarHoctuku komnoHeHToB K Redkit (cepBuc Redkit Diagnostic Service)

Cnyx6a gnarHoctuku komnoHeHToB MK Redkit.

YTunuta dbctl

YTtunuta dbctl pabGoTtaeT B cBA3Ke co cnybowm ynpaBneHus knactepom (cepsrcom Keeper). BbinonHseT pyHKUnK:

- rpadmyeckoe otobpaxeHue coctosiHun cepeuco B n Redkit;
- py4YHOe co3gaHue pesepBHoro cepepa bBJ;
- co3gaHue pesepBHou konuu B.

YTunuta configdeployer

YTtunuta configdeployer — mactep HacTpoOnKM KOHPUIrypaumMoHHbix dannos Redkit. 3anunceiBaeT WndpoBaHHbIE
JaHHble BXxoda nonb3oBaTtens B KOHPUIypauuoHHbIi dann ana obecneyeHms pyHKUMM aBTOMaTMYECKOro Bxoaa
nornb3oBaTernen B CMCTEMY.

10
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4 Tunbl HacTpounkun Redkit

Tunbl HacTporkn Redkit SCADA:

1. C pesepBupoBaHMEM.
2. OpHocepBepHbIN PEeXUM.

Mocne nto6oro Tnna Hactponku MK Redkit cospatoTcsa koHUrypaumoHHsble ini-channel Mporpammei.

4.1 NpeaBaputenbHoe CKayMBaHWe maTepuanos

Mepen nobon HAaCTPONKOK BhINOMHUTE 0bA3aTeribHOe CKavynBaHWe OOMNOMHUTENbHbLIX MaTepuanos:
1. OTkponite TepmuHan n BbINOHUTE NOOYEPEOHO KOMaHAbI:

sudo apt-get install --download-only nano
sudo apt-get install --download-only ntp
sudo apt-get install --download-only postgresqglll-server

sudo apt-get install --download-only custom-gcc7 custom-gcc7-c++ libxcbutil-
icccm

libxkbcommon-x11 libxcbutil-image libxcb-render-util libxcbutil-keysyms
librsvg

librsvg-devel libpcap libpcap-devel libnet-snmp libnet-snmp-devel libxml++
libxml++-devel

2. Bce ckayaHHble matepuansl 13 n.1 nepeHecnTe Ha BHELUHEE YCTPOMUCTBO.

CoBeT: OcobeHHocTn B3anmogenctamnst OC ALT Linux 8 SP 1 BHeELLHUX YCTPOMUCTB CMOTpPUTE B
pokymeHTaumm OC ALT Linux 8 SP.

4.2 HacTtpouka Knro4va nmueH3mpoBaHus

Mpum.: lNMepen HacTponkom cepBepa Kntoven ydegurtech, YTO B CUCTEME YCTAHOBNEH MeHemkep systemd.
[lns HacTponkn cepeepa Kroyen BbINOMHUTE criegytowme 4encTBus:

1. CoxpaHuTe B ANPEKTOPUIO Ha XKECTKOM ONCKE apXMB CepBepa KIoyen.

Mpum.: ApxuB C cepBepoM Kntoyen pacnpoctpaHsaeTcs Bmecte ¢ auctpubytnsom Redkit SCADA. Takke ero
MOXHO CKadaTb Ha oduumanbHOM canTe no cebinke: hitps://www.guardant.com/support/download/server/.

2. Pacnakyite apxuB B /opt C NOMOLLIbIO KOMaHAbI;
sudo tar -xf <oyThr OO IMpeKTopuu C apxmuBoM> -C /opt/
3. BbInonHute KomaHay:
sudo chmod +x /opt/glds-<uomep Bepcum>/install.sh
4. YcTaHOBUTE CepBep KIHOYEN:
sudo /opt/glds—-<HoMmep Bepcum>/install.sh
5. 3anycTtute cepBep Kno4en:

sudo systemctl start glds.service

6. Bocnonb3yntecb Beb-vHTepdenicom no agpecy: 127.0.0.1:3185. Ha cTpaHuue pomkHa oTobGpakaTbes
nHdpopmauma ob annapaTHom knode (PucyHok 1).
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Server Guardant Net on sis002821 prosoft.ural.ru
GLDS 7.0.888.0 ®

Server Monitor Client’s setting Server Log Aktiv Co. 2004-2015

Se Server Guardant Net
e, 515002821 prosoft.ural.ru

-2
PRSFTEF
£ Guardant Sign Net | &
= Total dongle resource (46/50)

Host name: sis002821 prosoft ural ru

Network interface1: IPv4 172 19 16.188 IPv6
fe80:943a 1bd2 7eab 4edd

% keeper.exe (asutp-teach-06) Network interface2” IPv4 10.1 52 57
L R License server port. 3186

Server message pori: 3187

(= Licensed Module Ne 0 (100/100) \Web interface port: 3185
Web interface refresh period: 30 sec

Limit retained liceses per host by: 0
Limit floating licenses per host by: Unlimited
Retained license time-out: 3 days

PucyHok 1 - UHcpopmaums o knroue
7. B cuctemHOM MOHUTOpPE NpoBepsTe, YTo NpucyTcTeyeT npouecc gldsd (PucyHok 2).

*4- CUCTEMHbIA MOHWUTOD - O =

®aiin Bupg HacTpokika Cnpagka

Tabnuua npoLeccos 1 OBLWan 3arpysKa cMcTeMbl

| 34 3aBeplWMTb NpoLEecE... | BbICTpbIM Nowck £ Bce npouecchl v| | T CepBuc V|

Wma npouecca < TlonbzoBaTent | % LN Mamats Paza.namATbh  3aronoBok oK | 3arpyska Mepena4a
fly-wm alex 19 780 Kunb 14 688 Knb
gldsd root 1072 Knb 5 964 Kub
gvfsd alex 736 Kub 6 116 Kub
idle_inject/0 root
idle_inject/1 root
ipv6_addrconf root 2HM3BECTHD
irg/18-vmwgfx root
jod2/sda1-8 root
kauditd root
kblockd root 2M3BECTHBL
kcompactd0 root
kdevtmpfs root
kglobalaccels root 2 676 Knb 23 200 Kub
kglobalaccels alex 2 576 Kub 22 296 Kub
khugepaged root

134 npouecca LiMn: 18% MamMATe: 612,7 Mub / 3,8 T Mogkayka: 0 b/ 975,0 Mub

PucyHok 2 - CUCTeMHbI MOHUTOP

4.3 Hactpounka Redkit B pexxume pesepBUpoBaHUA

PesepBupoBaHne Redkit — 3TO0 nonHoe pesepBMpOBaHME CUCTEMbI: pe3epBUpoOBaHMe knactepa b wu
pesepBupoBaHue cepeuca Redkit. PesepernpoBaHne APM He TpebyeTtcs, Tak Kak ero 0Tkas He BNUSET Ha OyHKUUK
cbopa, 06paboTkM 1 Nnepegayn nHbopmMaumm.

3OTanbl HaCTPOMKU:

HacTtpoiika ocHOBHOro cepBepa.

HacTtpolika pe3epBHOro cepsepa.

[MpoBepka KOppPEKTHOCTM pa3BopadmnBaHusa cuctemol Redkit.
HacTpolika CUHXpOHM3aUNn BPEMEHM.

HacTpovika mogynen.

Hactpovika ynpaeneHus.

oakrwbd=
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7. Hactpounka APM B BMAe KNUeHTa.

' BHumaHue: Ha OCHOBHOM M pe3epBHOM cepBepe OOMKHbl OblTb yCTaHoBMEeHbl ogHOTUMNHble OC un
+ 1 OpuHakoBble Bepcumn CYB[, Postgres.

I

Cxema pe3epBUpoBaHNA NpeacTasrieHa Ha PucyHke 3.

APM O he1

o

Cepeep Redkit N21 ( Cepeep Redkit N22

Cepeuc Cepeuc
Redkit Redkit
Cepeuc Cepemc
keeper keeper

Bl iilF
=N,

B
pesepsHsii

KaHaN penniKaLym

PucyHok 3 - Cxema pesepBupoBaHus Redkit

4.3.1 HacTtponka OCHOBHOro cepBepa

4.3.1.1 JoHacTtpouka OC ALT Linux 8 SP

1. MepeHecuTe Bce MaTepuanbl C BHELWHEro ycTpoicTBa M3 pasgena [pepBapuTenbHoe ckauvMBaHue
MaTepuaros.

2. OtkponTe TepMunHan v BbINOMHUTE KOMaHAy:

su

Lad

BeeguTe naponb u Haxxmute Enter.
4. YcTaHOBUTE TEKCTOBLIN PeOakTop nano KOMaHOoW:

apt-get install <nyThb OO OMPEeKTOPMM C IIaKeTaMM nano> nano
5. OtkponTte dann /etc/fstab komaHOoon:
nano /etc/fstab
6. Y /home ypanute noexec. Ecnu y /home ntak otTcyTCTBYET hoexec, TO NPOCTO 3akpouTe dawnn.

CoxpaHute ain n Belnante ns Hero.
8. OrtkponTte cann /etc/sudoers kKomaHOoN:

N

nano /etc/sudoers

9. Ynanute cumBon #y ctpokn « WHEEL _USERS ALL=(ALL) ALL».
10.CoxpaHuTe dhann v BelnguTe U3 Hero.
11.O71kponite chann /Jetc/security/limits.d/N-nproc.conf vnwu /etc/security/limits.d/N-defaults.conf (rae N - Homep
npuopwuTeTa) KoOMaHOOM:
nano /etc/security/limits.d/90-nproc.conf

12.B cTtpokax ¢ nproc yctaHoBuTe 3HadveHne 64000:

# recommended defaults for most systems
* soft core O

* soft nproc 64000

root soft nproc 64000

* hard nproc 64000

13.CoxpaHute hann n BblinanTe U3 Hero.
14.MMepe3anycTute cnuctemy.

4.3.1.2 YctaHoBka CYB/[l Postgres

<. BHumaHue: [epen Ha4anom ycTaHOBKM CYB[ Postgres ybeautech, uto anga bl y Bac BblgeneH xecTkmn
/= 'y [OWCK, XapakTepUCTUKN KOTOPOro COOTBETCTBYIOT CUCTEMHBLIM TpeboBaHuaM Redkit.

13
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. Otkpownte TepmuHan.

2. BbinonHute noo4yepeaHo KoMmaHabl:

sudo apt-get install <noyTs 0o OUpeKTOpMM C HOakeTamMu postgresglll-server>
postgesglll-server

. Cospanite gupektopuio gnst B[ Ha oTaenbHO BbAENEHHOM XECTKOM OUCKE KOMAaHOOW:
mkdir /<nyTs mo mupexTopum C BI>/<Has3BaHue OupekTopum C BI>
. YctaHoBuTe nepemeHHyto PGDATA komaHZoMu:

echo export PGDATA="'/<nyTb oo OVPEKTOPUN @ BI>/
<HasBaHMe OupekTopuyu c BI>'>>~/.profile

. MNepesanyctute TepmuHan.
. BbinonHuTte nHnumnanusaumio bl ¢ 3agaHmem naponsa cynepnonb3oBaTtens postgres kKomaHaom:

initdb -D <myTe k gupekropum BI> -U postgres -W

. OtkpownTte dann postgresql.conf komanaon:

nano <mnyTb OO IOMpekTopuu C BI>/<HaszBaHuMe nupekTopum cC BI>/postgresgl.conf

. Yoanute cuMmBon # B Havare v 3afainTte 3Ha4YeHue nocrie CMMBOMa =y CTPOK B dhanne cornacHo Tabnuue 1.

Ta6bnuua 1 - 3Ha4yeHue cTpok hanna "postgresql.conf”

Ctpoka 3HauyeHue CTPOKHU

max_parallel_workers_per_gather KonnyectBo ¢msmyeckmx aaep nporeccopa, YMHOXEHHOE Ha 2

shared_buffers 25 % onepaTtmBHON NamMaTu

work_mem 1-2 % onepaTtnBHOW NaMATU

maintenance_work_mem 3-4 % onepartnBHOM NaMATn

random_page_cost 4, ecnn B[l HaxoanTcsa Ha HDD-guckax
1.5, ecnn B[] Haxoantcsa Ha SSD-guckax

tcp_keepalives_idle 1

tcp_keepalives_interval 1

tcp_keepalives_count 3 (ansa OC Linux)

Ic_messages 'ru_RU.UTF-8' (ansa OC Linux)

log_filename 'postgresql-%d.log’

log_truncate_on_rotation on

log_rotation_age 1d

log_rotation_size 50MB

log_directory "../log'

logging_collector on

log_hostname off

listen_addresses !

port 5432

wal_level replica

max_wal_senders 3

wal_keep_segments 128

hot_standby on

wal_log_hints on

14
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CTpoka 3HauyeHune CTPOKU

standard_conforming_strings on

9. CoxpaHute ¢ann u BolianTe U3 HEro.
10.O1kponiTe hann pg_hba.conf komaHLoOMN:

nano <myTb OO IMpeKTopum C BJ[>/<HaszBaHue nupexkTopmmu c BI>/pg hba.conf
11.B nons "IPv4 local connections" n "replication" gobaebre cTpoku ¢ |IP-agpecaMmy OCHOBHOIO U Pe3epBHOMO
CcepBepoB.
12.Y Bcex cTpok ykaxute B ctonoue "METHOD" 3HauyeHne md5.
13.CoxpaHuTe dhann v BelnguTe U3 HEro.
14.MMpoBepbTe cTatyc cepBepa B komaHgom:

systemctl status postgresqgl

CTaryc cepBepa B[] nomkeH ObiTb B cocTosiHUK disabled (PucyHok 4).

@ postgresgl.service - PostgreSQL database server
Loaded: loaded (/lib/systemd/system/postgresql.service; disabled; vendor preset: disabled)

PucyHok 4 - CtaTtyc cepBepa B[]
15.3anyctuTe cepsep bl komaHaomn:

pg ctl -D <mnyTe OO mmpekTopum C BI> start
16.MNepesanyctute TepmuHan.
KomaHabl ynpaBneHusi cepsepom BA:
pg ctl -D <oyTe OO IOMPEKTOPUU
pg _ctl -D <noyTb OO IOMPEKTOPUU

pg _ctl -D <noyTb OO IOMPEKTOPUU
pg _ctl -D <oyTb OO IOMPEKTOPUU

B> start #3anycTturs cepBep Bl
B> status #CraTtyc cepBepa Bl
B> restart #lepesanycTtuTs cepBep Bl
BI> stop #OcTaHOBUTL cepBep Bl

Q0QQQ

4.3.1.3 YctaHoBKa Redkit

1. Otkpovite TepmuHan.

2. BbInonHuTe yCTaHOBKY OOLLMX NakeToB KOMaHOOoM:
sudo apt-get install <myTh OO OMPEKTOPUM C ImakeTamu> custom-gcc?/ custom-gcc7-c++
libxcbutil-icccm libxkbcommon-x11 libxcbutil-image libxcb-render-util

libxcbutil-keysyms librsvg librsvg-devel libpcap libpcap-devel libnet-snmp
libnet-snmp-devel libxml++ libxml++-devel

3. [obaBbTe nyTn Anst yTeHMa BubnmnoTtek, NoodYepesHO BbINOMHAS KOMaHAbI:

sudo tee <<EOF /etc/ld.so.conf.d/local.conf > /dev/null
/usr/1ib64/gcc/x86 64-alt-linux/7

EQOE

sudo tee <<EOF /etc/ld.so.conf.d/alt custom.conf > /dev/null
/usr/1ib64/custom-gcc

EOF

sudo ldconfig

4. [lariTe npaBo gocTtyna Kk ucnonHsemomy danny Redkit komangon:

chmod a+x /<nyTe ©§o wmcnojsHgeMoro oaryia Redkit>/<umsa wmcnojsHgeMoro  odania
Redkit>.bin

5. BeinonHuTe 3anyck ncnonHsemoro gavna Redkit komaHgon:

sudo /<mnyTh OO MCcHOJHAeMOoro odanna Redkit>/<mmMmsa mcnosHdgeMoro oarsa Redkit>.bin

6. Otkpoetcs mactep yctaHoBku Redkit. Haxxmute "Oanee" (PucyHok 5).
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YcraHoeka Redkit (oT cynepnone3cBatenn)

YcTaHoBKa - Redkit

Oobpo nomanoeaTe B MacTep ycTaHoBkKW Redkit.

[ Danee = l| BLIATH

PucyHok 5 - YctaHoBka Redkit

7. OcrtaBbTe Katanor ans ycraHoBkn Redkit no ymonuanumio n Haxmute "[anee" (PucyHok 6).

YcraHoeka Redkit (oT cynepnons3oeatens)

KaTanor ycTaHOBKKH

YKamuTe KaTanor onA yctaHoekw Redkit.

/opt/Redkit-Lab/Redkit | oBsop... |
| = Hasag |[ LOanee = l| OTMeHa

PucyHok 6 - Katanor yctaHoBKu
8. Bbibepute KOMNOHEHTHI cornacHo Tabnuue 2 n Haxxmute "Oanee" (PucyHok 7).
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Ta6bnuua 2 - OnucaHne KOMNOHEHTOB

KomnoHeHT

OnuncaHue KOMMOHEHTA

Heo6xoaumocTtb YCTaHOBKU

OcHOBHOM
cepBep

PesepBHbIN
cepBep

APM
OnepaTtopa

Redkit Workstation

YcraHoBka
nHTepdenca
(npunoxeHue
Workstation)

rpacpmyeckoro
onepatopa
Redkit

Mo Mo TpeboBaHuio
TpeboBaHuto

Ja

Redkit Configurator

YcraHoBKa KoHdpurypatopa
ansa HaCTPOWKN cUCTeMbI
Redkit (npunoxenne  Redkit
Configurator)

[a [a

Mo
TpeboBaHuo

Cnyx6a MK Redkit

YcTaHOBKa  Cry»Obl Redkit

(cepBuc Redkit)

Ja Da

Ja

Cnyx6a ynpaBneHus
6asamMn  [aHHbIX W©
cnyx6amu MK Redkit

YcTtaHoBKa cnyx0Obl ynpasneHus
knactepom  Redkit  (cepsuc
Keeper)

Ja [a

Het

AnnapaTtHas
OTpMCOBKa

- Yekbokc yCTaHOBIEH -
OTpUCOBKa rpacpmyeckoro
nHTepdenca NPUNOXeHNN
Redkit BbIMOMHAETCS c
NCrnonb3oBaHMeM
BUAEOKapTbl

- Yekbokc He  yCTaHOBIEH
- oTpucoBka rpadmn4eckoro
WHTepdenca NPUNOXeHUN
Redkit BbinonHsetca  6e3
NCMNONb30BaHUSA BUOEOKapThI

Mo Mo TpeboBaHuio
TpeboBaHuo

Mo
TpeboBaHuo

YcraHoska Redkit (o1 cynepnonesosarens)

BbIDOp KOMNOHEHTOB

nOMaﬂyI}ICTa. BHEEPHTE KOMMOHEHTHI, KOTODBIE Bbl XOTWUTE YCTaHOBWTh.

Mo ymon4aHuio | | BufpaTe BCE | HATE OTMEeTKW BuGOpa CO BCEX KOMMOHEHTC

L[5
v| Redkit Workstation
v| Redkit Configurator
v Cnyxba NK Redkit

Obwne
bubnuoTekK
Redkit.

V| Cnyxba ynpaeneHna Bazamu gaHHEX W cnyxBamu MK Redkit

AMNnNapaTHaA OTPUCOBKA

3TOT KOMMOHEHT

3aMET

npubBnnanTensHo
239.51 Mb Ha
MECTKOM OWCKE,

< Has3ap Oanee =

OTMeHa

PucyHok 7 - BbI60op KOMMNOHEHTOB

9. BbiGepute BapmaHT(bl) CO30aHUA SIPNbIKOB U HaxkmuTe "[anee" (PucyHok 8).
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YcraHoeka Redkit (oT cynepnone3cBatenn)

Co3paHue ApNLIKOB

V| Co30aTh RPNBIKW B MEHIO NPUIOMEHWA

V| Co30aTk ApNLIKK Ha paboyem cTone

| <Hasap || Oanee > || OTmewa

PucyHok 8 - CozpaaHue sipnbIikoB

10.HaxmuTe "YctaHoBuTb" (PrcyHok 9).

YcraHoeka Redkit (oT cynepnons3oeatens)

Bcé roToBo K yCTaHOBKe

MporpamMa yCcTaHOBKW MrOTOBa HavaTb ycTaHoBKY Redkit Ha Baw komnewTep. ONA YCTaHOBKW
noTpebyeTca 239.51 MB QWMCKOBOrO NPOCTPRHCTEA.

| = Haszan |[ZCTE|HGBHT|;I| OTMEHa

PucyHok 9 - YctaHoBka Redkit

11.MMocne 3aBepLueHns ycTaHOBKM HaxmMuTe "3asepwuntb” (PucyHok 10).

18



Redkit SCADA 2.0. PykoBoacTtso agmuHucTtpatopa OC ALT Linux 8 SP. Bepcus 2.0.2208

R

VYctaHoBka Redkit (0T cynepnone3oeatens)

£

3aseplieHne ycTaHoBku Redkit

HammWTe «3aBeplunTh» ANA BeXOAa W3 macTepa Redkit.

3aBepllnTb

PucyHok 10 - 3aBepleHue yctaHoBkM Redkit

4.3.1.4 NepBNYHOE KOH(pUrypmupoBaHue

1. 3anyctute npunoxeHue "Deployer" oT umeHn agMmHucTpaTopa.
2. BbibepuTte pexum pabotsl "Cosgatb cuctemy Redkit SCADA" (PucyHok 11).
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REDKIT 2.0

Deployer
BoiGop pexxuma paboThl
® Cozgate cu cremy Redkit SCADA
) O6HoBMTS cHCTEMY
) foBaenTs YIEn K CUCTEME
) ¥ganuTe nokankHblii y2en CHCTEME

L ¥aanute cucremy

Mporpannid o n e
3] repraT 20.2208
. y

PucyHok 11 - Bbi6op pexuma pa6oTbl Deployer
3. Ykaxute PEKBU3NTbLI OCHOBHOIO U pe3epBHOIo cepBepoB KMo4en. |-|0pT OCTaBbTe NO YMOJI4aHUIO. Haxmute
"Oanee" (PucyHok 12).
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REDKIT 2.0
Deployer
PeKBHzZMTEI CepESpPORB KNKOUSH EEEEEEEN

BEAEHTE [FEKENINTEl MCNONB3YEMBIX B CUCTEME CEQBEEDOE Y el
JWUEHZHPOEIHWA.

OCHOBHOW cepeep:

Anpec cepeepa | 172.23.10.85 MopT | 3186

PezepEHLIN CEpEEP KNHOUER

Appec cepeepa 172.23.11.27 Mopt 3186 :

= Hazag H fdanee =

Mporpannid o n e

3] repraT 2.0.2208
. y

PucyHok 12 - PekB13uTbl cepBepoB Krtoyen
4. Ykaxute peksusuTbl cepsepos Bl: nma cepsepos Bl (annHa nmenn B orpaHuyeHa 16 cumsonamu),
IP-agpeca 0CHOBHOroO 1 pe3epBHOro cepBepoB. [1opTbl 4OMKHbI COOTBETCTBOBATL TEM MOPTaM, Ha KOTOPbIX
3anyckaeTtcsa postgres. Haxmute "Oanee" (PucyHok 13).
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REDKIT 2.0

Deployer

Tononorua cepeepok B EEEEEEEN

JafafiTe PEKENIMTE MCNONBEIYVEMEIX B CMcTeMEe cepeepoe B,

ImA cepeepa bA | CCcHOBHOI cepeep |

Aapec | 172.23.10585 | Nopr | 5432 4|

PezepEHBIA cepeep B

mA cepeepa B/ | PezepBHbIil cepeep |

Agpec | 172231127 | Nopr | 5432 %4
= Hazag l [ fdanee =
Mporpannid o n e
3] REDKIT 202208
L vy

PucyHok 13 - Tononorus cepsepoB B[
5. OcrtaBbTe napaMeTpbl cepBUcoB KOHTpons B[ no ymondanuio n Haxmute "Oanee" (PucyHok 14). OnucaHve
napameTpoB cepBUCOB KOHTponst B[] npeacTtaesnexHo B Tabnuue 3.
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REDKIT 2.0
Deployer
MapameTpbl cepEMcoE KoHTpona B, EEEEEEERN

3aaaiTe NnapameTpel 4ocTyna K cepeepam B 4nn cepencoe ynpaeneHua Keeper,

Cepeep "OcHOBHON cepeep”

Onpoc: ‘ 172231085 ‘ | 5432 ¥
Pennwkauna: ‘ 172231127 ‘ | 5432 :
Cepenc Keeper: ‘ 172.23.10.85 ‘ | 24235 ¥

Cepeep "PezepeHblil cepeep”

r 3

onpoc: | 172.23.11.27 REEE
PeNNKaLMA: | 172.23.1085 | 5432 %]
Cepeic Keeper: | 172.23.11.27 || 24236 3
= Hazag || danee =
(————
3] repraT 202208

PucyHok 14 - MapameTpbl cepBucoB KoHTpons B

Tabnuua 3 - MapameTpbl cepBMCOB KOHTpons B

MapameTp OnucaHue

Onpoc IP-agpec n nopt cepeepa B[ Redkit, koTopble ByaeT onpalwumsaTs Keeper B Luensx
yNpaBreHnsi U OTCNEXNBAHNS COCTOSIHUSA coeuHeHmns ¢ B[]

Pennukaums IP-agpec n nopt cepeepos B[l Redkit unn nepembiykn, no KotopbiM ByaeT

OCYyLLECTBNATbCA pennnkaumna CMCtemMbl

Cepsuc Keeper

IP-agpec cepBepa nnu nepemMblyky, Ha KoTopom Byaet 3anyweH Keeper; u TCP-nopr,
no kotopomy Keeper 6yget npyHumaTb coeanHeHNst

6. YkaxwuTe napameTpbl ANs NOAKMIOYEHNS K OCHOBHOMY cepBepy B[], ncnonbsys nms nonb3osartens U naponb
n3 n.6 pasgena "YcraHoska CYB[ Postgres". Haxxmute "[Oanee" (PucyHok 15).
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REDKIT 2.0

Deployer

OcHoeHol cepeep BI, EEEEEEEN

BriGepuTe ocHoeHoM cepeep B, Ha koTopowm By4ET paZeepHyTa HOBAA CUCTEME,

Cepeep | OcHoBHON cepeep -
Aapec 172.23.10.85
Mopt 5432

IMA none3oBarenA | postgres |

Maponk | (113 |
= Hazag l [ fdanee =
Mporpannid o n e
3] repraT 20.2208
. y

PucyHok 15 - OcHoBHoW cepBep B[]
7. Bbibepute TN koHdUrypauum "KoHdurypaumsa no ymonyaHu" n Haxmvute "Oanee" (PucyHok 16).
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-
REDKIT 2.0
Deployer
Tun koH$Urypauuu EEEEEEERN
BeiGepuTe TN KOHGUIYPaLMK CO353B3EMOA CHCTEMEI,
@ KoH@urypauna no yMonyadumw
DHMHUpT KOH@UTypaunm
= Hazag H danee =
Mg M sl EcH N
] rEDKIT 20.2208
.

PucyHok 16 - Tun koHdurypaumm

8. BbibepuTe koHdurypaumio yanos "Cepaep SCADA c pesepsom” 1 HaxmuTte "[anee" (PucyHok 17).

A
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REDKIT 2.0
Deployer
Kondurypauma yznoe EEEEEEERN

OI'IFIE,B,EHHTE COCTAE Y3N0E, BXOILALLMXY B CUCTERY,

) ABTOH OMH i y3en
':'O,EI,HH cepeep SCADA

@ Cepeep SCADA ¢ pezepeom

MMnopTHRoBaHHAA KOHQUIYPAUKWA yIN0E

= Hazag || danee =

Mporpannid o n e

3] repraT 202208

PucyHok 17 - Kondumrypauus ysnos

KoHdpurypaums yanos "Cepeep SCADA ¢ pe3epBOM" CO34aET YETLIPE y3na CUCTEMbI (CM. CNIEAYIOLLNIA MYHKT 9):

a.

b.

C.

d.

APM (Redkit_Workstation) - y3en, orBevatowuin 3a rpadmnyeckoe otobpaxeHme pabodvero mecta
onepartopa.

OcHoBHon cepsep (Redkit_Master) - ocHoBHOI y3en, oTBevaroLwmi 3a Nnpuem, nepegadvy n oopadoTky
OaHHbIX.

PesepeHbii cepBep (Redkit_Slave) - pe3epBHbIN y3er, oTBevaoLmii 3a npuem, nepegady n o6paboTky
OaHHbIX MPU BbIXOAE M3 CTPOSt OCHOBHOIO y3ra CUCTEMBbI.

KoHdpurypatop (Redkit_Configurator) - y3en HacTponku cuctemsl.

9. Yb6eantechb, UTO CETEBbLIE NAPAMETPbI Y3NOB KOPPEKTHO yKasaHbl (PucyHok 18, Tabnuua 4), T.e.:

a.

®oo0yo

IP-agpec y3na Redkit_Master cootBeTcTBYET |IP-aapecy 0CHOBHOro cepBepa.
IP-agpec y3na Redkit_Slave cootBeTcTByeT |IP-agpecy pe3epBHOro cepaepa.
Y3en Redkit_Master "cnywaet" y3en Redkit Slave n HaobopoT.

Y3en Redkit_Workstation "cnywaet" yanel Redkit_Master v Redkit_Slave.
HaxmuTe "[anee".
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REDKIT 2.0

Deployer

PepakTHpoBaHHe y2NoB EEEEEENERN

3anafiTe cECACTEA Y3N0B, BXOLALLMY B CHCTEMY,

= Redkit Workstation (127.0.0.1:23233 , APM)

= Redkit_Master (172.23.10.85:23231, Cepeep)

= Redkit_Slave (172.23.11.27:23232, Cepeep)

= Redkit_Configurator (127.0.0.1:23234 , KoHdurypatop)

= Hazag || lanee =

T perpand s Mel A ©os n e

3] reDkaT 2.0.2208

PucyHok 18 - PegaktupoBaHue y3nos

Tabnuua 4 - CeTeBble napamMeTpbl y3roB

MapameTtp OnucaHue

Um4a yana Nwmsa yana, kotopoe Oynet otobpaxatbesi B cucteme Redkit

Appec cepBepa 1 CeTeBble napameTtpbl gaHHoro y3na (IP-agpec u nopTt, Ha KOTopbIx paboTaeT
Mopt OaHHbIV y3en)

Ctpoka nogkntodeHus | CeTeBble napameTpbl y3nos cuctemsl Redkit, koTopble Byaet onpawmvsarh
AaHHbI y3en. dopmat BBoga: ip-agpec:nopt. CeTeBble NnapaMeTpbl HECKONbKNX
onpaluvBaeMbiX Y310B yKa3blBalOTCA Yepes 3ansaTyto

10.Jo6aBbTe N U3MeHUTE MNOMUTUKM arperaumm AaHHbIX, COrnacHoO Balum TpeboBaHUAM WU NPorpaMMHbLIM
YCNOBUAM:

a. [JomxkHa 6bITb MMHMMYM OfHA MONUTMKA XPAHEHWUSI MCXOOHbLIX AaHHbIX.

b. Bpemsa xpaHeHUsa NcxogHbIX AaHHbBIX AOMKHO OblTb HE MeHee 1 OHSA N MEeHbLLE CPOKa XpaHEHMUS
arpernpoBaHHbIX AaHHbIX Y APYrUMX NOMUTUK.

C. Y NOnunTKK OOIMKHO ObITh pa3HOe BPeEMSI XpaHEHWs1 arpermpoBaHHbIX AaHHbIX.

d. Y nonntrk gomkHbl ObITb pasHble MHTEPBAnbl arperauum.

Mo ymonyaHuto B cMCTeMe MPUCYTCTBYIOT TPU NONMUTUKK arperauumn ganHbix (PucyHok 19, Tabnuua 5).
<. BHumanue: Ecnu B cucteme nnaHvpyetcs akcniyatauus MoHUTOpuHra yqacTtus B OMNPY, 1o cospaitTe
/&y Dns aToro 3gech cneuuarnbHyl MOMWTUKY arperauuy AaHHbIX: BPEMSI XpaHeHUs arperatoB = 12
MecsiLeB, MHTepBan arperaumm = 1 cekyHga. W ytobbl He 6bino npoTrMeopeyunii ¢ ycnoemnem 10.c Bbille,

TO CKOPPEKTUPYNTE Unu yaanute nonutuky "OnepaTnBHbIe".
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HacTpoiikn arperauim gaHHbIX

REDKIT 2.0

Deployer

3a4aiiTe NOANTUEN arperaumm, koTopelie GyayT AefcTBOBATE B CHCTEME,

NobaenTs

P XpaHeHne WCXOAHBIE AAHHBD
P OnepaTMEHLIE

P HeonepaTWEHBIE

Mporpannid o n e

3] repraT

= Hazag || danee =

202208

PucyHok 19 - HacTpoiiku arperauum gaHHbIX

Tabnuua 5 - MonuTUKKM arperaumm gaHHbIX

Monutuka Bpemsa xpaHeHus Bpemsa xpaHeHus MHTepBan arperauumu
MCXOAHbIX AAHHbIX arperaTtoB

XpaHeHune ncxogHbIxX 3 mecsua - -

OaHHbIX

OnepaTuBHble - 12 mecsaues 1 MuHyTa

HeonepaTtuBHble - 24 mecsua 30 MuHyT

Mpum.: VcxogHble arperMpoBaHHble faHHble XpaHAaTcsa B B nomecsayHo 1 yoansoTes 3a nepuoa, KpaTHbIN

mecsuy.

YnaneHune nonutuk: HaxmuTe MNKM no BeibpaHHoM nonuTtuke u Bbibepute "Yganute" (PucyHok 20).
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REDKIT 2.0

Deployer

33a3iTe NOANTHEN 3rPErauny, KoTopele ByayT AeiCTEOBITE B CHCTEME,

HacTpoiku arperauii AaHHbIX EEEEEEERN

NobaenTs

P XpaHeHne WCXOAHBE 4

¥aanuTe

P OnepatuBHble

P HeonepaTWEHBIE

= Hazag H fdanee =

Mporpannid o n e

3] repraT

202208

PucyHok 20 - YaaneHue noniMTUK arpernposaHus

11.3apavite naponb cynepnons3osatens root cuctemsl Redkit n HaxmuTe "Oanee" (PucyHok 21).

A
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' ™y
X
REDKIT 2.0
Deployer
HacTpoiku cucTemMbl EEEEEEERN
3383TE MMA CUCTEMEI M PEKEMIMTEI £€ CYMEPNONE30EATEM,
MA CHCTEMBI | Redkit |
CynepnonL20EaTeNb | root |
Maponk | (113 |
| (T |
[[l Cozpate nonk308aTENA ANA NOCTPOEHWA OTYETOE U3 B[]
HamranTe danee’ 4na BEINOAHEHWA MAHUNYRALMK ¢ B,
Brumanue! JaHHan onepaumn HeoBpaTma,
= Hazag H fdanee =
Mparpan s eE oo n o
3] rReDKIT 2.0.2208
b vy

PucyHok 21 - HacTpoiiku cuctembl
12.Ha4yHeTcsa npouecc cosgaHusa cuctemol Redkit (PucyHok 22).
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-
REDKIT 2.0
Deployer
CozaaHWe CUCTEMBI EEEEEEERN
M,ﬂ,ET Co3aaHne HDEDﬁ CHUCTEMBEI, 3TD MOMET ZaHATE HECKONBKO MMH:‘,‘T.
Mparpan s eE oo n o
3] rREDKIT 20.2208
b

PucyHok 22 - Co3aaHue cuctembl
13.03HaKkombTeCh C MHPOpMaLue 0 co3gaHHon cucteme n Haxmute "Oanee" (PucyHok 23).

A
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REDKIT 2.0

Deployer

Wudopmauun EEEEEEERN

Cucrema "Redkit” yenewHe cosgana,

Cepeep 172.231085
MopT 5432
Fna B4 Redkit
Knrou B 23d5558bedbfEadl
CynepnonksoEaTent root

Haxwre "Janee” gnA nepexoda K HACTPORKE NOKANBHOTD Y34,

Mporpannid o n e

3] reokiT 2.0.2208

. y

PucyHok 23 - Undbopmaumsn
14.YkaxunTe HacTpowku cnyx0bbl ynpasneHus knactepom Redkit cornacHo Tabnuue 6 u HaxmnTe
"Oanee" (PucyHok 24).
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REDKIT 2.0
Deployer
Cnyxba ynpaBneH1A KnacTepom EEEEEEEN

3anaiTe dyHELMK ¥ HACTPORKN NoKANEHON CyBil yNPABNEHWA KNacTERCM
Redkit.

Agpec | 172.23.10.85 | nopr | 24235 %

OTCnexneats 1 ynpaenats C¥E/ | OcHoBHORA cepeep v
MyTe K WCNONHAEMBEIM Qainam b

‘,-'usrfbin HI'

MyTe K daiinam knactepa BA:
‘,-’hnme,-'user,-'database | D

OTCneXxNEaTs M YNPaenATs cepencom Redkit

Mporpannid o n e

3] reokiT 2.0.2208

PucyHok 24 - Cnyx6a ynpaBneHus Knactepom

Tabnuua 6 - HacTporiku cnyx6bl ynpaBneHus Knacrepom

HacTtpowka OnucaHue 3HauyeHue
Agpec un lMopt CeteBble napameTpbl cnyx6bl Keeper | Mo ymonyaHuio
OCHOBHOTO cepBepa
OTtcnexusaTtb n Cnyx6a Keeper BbinonHseT OcHoBHOM cepBep
ynpasnate CYB[ ynpasneHune cepsepom bl Ha gaHHOM
y3ne
MyTb K UCNONHAEMbIM MyTb Ao anpekTopun k ncnonHaemblm | OBbIvHO: /usr/bin
dannam B[] Gannam B[]
MyTb Kk hbannam knactepa | MNyTb 40 gupekTopumn K hannam n.3 pasgena "YctaHoBka CYB[]
b knactepa b1 Postgres" (Hanpumep, /home/user/
database)
OTtcnexusaTtb u Cnyx6a Keeper BbinonHser Oa
ynpaendaTb CEPBNCOM ynpasneHune cepaucom Redkit Ha
Redkit JaHHOM yare

15.0cTaBbTE UMEHA Y3IOB MO YMOMYaHuio U HaxmuTe "Oanee" (PucyHok 25).
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-
REDKIT 2.0
Deployer
Kondurypauua SCADA EEEEEENERN
BbiGepnTe nMeHa y3N0E, KoTopkele Gy AyT 3anycKaTbcA HA JaHHOM XOCTE,
KoHpurypatop
maA yzna | Redkit_Configurator -
APM
ma yzna | Redkit_Workstation =
Cepeuc
Kma yzna | Redkit_Master -
HaxnanTe "Janee” gna doprupoBaHiA KoHGUMypaunn AoKaneHoro y3na,
[ = Hazag || danee =
Mporpannid o n e
3] reDKIT 2.0.2208
p

PucyHok 25 - Y3nbl

A

16.3anonHnTe Yekboke y KomaHabl "3anycTuTb cryx0Oy ynpasneHusa cuctemon” n Haxxmute "OK" (PucyHok 26).
Ecnwn y Bac Gbina ycraHoBMneHa cucteMa paHee, TO nepes 3TM OKHOM MOSIBUTCA OKHO COXpPaHeHWs TeKyLen
KOH(pUMrypaLmm: BoiNONHUTE MaHUMYNSLMM B HEM cornacHo pasaeny "CoxpaHeHue TekyLuen kKoHgpurypauumn®.
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REDKIT 2.0

Deployer

loToBO EEEEEENERN

NokansHeld y3enyonewHo ckoddmrypupoead, Cuerema "Redkit” rotosa k paBote,

3anyctnTe cnyxkOy YNpaEneHuA cicTemoi

B Hauano | [ Ok

Mporpannid o n e

3] repraT 2.0.2208

PucyHok 26 - 3aBepLlueHre KOHpUrypMpoBaHusi

4.3.1.4.1 MNpoBepkKka KoppekTHOCTU co3aaHua cuctembl Redkit

-

. 3anyctute TepmuHan.
2. BbInonHuTe komaHAay:

psgl -U postgres

3. Beegute naponb cynepnornb3oBaTtens postgres ns n.6 pasgena "YcraHoska CYB[ Postgres" n Haxmute
knasuwy Enter.

4. Bnvwwute \, rge / - natnHckas Oyksa L B CTPOYHOM BUAE, U HAXMUTE Knaeuwly Enter.

5. Y6eawuTech, uto co3pgaHa cuctema Redkit (PucyHok 27).
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[-] /homejuser (o) [E

®ann [paeka Bwuag MNowck TepmuHan CnpaBka

postgres=# 31

Nra | Bnapeney | Kopupoeka | LC_COLLATE | LC_CTYPE |
MNpasa pgocTyna
----------- T L e
Redkit | system Redkit | UTF3 | ru RU.UTF-8 | ru RU.UTF-8 | =Tc/system
_Redkit +
| | | | system Red
kit =CTc/system Redkit_
postgres | postgres | uTrs | ru RU.UTF-8 | ru RU.UTF-3 | 1
template@ | postgres | uUTFs | ru RU.UTF-8 | ru RU.UTF-8 | =c/postgre|=
s +
I [ I I | postgres=C
Tc/postgres
templatel | postgres | uUTFs | ru RU.UTF-8 | ru RU.UTF-8 | =c/postgre
s +
I [ I I | postgres=C
Tc/postgres
(4 cTpokm)

postgres=# |

Beegute "help", 4Tobul Nony4YuTe CNpaBKy.

Cnucok B33 AaHHeX o

PucyHok 27 - Cuctema Redkit

. 3angute B gupektoputo /home/user/.config/Redkit-Lab/Redkit. MpoBepbTe Hanuune KOHPUrypaunoHHbIX

dannos: DbCtl.ini, gnclient.ini, gnclient_reserv.ini, Keeper.ini, OscConverter, Redkit.ini, Redkit-Conf.ini,
Redkit-Logging.ini, Redkit-Service.ini.

. 3anyctute cepsuc keeper:

sudo systemctl start keeper

KomaHpb! ynpaBneHus cepeucom keeper:

sudo
sudo
sudo
sudo

systemctl
systemctl
systemctl
systemctl

start keeper #3anycTtuTh cepBuC keeper

restart keeper #llepesanycTuTrs CcepBUC keeper

stop keeper #0OCTaHOBUTEH CepBUC keeper

status keeper #IlocMOTpPeTb COCTOSHME CepBMCa keeper

4.3.2 HacTpouka pe3epBHOro cepBepa

aprwbd=

BbinonHuTe goHacTpoiky cornacHo pasgeny "doHactporika OC ALT Linux 8 SP".

YcraHosuTe CYB[] Postgres cornacHo pasgeny "YcrtaHoska CYB/[] Postgres", nponyckas nyHkTbl 7-13.
Ycranosute Redkit cornacHo pasgeny "YctaHoBka Redkit").

3anycTtute npunoxeHue "Deployer" oT MMeHM agMuUHUCTpaTopa.

BbibepuTte pexxum pabotbl "[o6aBuTb y3en k cucteme" n Haxmute "Oanee" (PucyHok 28).
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REDKIT 2.0

Deployer
Beibop pexumma paboTei
O Cozpats cuctemy Redkit SCADA

L OBHOBWUTE crucTeMy

® NoBasuts yzen k cucteme

L ¥aanuTe NOKANkHLIA y3en CHCTEMBI

L ¥panute cuctemy

MporpauuHuE Doun e

[3] repxaT 20.2208

PucyHok 28 - Bbi6op pexuma paboTtbl

. Ykaxute |P-agpec u nopt cepBuca Keeper ocHoBHOro cepBepa u3 n.5 pasgena "lNepBuyHoe
KOHUrypmpoBaHue" (ecnvm HacTPOMKN OCHOBHOTO CepBepa BbINOMHEHbI BEPHO, TO MPOCTO ykaxuTe IP-agpec
OCHOBHOTO cepBepa ¥ OCTaBbTe NOPT MO YMon4yaHuio) n Haxxmute "Oanee" (PucyHok 29).
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REDKIT 2.0
Deployer
¥3en AnA nogKnOUeHns EEEN

JAna noayyeHns KoHBUIYPaLMOHHBIX NapaMETPOR YKAKUTE PEKBUINTEI
NOAKAHIHEHUA K Y3y, YHE NPUHAANEXALLEMY LIENEEON CHCTEME.

Agpec | 172.23.10.85 \ Mopr \ 24235 $|

« Hazap H fanee = |

MporpasmMHui coMnasos

3] reprar 202208

PucyHok 29 - Y3en ansa nogkntoyeHus

7. O3HakombTeCh C MHbopmauuen 06 ycnewHom nony4veHmmn cuctemMel Redkit n HaxxmuTe "[Oanee" (PucyHok 30).
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REDKIT 2.0

Deployer

¥3en anAa nogKkno4YeHHA HEEEN

Mridopmauma o cucteme "Redkit” yenewro nonyyeda.

ma B Redkit
Karoy B, 23d5558bedefBa40
Cepeepbl B/}, Bxoaawme B cHETemMy:
OcHOBHOR Cepeep 172.23.10.85:5432
PesepeHwiii cepeep 172.23.11.27:5432
Cepeepbl AMLEHIW POBAHWSA, EXOAALLHE B CHCTEMY:
OCHOBHDIA: 172.23.10.22:3186
« Hazap || Janee » |

MporpauuHui mounnec
3] reDKIT 20,2208

PucyHok 30 - Undopmauus
8. YkaxwuTte HacTpoikm cnyx6bbl ynpasneHus knactepa Redkit cornacHo Tabnuue 7 v HaxmuTte "Oanee” (PucyHok
31).
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REDKIT 2.0

Deployer

CnybBa ynpagaeHWAa KNacTepom EEEN

3apaliTe GyHKLWK W HACTPORKK NOKANEHOM Cy#Be YNPaBNEH WA KNACTEPOM
Redkit.

| Mo

OTcnexuBaTts M yNpasnate CYBI
MyTe K MCNoAHAeMbIM dainam B

|,-fusrfbin ||:|

MyTe K dainam knacrepa BA:
|,-'home,-'user,-'database | I:I

Agpec | 172.23.11.27

‘ PesepeHeIl CepEER d

OTcnexueaTs W yNpaenate cepeucom Redkit

« Hazap H fanee = |

Mporpasuyn# EoMnnec

3] reDKIT 202208

PucyHok 31 - Cnyx6a ynpaBneHus knacrtepom

Tabnuua 7 - Hactpoiku cnyx0bl ynpaBneHus Knactepom

HacTtpowka

OnucaHue 3HavyeHue

Appec u lMopTt

CeteBble napameTpbl crnyxobl Keeper
pesepBHOro cepeepa

Mo ymonuyaHuto

OTcnexuBaTb 1
ynpaenate CYB[]

Cniyx6a Keeper BbiNonHsieT ynpaerneHne | PesepBHbin cepBep
cepsepom B[l Ha gaHHOM yane

¢annam b

nyTb K ncnomnHdaemMbIiM |_|YTb A0 ANPEKTOPUN K NCNONMHAEMbIM

OO06bIyHO: /usr/bin

MyTb K harnam
knactepa b[j

dannam b/

MyTe 0o avpekTopuu K hannam knactepa |n.3  pasgena

BO Postgres"  (Hanpumep,
database)

"YcTtaHoBKa
/home/user/

Ccyb[

OTcnexuBaTtb 1

Redkit

ynpasnaTb cepsucoM | cepsucom Redkit Ha gaHHoM y3ne

Cnyxb6a Keeper BoinonHsaeT ynpasnexnve |[a

9. Y umenu yana "Cepsuc" Boibepute "Redkit_Slave" n Haxmvmute "Oanee" (PucyHok 32).
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REDKIT 2.0

Deployer

Kondmrypauua SCADA EEEN

BmGepuTe MMEHE Y2108, KOTOpbe By 4yT 3aNyCKaTLCA HA 4aHHOM XOCTE.

KoHdurypatop
HMma yana | Redkit_Configurator -

APM
WMus yana | Redkit Workstation -

Cepemc
WMus yana | Redkit Slave -

Haxnaure "Jlanee" ann GopmMypoBaHMA KOHGWUIYPaLMA NOKANBHOTD Y3Na.

[ « Hasapg ” Janee = ]

NMporpauuHu#E Doun s

3] repkiT 202208

PucyHok 32 - Y3nbl
10.0OT1meTbTE YEKOOKC Yy KOMaHab!l "3anycTuTb cryx0y ynpasneHus cuctemon” n Haxmute "OK" (PucyHok 33).
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REDKIT 2.0

Deployer

loToBO EEERN

NokansHeiA y3en yonewHo ckoHgurypuposar. Cuctema “Redkit” rotosa k pabote.

3anycTuTe chyxBy yNpaBneHus cUucTemMoi

B Hauano | I OK

Mporpasmumui wosnaec

3] reDKIT 202208

PucyHok 33 - 3aBepLueHne KoHdpUrypmposaHus
11.3anyctute TepmuHan.
12.3anyctute ytunuty "configdeployer" komaHgom:

redkit-configdeployer

13.YkaxuTe IP-agpec 0CHOBHOro cepBepa Knioyen, NopT ocTaBbTe Mo ymonyaHuio (PucyHok 34).
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REDKIT 2.0

Deployer

PeKBM3UTEI CEpEEpa KNIOUYe HEN

Cepeep knioueli | 172.23.10.85

Mlopr

33,u,aﬁTE PEKEW3EMTE CEpEEPDD KAHIYER AnA CoEgMHEHWA
C KNHYHoOM NMUEHZWPOEIHWA.

MNpornpasuMnu# LosMnaec

[3] reDKIT 20.2208

PucyHok 34 - PekBn3uTbl cepBepa knioyen

14.Boibepyte ans nepesanucu  koHdurypaumoHHein dann "Redkit-Service.ini" u  ykaxute pekBu3nThbl

none3oBatens 3 n.11 pasgena "lMepsuyHoe koHdUrypuposaHme" (PucyHok 35).
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REDKIT 2.0

Deployer

CoxpaHuTb YUETHLIE JaHHbIE NONbL3OBATENA HEEN

Shome/user/ config/Redkit-Lab/Redkit/Redkit-Service.ini | m

BoiGepute $aiin ona coxpaHeHus yYETHEXY JaHHBX AW OCTABETE NO
YMOAHAHWH 1 HammMuTe OF.

Monb3oeaTtens | root |

330AWTE PEKEUZMTH NONLI0OEATENA W HawmMuTe ‘UK’ ana nepezanincu
KOHGWIypaUWOHHEX $ainoB.

Napone

« Hazap ” Janee = ]

Nporpasanui Kosnnex:

[3] repKiT 2.0.2208

PucyHok 35 - CoxpaHUTb Y4€THbIE AaHHble
15.MNocne ycnewHow nepesanvcu Haxmute "OK" (PucyHok 36).
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REDKIT 2.0

Deployer

WUndopmauma EENR

Mepezanwuce KOHGWIYpPauWMoHHBIX $GainoB yCNewHo 3aeepleHa.

3] repkiT 2.0.2208

PucyHok 36 - 3aBepLueHue nepe3sanucu
16.3anyctute cepsuc keeper:

sudo systemctl start keeper

KomaHnabl ynpaBneHus cepsucom keeper:

sudo systemctl start keeper #3anycTturhb cepBuC keeper

sudo systemctl restart keeper #llepezanyCcTuTb CEpPBUC keeper

sudo systemctl stop keeper #0cTaHOBUTL CcepBUC keeper

sudo systemctl status keeper #llocMOTpeTh COCTOSHME CepBMUCa keeper

4.3.3 NpoBepKa KOPPEKTHOCTU pa3BopavumBaHua cuctembl Redkit

[MpoBepka koppeKTHOCTM pa3BopayvmBaHus cuctemMbl Redkit BeinonHsetcs B ytunute dbctl. 3geck otobpaxatotcs
COCTOSIHME OCHOBHOTO 1 pe3epBHOro cepsepos B[], Hanuume cBs3un ¢ cepBucamu keeper, Npouecc BbINOMHEHNS
pennukaumm.

1. Otkponite TepmuHan u 3anyctute ytunuty dbctl Ha OCHOBHOM cepBepe KOMaHOow:
redkit-dbctl

2. Haxwmute KM no pesepBHoMy cepBepy Bl n Bbibepute komaHay OctaHoBUTL cepBep BL.

3. Haxwmute KM no pesepBHomy cepepy B[l n Bbibepute komaHaoy Co3aatb pensiumky.

HayHeTca npouecc pennukauun. B utore npaBunbHOrO KOHUIypupOBaHMA W YCMELHOW pennukaumn B
nHTepdpence dbctl gomkHa oTobpaxaTtbcs Hopmauums, kak Ha PucyHke 37: cepBepa B[ macTtepa n pennvku
BKNIOYEHbI, €CTb CBSA3b C cepBucamu keeper, cepsucel Redkit octaHoBnEHbI.

CepBucbl keeper No yMon4aHuio HaxoaaTcsi B aBTOMaTUYECKOM PeXmME.
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¥npaeneHne gnactepom Redkit = = 0X

HazsaHme

* ¥anel knactepa B

* 172.19.18 48:5432
Cepenc EcTh cBAZE | BBTOMATMHECKWUA DEAM
Cepeep BJ1 Brnrouen MacTep
Cepenc Redkit Octanoenen  OTcnesueasTon
¥ 172.19.16.188:5422
Cepemc EcTb ceAss | @ETOMATMHECKWA DEAMNM

Cepewc Redkit | Octanosned | Otcnesxweaetca

PucyHok 37 - Ytunura "dbctl”

4.3.3.1 YTunuta dbctl

®OyHKUMKM yTUnuThI dbctl:

Ipadhmueckoe oTobpaxkeHne coctosiHUA cepBepoB B/.
padmyeckoe oTobpaykeHNe coCcTosiHWUIA cepBUCOB keeper.
paduyeckoe oTobpaxxeHne coctoaHuin cepeucoB Redkit.
Py4Hoe cosgaHue pesepsHoro cepsepa b[.

CosaaHue pesepBHoM konuu BL.

I

Onmncanune coctosiHni cepeepoB Bl n cepsucoB keeper npencraeneHo B Tabnuue 8. OnucaHme cTaTycoB

cepepoB B[] 1 cepsucos keeper npeacraeneHo B Tabnuue 9.

Ta6bnuua 8 - CoctosiHuA cepeepoB B[] u cepBucoB keeper

CepBep / CepBuc | CoctosiHme OnucaHue

Cepsep B[] BkntoveH CYB[ Postgres 3anyuieHa

BblIkntoyeH CYB[ Postgres oTkntoueHa

BbinonHeHue npouecca
pennukaumm knactepa b

BbinonHsietcs pennukauna Knacrtepa B

Onpoc Cepsuc keeper BbInonHseT onpoc cratyca b

BknioyeH (B HegocTynHa) Cepsep B[] BkrtoYeH, HO NOAKNIOYEHNE KITMEHTOB
OTKMNoHsieTcA. Hanpumep, nonb3oBaTtens npu
KOHMOMIrypmpoBaHMM yKkasan HEKOPPEKTHbIV naponb

Ans goctyna K cepsepy bl

Cepsuc keeper EcTb cBA3b CepBuc keeper 3anyLleH 1 BeAET OTCNexXnBaHue
knactepoB B[l cuctemsl
Hert cBA3n Cepsuc keeper ocTaHOBNEH Nofb3oBaTenem
CUCTEMBI UM aBapUIHO 3aBepLUNIT CBOK paboTy
Onpoc Mpu nepsoHavaneHoM 3anycke dbctl BeinonHsaeT
OnNpoC COCTOSIHNSI cepBUCOB keeper
Cepsuc Redkit BkntoyeH Cepsuc Redkit 3anywieH
OctaHoBneH Cepsuc Redkit octaHoBREH
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Tabnuua 9 - Ctatycbl cepBepoB B[] n cepsucoB keeper

Cepsep / Cratyc OnucaHue

CepsBuc

Cepsep b[] Mactep YkasaHHas B[] siBnsietca ocHoBHOM B cucteme Redkit
Pennwvka YkazaHHas B[] asnaetca pesepsHon B cucteme Redkit

Cepsuc keeper ABTOMaTU4EeCKUn pexum | B gaHHOM pexnme NpoucxoguT aBTomaTudeckoe cosgaHune

pennukM 1 aBToMaTU4eCKOEe NOBbILLEHNE PE3EPBHONO cepaepa
B[l ,O OCHOBHOIO

Py4yHoun pexum

B gaHHOM pexxMme BO3MOXEH PyYHOW BapuaHT co3gaHns
PensMK1 1 aBTOMaTU4eCcKoe MoBbILLEHNE PE3EPBHOMO CepBepa
B[l ,oO ocHOBHOIO

Cepsuc Redkit OTtcnexunBaetcs

Cepsuc Redkit otcnexmBaetcs

Hanuune pennukaunn nNpu pasHbiX YCINOBUAX B Ppa3HbIX peXnmax cepBncoB keeper npencrtaBrieHo B Tabnuue 10.

Tabnuua 10 - Hannune pennukaunm npu pasnuyiHbIX YCNoBUsX

Ne |YcnoBue Pennukauusn
Da Het

1 Mepesarpyska pesepBHOro cepsepa +

2 Py4dHol pexxum keeper. KpaTkoBpeMeHHas octaHoBKa (<40 c) pe3epBHOro cepeepa +
Bl. 3anyck pesepBHoro cepeepa bl

3 Py4yHon pexum keeper. OnutensHasa octaHoBka (>40 c) pesepBHoro cepeepa b[. +
BHeceHune nsmeHenni B B[ (3anuck yctaBok). 3anyck pesepsHoro cepsepa b/l

4 AsTomaTun4deckumn pexum keeper. KpatkoBpemeHHas octaHoBka (<40 c) pesepBHOro +
cepsepa B[l. 3anyck pesepBHoro cepsepa b

5 AsTomaTuyeckumn pexum keeper. nutensHas octaHoBka (>40 c) pe3epBHOro +
cepsepa B[. lNMpoucxoant aBTO3anyck pesepBHoro cepsepa b

[nga mactepa n pennukn 3anoxeH psg QyHKUMIA, KOTOPbIN BbI3bIBAETCS Yepe3 KOHTEKCTHOE MeHo (PucyHok 38).

Y¥npaeneHne knactepom Redkit

= |=/0|X

HazeaHwe | |

* ¥ane! knactepa B
¥ 172.19.18 48:5432
Cepemnc EcTe cBAzE
Cepeep B/] Binrouen
Cepewc Redkit | Octancened

¥ 17219.16.188:5432

Cepenc EcTe cBAZE

Cepewc Redkit = OctaHoenen

ABTOMATUHECKMA PEHMM
MACTED

OTcneskmeastca

ABTOMATHHECKINA [ ESHCARA

OcraHoeNTe cepeep BJ]

OTcneskmeasTcA

CO3AaTh PE3EPEHYH) KOMWHD
Mepeeect B PYUHOR pexum

3anyctnTe cepeunc Redkit

PucyHok 38 - ®yHkumu dbctl

OnuncaHne dyHKUM NpeacTtaeneHo B Tabnuue 11.
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DyHKUUA

OnucaHue

OcTtaHoBuTb cepeep b[ /
3anyctutb cepsep B[

PyyHas octaHoBka/3anyck cepeepa b1

MoBbicKTb pesepBHbIV cepeep B
[0 OCHOBHOTO

Py4Hoe noBblleHne pesepBHOro cepeepa bl 4o ocHOBHOro (ecnu B
CUCTEME YXXe eCTb OCHOBHOW cepsep B[, To oH 6yaeT aBToMaTu4eckm
OCTaHOBIEH)

Cospgatb pe3epBHYHO KOMUto

Py4Hoe cospaHue pesepBHon konuu knactepa Bl (cm. pasgen CosgaHue
pesepBHou konun BJ1)

[MepeBeCTN B pyYHON peEXMUM

Py4yHOe nepeknoyeHme B PyYHON PEXNM

MepeBecTn B aBTOMaTU4ECKNI
peXxnm

quHoe nepekKkn4vyeHne B aBTOMaTUYECKUN pPeXnm

CospaTtb pennuky

Py4Hoe cosnaHue pennukn knactepa b

MpekpaTuTb pennukauuio

Py4yHoe npekpalleHue pennukauum — nonesHas komaHaa ans cutyaumm,
KOrAa nnaHupyeTcsa [onroe OTCYTCTBUS pe3epBHOro cepeepa bfl B pabote
(peMOHT 1 T1.1.)

3anyctutb cepsuc Redkit /
OctaHoBuTtb cepsuc Redkit

PyyHas octaHoBka/3anyck cepsuca Redkit

4.3.4 HacTtponka CUHXPOHU3aLUN BPEMEHU

1. Ortkpovite TepmuHan.
2. BbinonHute komaHAay:

sudo apt-get install ntp

3. OrtkponTe caunn /etc/ntp.conf komaHgon:

nano /etc/ntp.conf

4. 3aKOMMEHTMpYNTEe CUMBOMOM «#» cTpoku ¢ N.ru.pool.ntp.org n Hxe BnuwwmnTe ip-agpeca NTP-cepBepos:

#server O.ru.pool.ntp.org

#server

ru.pool.ntp.org

1.
#server 2.ru.pool.ntp.org
3.

#server

server 10.2.4.210
server 10.2.4.211

ru.pool.ntp.org

5. CoxpaHute dann 1 BblianTe U3 Hero.
6. Mepesanyctute NTP-cnyx6y komaHaon:

systemctl restart ntp

7. Yepes HekoTOpOE BpeMs NpoBepbTe CUHXPOHM3aUMI0 KOMaHOOM:

sudo ntpg -p

Otobpasutca nigopmaums (PucyHok 39):

t when poll r

PucyHok 39 - UHcopmaLms o CMHXpOHU3auumn

«*» — TeKyLLMIN BbIOPaHHbIN NCTOYHNK TOYHOIO BPEMEHU

«+» — cepBep, NOAXOAALMIA ANSA CUHXPOHU3ALIMK
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«-» — CEpBep, He PEKOMEHAYEMBIN ANt CUHXPOHM3aLUK

«X» — HeOCTYMHELIN cepBep BpeMeH

4.3.5 Hactpouka moaynen

Tenepb HEOOXOAMMO BLINOMHUTL HACTPONKY Moaynen cuctembl Redkit.

1. 3anyctute npunoxexne Redkit Configurator.
2. Ykaxute pekBu3uTbl cynepnonbs3oBarens root u3 n.11 pasagena NepBuyHoe KoHdpUrypmposaHue (PucyHok 40).

!a REDKIT 2.0
Configurator

root

Nponpasuyu# ounneo

[3] reEDKIT 2.0.2208

PucyHok 40 - 3anyck Redkit Configurator

od

3arpyauTte chain npoekTa.

4. lMNepengute Ha Bknagky Hactponku y3na. B Tekywien koHUrypaumm OOMKHbI OTOOpaxaTbCsl YeTbipe y3na
(PvcyHok 41):

a. Redkit_Workstation — y3en APM Onepatopa (npunoxeHue Redkit Workstation).

b. Redkit_Configurator — y3en koHdpurypaTtopa (npunoxenne Redkit Configurator).

c. Redkit Master — y3en ocHoBHOro cepaepa.

d. Redkit_Slave — y3en pesepBHoro cepsepa.

JoBaeuTe y3en

HazeaHue

» Redkit_Workstation
» Redkit_Configurator
» Redkit_Master

¢ Redkit_Slave

+ -+ + M+
m @ @ @
W (@] [ o

PucyHok 41 - ¥Y3nbi cuctembl Redkit
5. Tenepb BbIMNONTHUTE HaCTpOIZKI/I Mop,yneﬁ, COrMacHO ONMCaHUI0 HMXe.
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4.3.5.1 Hactponka moaynen npoTOKOSOB

B yanbl Redkit Master n Redkit_Slave pobaBbTe HeobxoauMble MOAYNN NPOTOKONOB (CM. pa3gen JobasneHue
mMogynew).

Mogynv npoTOKONOoB:

- KnwneHt npotokona lec104 — npuem gaHHbIx B Redkit no MGK 61870-5-104;

- KnueHt npotokona lec61850 — npuem gaHHbIX B Redkit no MOK 61850 MMS;

- KnueHT npotokona Modbus — npuem gaHHbix B Redkit no Modbus;

- KnuneHt npotokona SNMP — npuem gaHHbix B Redkit no SNMP;
- Cepsep npotokona lec104 — nepegava aaHHbIix 13 Redkit no MOK 61870-5-104.

4.3.5.1.1 Upentndukartop cepsepa 61850

Y mogynsa KnueHTt npotokona lec61850 ykaxuTte ngeHtudukarop cepepa: y Redkit Master— 1,y Redkit_Slave
— 2 (PucyHok 42).

NotasuTs yzen

Hazganune

* Knanewt npoTokona

b Redkit_Workstation + =
» Redkit_Configurator + =N 3apeprkia cTapta (M) 000
¥ Redkit_Master I+ = Cnucok rpynn ycTpoicTs
ApxiEMpoBaHIE
Kaunent nporekona lecl04
Mopyns sanuck curnanos s Bi
Mogyns saxsaTa obopyaosaHin S (T
Mazyne korTpona cepsepos 61 [[] BrnrounTts onpoc ocynanorpamm
Mopyns 0BpaboTin Bnankos nepekaoueHmii
e S € B [7] BentounTs yaaneHne crapbic oCLMANGTPaMM
TAaHUPOBLLMK BBIA4M KOMaH YTIPABNEHIA [7] 3anuce skyphanos obmena c ycrpoiicteanm
Cepeep oSpaboTkn cobermnii PesepEHbIi MOAyNb AEpKATs B PEKMME ONPOCa
» Redkit_Slave g =

[C] Xpanute ocumanorpamme B B EmecTe gncka

[TUTENLHOCTS XPAHEHUA OCLMANOTPaNN, CyTKY

-
Kateropus nhnumatopa 2
L

Mepuoy cnpeca ocuMAncrpamm (cex)

Bpema Hauana yaaneHina ocUMANOrPakK, YacsEMUHYTEI

*' Uperrudukarop cepeepa 1 |

TlyTs ANA COXPaHEHIA DCUMANGTPaKIM

[lyTs K NPOTPaMIE NPOCMOTpa CCLMANOrPaMM [

PucyHok 42 - HacTpoiika naeHtTudukatopa cepBepa

4.3.5.1.2 TpaccupoBKa oOMeHa AaHHbIMMU

Ona npotokona MAK 61870-5-104 ecTb BO3MOXXHOCTb BKIMIOYUTbL 3anmnchb TpPacCUpoBKM obMeHa B doanin.

1. Haxmwute Ha mogynb KnueHT npotokona lec104 B yane Redkit_Master nnvn Redkit_Slave.
2. OTmeTbTe YekDOKC Y HacCTPONKM 3anuch XKypHanoB o6mMeHa ¢ ycTtpouctBamm (PyucyHok 43).
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JoBasnTs yzen

Hazganne

b Redkit_Workstation
b Redkit_Configurator
* Redkit_Master

Apxnenposanne

Knnent npotokona lecb1850

Mogyne sanncn curnance s B/

M

Ay Nb 3aXEaTa Py A

Mogyne kouTpona cepeepoe BJ]

Mogyne 0BpaboTkn BNaHKOE NEPEKNOYER
Mogyne curxponmsaymn c B
MNaHMpOBLUMK BEIAa|N KOMAHA YMPaBneHnA
Cepsep obpaBoTkn cobbmuii

b Redkit_Slave

[+ -+ +]

m @ (o
| [ [=

¥ Mpotokon
¥npasnetne kadecTeom

CoxparHATe NoLS0BATENA

Bpema oxunaanna(mc) ,T:
Bpems accoumaumm (mc) ,T:
Bpema Bydepnzaumm (mc) ,TO:
Mepuea nndoprmnposanna (cex) 60

Y
Onepexenne epemenn (ac) 43200000 =
3anasgbisane spemenn (o) 2592000000 :

¥ Knuent npotokona
3apepxka cTapTa (mc) 1000 :

Cnncok rpynn ycrpoiicTs

¥ YacTHele

3anuce ypHanos oBMeHa ¢ yCTpoRCTEaMA I

[C] Pesepetbit Mogyne aepxate B pexime onpoca

JenkTa BpeMeHn ANA KOPPEKLIMA SHAYEHWA (Mc) 1000 o

3. Haxmute MpumeHUTD.

TpaccupoBka nueTcsa B hann:

PucyHok 43 - 3anucb XXypHanoB o6MeHa ¢ ycTpocTBamMmmu

/tmp/Redkit-Lab/Redkit/<umsi_npomokona>.log
<. BHumanue: [locrne Hanmagku OTKMOYMTE TPACCUPOBKY, Tak Kak yaaneHuwe hannosB TPacCUpPOBKU He

T

4.3.5.2 HacTtpourka moaynen yctapeBaHUA TeroB U HeNpuUBA3aHHbIX CUrHaNoB

KOHTPOJNNpPYyeETCA N €CTb ONMacHOCTb 3arnoJIHUTb OUCK.

[aHHas HaCTpOVIKa Heobxoamuma, ecnun B NpPOeKTe UCNONb3YHTCA HENnpuBA3aHHbIE K annapartHOMY YPOBHIO
CuUrHarsbl, HO KOTOpble 3a4encTBoBaHbI B anropuntmax.

1. B yanbl Redkit Master n Redkit_Slave pob6aBste Mogynb 06paboTku HenpuBA3aHHbIX CUTHANOB U

Moaynb npoBepku ycTapeBaHus TeroB (cM. pasaen JoGaeneHve moaynei).
2. B Hactpoiikax wmogynsa Moaynb npoBepku ycTtapeBaHuss TeroB u3veHuTe [lepuon npoBepku

akTyanbHocTM TeroB (Mc) 1 Bpems yctapeBaHus 3Ha4yeHun (c) Ha Heobxogumble (PucyHok 44).
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JoBaenTs y3en

HazeaHue

b Redkit_Workstation

» Redkit_Configurator

¥ Redkit_Master
ApXMBMpOBAHNE
Knwent npotokona lecl04
Knwent npoTtokona lec61850
Mogyne 3anuck curdance 6 b
Mogyne saxeata oGopyaoeaHuA
Mogyne konTpona cepeepoe B/

Mogyne oGpaboTkn GNaHKoE NEPEKTHIYEHI

Mogyne nposepkwn ycTapesanmna Tercs

Mogyne curxponmsaumm ¢ /1
MNaHMpoBLLMK BEIA@YM KOMAHS yNPaBneHUA
Cepeep obpabotkn cobbrmuit

b Redkit_Slave

[+ -+ +]
m @ @

WA obbekTa | Mogyne NpoBEpKA yCTAPEEAHWA TEMDE

£

Wmn knacca gna nnariHa | TagAgeChecker
£
= Wma daiina nnaruxa tagagechecker

* (Obwme

OTaensHEI NoToK

MpwopuTeT Mogyna 201

60000
1000

Bpema oxmganua (mc)

am

WHTepean nposepkn (mc)

:

Kon-son OETOPOE KOMaHAbI

¥ MonutopuHr
[[] Otcnexmneats napamerpel

[[] NaruposarHue

AnarHocTMyECKan MHGopMauna

WHrepean namepennil (mc) 1000 %
¥ YactHble
Bpena ycrapesanna sHaveHmit (cex) 60
3agepxka cTapTa (Mmc) 60000 o
\I Mepuog NpoBEPKN aKTYaNEHOCTH TEMDE (MC) 1000 o

PucyHok 44 - HacTpoiiku moaynsa NnpoBepKu ycTapeBaHUs TeroB

3. Haxmute NMpumMeHUTD.

4. lepenguTe Ha BKNagky MeHo YcTapeBaHMe v NOACTaHOBKA.
5. OTmeTbTE U3 AepeBa NpoekTa Te Tern, kotopble ByayT «ycTtapeBaTby U Haxmute NMpumeHuTb (PUcyHok 45).

o]

Haseanue

|YcrapeaaHHe |f|mcan.bHan nogcraHoeka | Onwucadwne

¥ Bropoe npucoesuHeHne

» B-220-2T [P
¥ BJ1220 kB Bropas
v IL2GGI01
v MX
Anlnl

Anln3 &l

Anlnd [l

Anlns &l

AnlnG [l

Anln7 &l

AnlnS [l

Anln9 [P

Anlnl0 [l

Anlnll &l

Anlnl2 [l

T Y

AHanoroeeiid curHan 1

AHanoroeeld crHan 3
AHanoroeelid curHan 4
AHanoroeelid crHan 5
AHanoroeeld crHan o
AHanoroeelid curHan 7
AHanoroeelid curHan &
AHanoroeeld crHan 9
AHanoroeeiid curHan 10

AHanoroeelid curHan 11

[ 3R Of [ O (3R O 3 O |

AHanoroeblid curHan 12

S e g aoosionnz ||

PucyHok 45 - YcTtapeBaHue Teros

4.3.5.3 HacTpomnka apxmBMpOBaHMUA AaHHbIX

3a apxmBMpoBaHue AaHHbIX OTBEYaloT Tpu moayns (Tabnuua 12).
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Tabnuua 12 - Mogynu apxMBMpoBaHUA AaHHbIX

Moaynb OnucaHue

ApXVIBI/IpOBaHI/Ie MonuTunkn apxmBmpoBaHNA Teros (ﬂ,OJ’IFOBpeMeHHOG XpaHeHune, oO4YNCTKa TeroB

yepes Bpems 1 ap.)

VMcnonb3oBaHue gucka Moaynb mcnonb3yeTcs nNpyu aBapuMHOW OYMCTKE AMCKAa, KOrAa MeCTO Ha HeMm

3akaH4ymBaeTcs. [laHHas ouncTka paboTaeT B 06x04 NONUTUKN apXMBMPOBaHMS,
3agaHHon B Moayne ApxusmpoBaHue. Bo3MOXHO yoansaTb:

- 3anunucun B XypHanax cobbITUi;
- nony4yeHHble JaHHble.

Potauusa apxusa cobbITuit Mogaynb NPou3BOAMT OUYUCTKY JKypHara cobbITUl

1.

2.

B mogyne ApxvBupoBaHuMe BLINOMHUTE BbIGOP TEMOB AN NOMMTUK apXuBMpoBaHus (CcM. pasgen Bribop Teros
ONS NONUTUK apXMBUPOBaHUS).

[ob6asbTe mogynu Micnonb3oBaHue ancka n Potaumst apxmea cobbiTuii B y3nel Redkit Master n Redkit_Slave
(cm. paspen [JobaeneHne moaynen).

3. BbINOMHWTE YacTHbIE HACTPOMKM MOAYNen 13 n.2 cornacHo BaliMM TpeboBaHUAM.

4.3.5.4 HacTpounka oToOpaxeHuss BpeMeHU U nepepavyv UarHoCTUYECKNX AaHHbIX C
cepBepoB Redkit

Ons 0To6pa>|<eH|/1;| TeKyLLl,eIZ AaTtbl 1 BpEMEeHM Ha MHeMOoCXeMe, a Takke ANarHoCTU4eCKnx gaHHbIX C cepBepoB
ncnonb3yeTca Mmoayrnb JlokanbHble napamMmeTpbl CUCTEMbI. MO,EI,yJ'Ib MOXET nepefasartb crieayrwme aaHHble:

Tekyllee cuctemMHoe BpeMsi Ha pabodelt ctaHumm (unixtime).
O6bem O3Y u ancka — 3aHaTo/cBob60AHO.
CoctosiHne cepsepa B[] (ocHoBHoOW/pesepB).

. Jobasbre mogynb JlokanbHble napameTpbl cuctTembl B yanbl Redkit Master u Redkit_Slave (cm. pasgen

[obaeneHne moaynen).

B uyacTHbIx HacTpoyikax mMogynsi Bblbepute Tern TeKyllero BPeMeHU CUCTeMbl. OTO Tern, B KOTOpble
3anucbiBaeTca Tekylee cuctemHoe Bpems B popmare UNIX-time (PucyHok 46).

Mpum.: [Ona nepesoga 3HadyeHus BpemeHn u3 dopmata UNIX-time B cTpokoBbI, B ckpunTe wabnoHa
Heobxoammo mcnonbe3oBaTtbh yHKUMio "scada.timeToString(time,format)".
B 4acTHbIX HacTporikax Moayns BblbepuTe Tern CocTosAHMS NokanbHoro gucka (PucyHok 46):

a. Nma gucka gna otcnexunBaHusa — YKa3blBaeTCa MMA NNOKarnbHOro gncka B cucteme (I'IyTb ao KaTanora).

b. Tern pa3mMmepa AuUCKa — an4d OTO6pa>KeHVIFI B CMCTeMe Mnorb3oBaTenemM AofmkKeH ObiTb yCTaHOBJ1EH
napameTp Uma aucka ansa otcnexnBaHus.

c. Term cBoGogHOro Mecta Ha AUCKe — AOJisl OTO6pa)KeHVI9| B CUCTeMe Monb3oBaTenemM OOomkeH ObiTb
yCTaHOBJ1EH NapamMeTp Uma aucka ans otcnexnBaHus.

B yacTHbIX HacTporikax Mmoayns Belbepute Tern otcnexusaHus coctosHus O3Y (PucyHok 46):

a. Teru pa3mepa onepaTUBHOM NaMATH.
b. Tern pasmepa cBo60aHOM onepaTMBHON NAMATHU.

c. Teru cTaTtyca cepBepa — ecnu cepsuc Redkit B ponn «OcHoBHOM» (MacTep), TO B Ter 3anucbiBaeTcs 1,
nHave 0.

Haxmute MpumMeHnUTb.
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[NoBasuTs y3en m
Hazeanue Bpema oxuaanma (Mc) ‘ 60000 o
b Redkit_Workstation + = Wrrepean nposepkn (mc) ’W
> CE=le Confi e [ I Kan-8o nosTopas komange! 0 *
¥ Redkit_Master [+ =
ApxuBupoEaHmMe ¥ Morutopunr

Ka lec104
MEHT MpoTaKkona lec [7] Orcnesxcmars napamerps:

Kawent npotokona lec61850
[C] Noruposanme

JlokankHele NapaMeTpLl CHCTEMBE

Mogyns sanucn curnance s 5] [MArHGCTANECKAR MHOOPMALIMA

Moayne 3axeara obopyaosarua WHTepean arperaumnm (mc) 60000 :
2D AT GREEEE Wrrepean nsmepennii (mc) 1000 5

Moagyns ofpaboTiku Bnankos nepekaroyeHii
Moayne o6paboTkn HENPHEAZEHHbRX CHIHANGY * YacTHble

o [
0.1k NPOBEKY YCTAPEEAHNA TEroR (e o eE (3 1000 =

Moy b curxporsaysm c 6]
Wmaa ANCKA ANA OTCNEXWEAHWA
HﬂEHMpDELLLW( BblAa4K KOMaHJ yNpasneHua

Cepaep obpaboTin coBemnii Tern pasmepa aucka

» Redkit_Slave 08 = Terw pasmepa onepaTMEHoN NaMATH

Teru ceoBopHoro mecta Ha gncke

Terw cratyca cepaepa

Tern pazmepa ce0BoAHOI ONepaTHEHOIA NasT |

Teruw TeKyLLErD BPEMEHN CUCTEMBI

PucyHok 46 - JlokanbHble napameTpbl CUCTEMbI

B kadecTBe MMeH Teros 3a4aloTcs «ASNIMHHbIE» UMEHaA.

4.3.5.5 Hactponka APM Onepatopa

3a APM onepatopa otBevaeT y3en Redkit_Workstation. Ckonbko APM TpebyeTcsa B paboTe cUCTEMBI, CTOMbKO U
yanoB Redkit_Workstation TpebyeTtcs co3naTtb.

CoseTt: Hanpumep, y Bac B cucteme byaget asa APM Ha cepBepe n BoceMb APM y KIMEHTOB — BCEro AecATb
APM. B Takom cny4yae Heobxoanmo co3gaTtb JOMONHUTENBHO AeBATbL y3noB RedkitWorkstation.

1. Y yana Redkit_Workstation HaxmuTe Ha kHonky KnoHuposatb y3en £ (PucyHok 47). Bynet cosgaH ysen
Redkit_Workstation_clone.

JobaenTe y3en

Haszeanwne

Redkit_Workstation

» Redkit_Configurator |+ =
b Redkit_Paster + =/
b Redkit_Slave B 8 =

PucyHok 47 - KnoHnpoBaTb y3en
2. B HacTpoiikax HOBOIO y3na crnpaBa nsMeHuTe umsi oobekta Ha Heobxogumoe (Ne1 Ha PucyHke 48).
3. Tam Xe M3mMeHWTe MOPT CepBepa Ha OTMMYHLIA OT TEX 3HaYEHWUN, KOTOPbIE €CTb B CUCTEME Y OPYIMX y3roB
(Ne2 Ha PwucyHke 48).
4. Tam xe ykaxuTe agpeca 1 nopTel OCHOBHOrO 1 pe3epBHoro cepaepoB (Ne3 Ha PucyHke 48).

54



Redkit SCADA 2.0. PykoBoacTtso agmuHucTtpatopa OC ALT Linux 8 SP. Bepcus 2.0.2208

JoBaenTe y3en OTtmena

Hazeanmne Mma oBbexTa | Redkit_Waorkstation_clone .—

» Redkit_Workstation B g =

» Redkit_Configurator B B = OTaeneHelii neTok

» Redkit_Master B B = [[] Wcnonssoeats npuopwTeT y3na 4nA NNarMHoB
» Redkit_Slave + =]

Appec n nopT cepeepa:
[ 127001 EEy -

J\'-\,D,FIECE W NoPTel Y3N0E NOLKNHYYEHWA

JobasnTb
| 172196188 BN +—8
| 17219.18.48 | 3232

PucyHok 48 - HacTtpoiiku y3na
5. Haxmute NMpumMeHUTD.
6. lNosTopuTte warn 1-5 gna cosganuna apyrux yanos Redkit Workstation.

4.3.5.6 3anyck cepBucoB Redkit

[Mocne Bcex HacTpoek moaynen 3anyctute cepsuckl Redkit Ha OCHOBHOM U pe3epBHOM cepBepax KOMaHAOoM:

sudo systemctl start redkit

Komaugs ynpaeneHuss cepBucoM Redkit

sudo systemctl start redkit #3anycTurs cepBuc Redkit

sudo systemctl restart redkit #lepesanycturs cepBuc Redkit

sudo systemctl stop redkit #OcTaHoBUTE cepBuc Redkit

sudo systemctl status redkit #llocMoTpeTs cocTossHMe cepBuca Redkit

4.3.6 HacTtpownka ynpaBneHus

Ona Bo3moxHocTM Oygywero ynpaeneHuss KA wn3 APM  HeoGXoguMMo BbINOMHUTE  NpefBapuTerbHble
cHATMe/nogcTaHoBKy Ans Bcex KA, KoTopbiMM npegnonaraeTcs ynpaensatb. [ns aToro BbINONHUTE criedyloLlime
JencTBus:

1. 3angute B APM Redkit SCADA.

2. OTKpoKnTE rnaBHY0 MHEMOCXEMY.

3. HaxmuTe aBoMHbIM LWenykom no BeibpaHHomy KA. OTkpoeTcsa nacnopt atoro KA.
4. Ha Bknagke CocTosiHMe BbINOSHNTE NOACTAHOBKY, 3aTeM cHATUE (PucyHok 49).
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Macnopr B 10 CB 2-3CLL — %

COCTORHKUE

B 10 CB 2-3CLU
PyuHoi1 BBO;
3ajaTb COCTOAHWE
YcTapesaHve D
SEMELLLBH I:' BkntoueHo |:| OTKIHOUYEHO

® BnoKMpoBaH onepaTopoM :] :]

® HepocToBEPHOCTH

PucyHok 49 - NoacraHoBka/CHATHE
5. 3akponTe nacnoprt.
6. BbinonHute warn 1-5 gnsa octanbHbix KA.

4.3.7 HacTtpouka APM B BUAe KnueHTa

Ona HacTtporkn APM onepatopa Redkit BbimonHWTe cnegyowmve OeNCTBMA Ha NoKanbHOW paboven ctaHuum
oneparopa:

1. YcraHosute Redkit (cm. pa3gen YctaHoBka Redkit).
2. 3anyctute npunoxenue Deployer.
3. Bbibepute pexum pabotbl [lo6aBUTL y3en k cucteme u Haxmute flanee (PucyHok 50).
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REDKIT 2.0

Deployer
BoiGop pexxuma paboThl
) Cozgate cu cremy Redkit SCADA
) OBHoENTE cucTemy

® foBasnTs y3en K CHCTEME

() ¥aanuTe NOKaneHLIA y2en cicTemel

) ¥aanuTe cucremy

Mporpannid o n e

3] reokiT 2.0.2208
b A

PucyHok 50 - Bbi6op pexvma paboTbl
4. YkaxwuTte |IP-agpec 0CHOBHOro cepBepa 1 ocTaBbTe NopT no ymonyaHuio (PucyHok 51). Haxxmute Janee.
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REDKIT 2.0

Deployer

¥zen pgna nogknwueHHa EEEN

AR NoAyYEHNA KOHGUIYPALMOHHBIX NapaMETROE YEEHKWTE PEKEMINTEI
MO KAYEHWA K Y3y, y3e NPUHAANEKALLENMY LENEBOA CHCTEME,

Appec | 172.23.10.85 | MopT | 24235 ¢|
= Hazag l [ fdanee =
Mporpannid o n e
3] reokiT 20,2208
p A

PucyHok 51 - Y3en ans nogknio4yeHus
5. OsHakombTech ¢ nHdopmaumen o cucteme Redkit u Haxmute Oanee (PucyHok 52).
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¥Yzen ana noaKnwUEHHUA

REDKIT 2.0

Deployer

WMugopmauma o cuctenme "Redkit” yonewro noemueqa,

nam B
Knou B

Redkit

23d5558 bedbfiad0

Cepeepm bJl, Bxopawme B cucremy:
172.2310.85:5432

OcHoBHOR cepeep

PesepeHbIi cepeep

172.2311.27:5432

CepBepbl NMUEHIMPOBAHWA, EXOAALLME B CUCTEMY:
172.23.10.22:3186

OcHoeHOM:

Mporpannid o n e

3] repraT

= Hazag || danee =

2.0.2208

PucyHok 52 - Undbopmaumsn
6. B okHe Cnyxb6a ynpaBrneHusi KnacTepoM HUYEro He ykasbiBanTe U He oTmeydanTe (PucyHok 53). Haxmute

A
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REDKIT 2.0

Deployer

Chyxba ynpaBneHHA KnacTepom EEENR

JagafiTe gyHKLMW W HACTRORKW NoKaneHoA cayABel YNpaBneHWA KNacTepom

Redkit,
Aagpec | 172.23.10.85 | Mopt | 24235 ¢|
[ Otenexueats n ynpaenats CYB[] OcHoBHORA cepeep v

OTCneXxNEaTs M YNpPaenATs cepencom Redkit

= Hazag H danee =

Mporpannid o n e

3] repraT 202208

. y

PucyHok 53 - Cnyx6a ynpaBneHus Knactepom
7. OTmeTtbTe TOMbKO y3en APM v B BbinagatoLem cnmcke Bolbeprte HaumeHoBaHWe yana anst faHHoro APM
(PvcyHok 54). Haxxvunte Oanee.
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REDKIT 2.0

Deployer

Kondurypauwa SCADA EEEN

BbiGepnTe nMeHa y3N0E, KoTopkele Gy AyT 3anycKaTbcA HA JaHHOM XOCTE,

] KoHgurypatop

Mma y2na | Redkit_Configurator -
APM
ma yzna | Redkit_Workstation_clone 4

Redkit_Workstation_clone
Redkit_Slave
Redkit_Workstation
Redkit_Configurator
Haxaante "3 Redkit_Master

[ Cepeuc
KmA yzna

= Hazag H fdanee =

Mporpannid o n e
3] repraT 2.0.2208
. y

PucyHok 54 - Yanbli
8. OtmeTbTe YekbOoKC y koMaHabl 3anycTUTb cnyX0y ynpaBneHusa cuctemon u Haxmute OK (PucyHok 55).
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REDKIT 2.0

Deployer

¥ zanycute chyxBy ynpaeneHua o cTeMoii

loToBROD EEER

NokansHeld y3enyonewHo ckoddmrypupoead, Cuerema "Redkit” rotosa k paBote,

B Hauano | [ Ok

Mporpannid o n e

3] repraT

20,2208

PucyHok 55 - 3aBeplueHre KOHpUrypupoBaHus

9. BbInonHuTe NpoBepKy KOppekTHOCTM AobaeneHus yana k cucteme Redkit (cm. pasgen MNpoBepka KOPPEKTHOCTU

passopaymBaHus cuctemol Redkit).
10.MoeTopuTe warn 1-9 ana gpyrux APM Onepatopa.

4.4 Hactpouka Redkit B oqgHOCepBepHOM pexume

Cxewma cuctembl Redkit B ogHOCepBepHOM pexnme npeacTtasneHa Ha PucyHke 56.
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APM OIT N1 APNM O Me2
|AF‘M F'.edkitl — — APM Redkit

| I—

Cepeep Redkit

Cepeuc
Redkit

Cepeuc <
keeper
B ——
OCHOEHOM
e

PucyHok 56 - OnHocepBepHbI pexum

HacTtpoiika Redkit B ogHOCepBepHOM pexume:

BbinonHuTe goHacTpoviky cornacHo pasgeny "OoHacTtponika OC ALT Linux 8 SP".

Ycranosute CYB[l Postgres cornacHo pasgeny "YctaHoska CYB/[ Postgres".

Ycranosute Redkit cornacHo pasgeny "YctaHoBka Redkit".

3anyctute npunoxeHue "Deployer" oT MMeHM agMuUHUCTpaTopa.

BbibepuTte pexum pabotbl "Co3gatb cuctemy Redkit SCADA™ n HaxmunTte "danee" (PucyHok 57).

arwbd=
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REDKIT 2.0

Deployer
BoiGop pexxuma paboThl
® Cozgate cu cremy Redkit SCADA
) OBHoENTE cucTemy
) foBaenTs YIEn K CUCTEME
) ¥aanuTe NoKaNLH LI y2en CHCTEME

) ¥aanuTe cucremy

Mporpannid o n e

3] repraT

202208

PucyHok 57 - Bbi6op pexvma paboTbl

A

6. Ykaxute IP-agpec 0CHOBHOro cepBepa Krovemn, nopT ocTaBbTe No ymondaHuio. Haxmute "danee" (PucyHok

58).
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e
REDKIT 2.0
Deployer
PeKBHzZMTEI CepESpPORB KNKOUSH EEEEEEEN
BEAEﬁTE [FEKENINTEl MCNONB3YEMBIX B CUCTEME CEQBEEDOE Y el
JWUEHZHPOEIHWA.
CJCHOBHOW cepeep:
Adpec cepeepa 172.23.10.85 MopT 3186 :
[C] PezepeHbIii cepeep KMKOYEH
= Hazag H fdanee =
Mg M sl EcH N
] rEDKIT 2.0.2208
p

PucyHok 58 - PekB13nTbl cepBepoB Kitoyen

7. YkaxuTte peksuautbl cepepoB B: nma cepeepa bl (anuHa nvenn B orpaHuyeHa 16 cumBonamm),
IP-agpec ocHoBHOro cepsepa. INopT JomKeH COOTBETCTBOBATL MOPTY, HA KOTOPOM 3anyckaeTca postgres.

Haxmute "Oanee" (PucyHok 59).

A
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e
REDKIT 2.0
Deployer
Tononorua cepeepok B EEEEEEEN
JafafiTe PEKENIMTE MCNONBEIYVEMEIX B CMcTeMEe cepeepoe B,
ImA cepeepa bA | CCcHOBHOI cepeep |
, | e
Aapec 172.23.10.85] | Mopr | 5432 2|
[C] PezepeHbiii cepeep B
= Hazag H fdanee =
Mg M sl EcH N
3] repraT 2.0.2208
p

PucyHok 59 - Tononorus cepsepos 5/}

8. OcrtaBbTe napamMeTpbl cepBuUcoB KOHTpons B[ no ymondanuio n Haxmute "Oanee" (PucyHok 60).

A
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e ™
REDKIT 2.0
Deployer
MapameTpbl cepEUcoB KoHTpona Bl EEEEEEERN
JagafiTe napameTpel AccTyna K cepeepam B ann cepencoe ynpaeneHua Keeper,
Cepeep "OcHOBHON cepeep”
Onpoc: ‘ 172.23.10.85 ‘ | 5432 ¢|
Cepenc Keeper: ‘ 172231085 ‘ | 24235 ¢|
= Hazag || danee =
Mporpannid o n e
3] repraT 202208
. y

PucyHok 60 - MapameTpbl cepBucoB koHTpons B

9. YKaxute napameTpbl A NOAKINIOYEHUS] K OCHOBHOMY cepBepy B[, ncnonb3sys ums nonb3oBartens 1 naponb
n3 n.6 pasgena "YcraHoska CYB[] Postgres". HaxmuTe "Oanee" (PucyHok 61).
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REDKIT 2.0

Deployer

OcHoeHol cepeep BI, EEEEEEEN

BriGepuTe ocHoeHoM cepeep B, Ha koTopowm By4ET paZeepHyTa HOBAA CUCTEME,

Cepeep | OcHoBHON cepeep -
Aapec 172.23.10.85
Mopt 5432

IMA none3oBarenA | postgres |

Maponk | I-ll| |
= Hazag l [ fdanee =
Mporpannid o n e
3] reDKIT 20.2208
. y

PucyHok 61 - OcHoBHoW cepBep B[]
10.Bbi6epute T1n KoHurypauum "KoHdpurypauusi no ymonyanmo" n Haxmute "[danee" (PucyHok 62).
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e ™
REDKIT 2.0
Deployer
Tun koH$Urypauuu EEEEEEERN
BeiGepuTe TN KOHGUIYPaLMK CO353B3EMOA CHCTEMEI,
@ KoH@urypauna no yMonyadumw
DHMHUpT KOH@UTypaunm
= Hazag H danee =
Mg M sl EcH N
] rEDKIT 202208
. y

PucyHok 62 - Tun koHdurypaumm
11.Bbi6epute koHdurypaumio y3nos "OauH cepep SCADA" n HaxvuTe "Oanee" (PucyHok 63).
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REDKIT 2.0

Deployer

Kondurypauma yznoe EEEEEEERN

OI'IFIE,B,EHHTE COCTAE Y3N0E, BXOILALLMXY B CUCTERY,

. ABTOHOMHBIR y3en

'Q'O,u,nH cepeep SCADA

':'Cepeep SCADA C pezepeoM

MMnopTHRoBaHHAA KOHQUIYPAUKWA yIN0E

= Hazag || danee =

Mporpannid o n e

3] repraT 202208

PucyHok 63 - Kondurypauus ysnos

KoHdpurypaums yanos "Ogun cepeep SCADA" co3gaét Tpu yana cucteMbl (CM. CreayoLwwmi NyHKT 12);
a. APM (Redkit_Workstation) - y3en, otBevatowmii 3a rpacpmyeckoe otobpaxeHune paboyero mecta
onepartopa.
b. Cepsep (Redkit System_Service) - y3en, oTBevatoLuin 3a npuem, nepegady n obpaboTky AaHHbIX.
c. KoHdurypatop (Redkit_Configurator) - yaen HacTpoviku cuctemsi.
12.Y6ennTechb, 4TO CeTeBblE MapamMeTpbl Y3MOB KOPPEKTHO ykasaHbl (PucyHok 64, Tabnuua 13), T.e.:

a. IP-appec y3na Redkit_System_Service cooTBeTcTBYET |IP-agpecy cepsepa.
b. Ysen Redkit Workstation "cnywaet" y3en Redkit Master.
c. Haxmute "Oanee" .
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REDKIT 2.0

Deployer

PepakTHpoBaHHe y2NoE EEEEEEEN

3anafiTe ceofcTEE YINOE, BXOAALLMY B CHCTEMY,

= Redkit Workstation (127.0.0.1:23233, APM)
¥ Redkit_System_Service (172.23.10.85:23231 , Cepeep)

KA y2na | Redkit_System_Service ‘

Ajpec cepeEepa | 172.23.10.85 | Mopt

CTpOKa NoAKAKYeHNA | 172.23.10.85:23231 ‘

= Redkit_Configurator (127.0.0.1:23234 , KoHdgurypatop)]

= Hazag || danee =

Mporpannid o n e

3] repraT

202208

PucyHok 64 - PepaktupoBaHue y3nos

Tabnuua 13 - CeTeBble NapameTpbl Y310B

MapameTp

OnucaHue

Nwms yana

Nwms yana, kotopoe Oynet otobpaxartbest B cucteme Redkit

Appec cepsepa u NopT

AaHHbIV y3en)

CeTeBble napameTpbl gaHHoro y3na (IP-agpec u nopT, Ha KoTopbix paboTaer

CTtpoka nogkntoyeHus

onpaLluvBaeMbIX Y3I0B yKa3biBaloTca Yepes 3ansaTyio

CeteBble napameTtpbl y3noB cucteMbl Redkit, koTopble Oyder onpawwwuBaTb
AaHHbIN y3en. dopmat BBOAA: ip-agpec:nopT. CeTeBble NapameTpbl HECKOMbKMX

13./A3meHnTE NONUTUKN arperauunn gaHHbIX, cornacHo Ballim Tpe6OBaHVIF|M M nporpaMmMmHbIM yCNOBUAM:

a. [JomxkHa 6bITb MMHMMYM OfHA MONUTMKA XPAHEHWUSI MCXOOHbLIX AaHHbIX.

b. BpemMa XpaHeHWss MCXOAHbIX OaHHbIX OOMKHO ObiTb HEe MeHee 1 OHS U MeHblle CpoKa XpaHeHus
arpernpoBaHHbIX AaHHbIX Y APYrUMX NOMUTUK.

C. Y NOnuTKK OOIMKHO ObITb pa3HOe BPEMST XpaHEHWsT arpermpoBaHHbIX AaHHbIX.

d. Y nonntrk gomkHbl ObITb pasHble MHTEPBAnbl arperauum.

Mo ymonyaHuto B cMcTemMe NpUCyTCTBYIOT TPU NONMUTUKKN arperauumn gaHHbix (PyucyHok 65, Tabnuua 14).

=, BHumanue: Ecnu B cucteme nnaHvpyeTcs akcniyatauus MoHUTOpuHra yqacTtus B OMNPY, 1o cospaitTe
‘L'| ONs 3TOro 34ecb CrneuuanbHy MOMUTUKY arperauum OaHHbIX: BPeMsi XpaHeHus arperatoB = 12
MecsiLeB, MHTepBan arperaumm = 1 cekyHga. W ytobbl He Bbino npoTrMBopeyunii ¢ ycnoemnem 10.c Bbille,

TO CKOPPEKTUPYNTE Unu yaanute nonutuky "OnepaTnBHbIe".
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REDKIT 2.0

Deployer

HacTpoiikn arperauim gaHHbIX

3a4aiiTe NOANTUEN arperaumm, koTopelie GyayT AefcTBOBATE B CHCTEME,

NobaenTs

P XpaHeHne WCXOAHBIE AAHHBD
P OnepaTMEHLIE

P HeonepaTWEHBIE

Mporpannid o n e

3] repraT

= Hazag || danee =

2.0.2208

PucyHok 65 - HacTpoiku arperauum gaHHbIX

Tabnuua 14 - MonUTUKKM arperauum gaHHbIX

Monutuka Bpems XpaHeHus | Bpems XpaHeHus | UHTepBan arperauumn
MCXOAHbIX AAHHbIX arperaTtoB

XpaHeHune ncxogHbIx | 3 mecsua - -

OaHHbIX

OnepaTuBHble - 12 mecsaues 1 MuHyTa

HeonepaTtuBHble - 24 mecsua 30 MuHyT

Mpum.: VcxogHble arpermpoBaHHble AaHHble XpaHaTesa B B[l noMecayHo v ygansawTca 3a nepuom, KpaTHbIN

mecsuy.

YpnaneHue nonutuk: HaxmuTe MNKM no BeibpaHHoOM nonuTtuke u Bbibepute "Yganute" (PucyHok 66).
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-
REDKIT 2.0
Deployer
HacTpoiku arperauii AaHHbIX EEEEEEERN
JafafTe NOANTHEN arperaunm, KoTopele GyayT AACTBOEATE B CHCTEME,
NobaenTs
P XpaHeHne UCKOAHBI AaHH
P HeonepaTHEHLIE
= Hazag H fdanee =
Mparpan s eE oo n o
3] repraT 202208
b

PucyHok 66 - YaaneHue nonuTuK arpernposaHus

14.3apavite napone cynepnons3osatens root cuctemsl Redkit n HaxxmuTe "Oanee" (PucyHok 67).

A
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REDKIT 2.0

Deployer

BEAEHTE WMA CACTEMEI W PEKBEW3NTEI B2 CYNEQNONLI0EATENA,

HacTpoiku cucTemMbl EEEEEEERN

A CHETEMBI | Redkit

Cynepnonb3oBaTenk | root

Maponk | (113

[[l Cozpate nonk308aTENA ANA NOCTPOEHWA OTYETOE U3 B[]

HamranTe danee’ 4na BEINOAHEHWA MAHUNYRALMK ¢ B,
Brumanue! JaHHan onepaumn HeoBpaTma,

= Hazag H fdanee =

Mporpannid o n e

3] repraT

2.0.2208

PucyHok 67 - HacTpoiiku cuctembl
15.03HaKkomMbTECh C MHPOpMaLmen 0 co3gaHHon cucteme n Haxmute "Hanee" (PucyHok

68).

A
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REDKIT 2.0

Deployer

Wudopmauun EEEEEEERN

Cucrema "Redkit” yenewHe cosgana,

Cepeep 172.231085
MopT 5432
Fna B4 Redkit
Knrou B 940cae062f7 2130
CynepnonksoEaTent root

Haxwre "Janee” gnA nepexoda K HACTPORKE NOKANBHOTD Y34,

Mporpannid o n e

3] repraT 202208

. y

PucyHok 68 - UHcbopmaumsn
16.YkaxunTe HacTpoiku cnyx0bbl ynpaBneHus knactepa Redkit cornacHo Tabnuue 15 n HaxmuTe
"Nanee" (PncyHok 69).
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REDKIT 2.0

Deployer

Cnyxba ynpaBneH1A KnacTepom EEEEEEEN

3anaiTe dyHELMK ¥ HACTPORKN NoKANEHON CyBil yNPABNEHWA KNacTERCM
Redkit.

Agpec | 172.23.10.85 | nopr | 24235 %

| OcHoBHOA cepeep A

L]
]

OTcnexmneats W ynpaenate CYEL
MyTe K WCNONHAEMBEIM Qainam b

‘,-'usrfbin

MyTe K daiinam knactepa BA:

‘,-’hnme,-'user,-'database

OTCneXxNEaTs M YNPaenATs cepencom Redkit

Mporpannid o n e

3] repraT

PucyHok 69 - Cnyx6a ynpaBneHus Knactepom

Ta6bnuua 15 - HacTponku cnyx6bl ynpaBneHUs Knactepom

HacTtpowka

OnucaHue 3HauyeHue

Anpec un MNMopt

CeTeBble napameTpbl  CryXObl
Keeper ocHoBHOro cepsepa

Mo ymonyaHuio

OTcnexuBatb u
Ccyb[

ynpaenaTe | Cnyxb6a Keeper  BbInonHsieTt
ynpaeneHne cepeepom B[l Ha

JaHHOM yane

OcHoBHOM cepBep

MyTb K
dannam B[]

ncnonHAaemMbIm

MyTb o anpekTopuu K | OBbIuHO: /usr/bin

ucnonHsemblM chavinam b

MyTb K cpannam knactepa b/l

OTcnexuBatb U
cepsucom Redkit

MyTe go aupektopum Kk damnam [n.3 pasgena  "YcraHoBka CYB[
knactepa b1 Postgres" (Hanpumep, /home/user/
database)
ynpaenaTb | Cnyxb6a Keeper  BbinonHset | fa

ynpaeneHune cepsucom Redkit Ha
JaHHOM y3ne

17.0cTaBbTE UMEHA Y3IOB MO yMOMYaHuio u HaxmuTe "Oanee" (PucyHok 70).
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-
REDKIT 2.0
Deployer
Kondurypauua SCADA EEEEEENERN
BbiGepnTe nMeHa y3N0E, KoTopkele Gy AyT 3anycKaTbcA HA JaHHOM XOCTE,
KoHpurypatop
maA yzna | Redkit_Configurator -
APM
ma yzna | Redkit_Workstation =
Cepeuc
Kma yzna | Redkit_System_Service =
HaxnanTe "Janee” gna doprupoBaHiA KoHGUMypaunn AoKaneHoro y3na,
[ = Hazag | | danee =
Mporpannid o n e
3] repraT 2.0.2208
p

PucyHok 70 - Y3nbl

A

18.3anonHnTe Yekboke y KomaHabl "3anycTuTb cryx0Oy ynpasneHusa cuctemon” n Haxxmute "OK" (PucyHok 71).
Ecnwn y Bac Gbina ycraHoBMneHa cucteMa paHee, TO nepes 3TM OKHOM MOSIBUTCA OKHO COXpPaHeHWs TeKyLen
KOH(pUMrypaLmm: BoiNONHUTE MaHUMYNSLMM B HEM cornacHo pasaeny "CoxpaHeHue TekyLuen kKoHgpurypauumn®.
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loToROD

REDKIT 2.0

Deployer

NokansHeld y3enyonewHo ckoddmrypupoead, Cuerema "Redkit” rotosa k paBote,

3anyctnTe cnyxkOy YNpaEneHuA cicTemoi

3] repraT

Mporpannid o n e

B Hauano | [ Ok

202208

PucyHok 71 - OKoH4YaHue KoHdurypauum

J

19.BbinonH1TE NpoBEPKY KOppekTHOCTU co3aaHus cuctembl Redkit (pasaen "lMpoBepka KOPPEKTHOCTH Co3AaHuUs

cuctemsbl Redkit").

20.O71kponte TepmuHan un 3anyctute ytunuty "dbctl" Ha ocCHOBHOM cepBepe koMaHOOoM:

redkit-dbctl

Y6eauTecn, 4TO eCTb CBA3b C cepBucom keeper u cepsepom b1 (PucyHok 72).

¥npaeneHuwe knactepom Redkit =

-/ O

Hazeanue

* ¥anel wnactepa b/

Cepenc Redkit

¥ 172.2310.85:5432
Cepeunc EcTh CBASE  BBTOMATHMYECKWEA pEXKMM
Cepeep B/} Brnrouen MACTED

OctanoeneH OTCNEXWMBAETCA

PucyHok 72 - Ytunuta "dbctl”

21.BbINONHNTE HACTPOMKY CUHXPOHM3aL MK BpemeHu (pasgen "Hactpoika CMHXpoHM3aunm BpeMmeHn").
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22.BbinonHute HacTporky moaynen (pasgen "HacTtpovika mogynein"), HO B J@aHHOW KOHUrypauumn Bce
OCHOBHbIE€ HAaCTPOWKM BbINOMHSATCA Ans yana Redkit System_Service.

23.BbinonnHuTte HacTponky APM B Buae knveHTa (pasgen "Hactporika APM B Buge knveHTta").

79



Redkit SCADA 2.0. PykoBoacTtso agmuHucTtpatopa OC ALT Linux 8 SP. Bepcus 2.0.2208

5 NaHenb rmaBHOro MeHK

MaHenb rmaBHOro MeHto MNporpaMmmMbl COAEPXKUT BKNAAKK:

O6bekTHas mogens
KypHanbi

Cnnckn coctosaHUM
AnropuTtMmbl

Mogynu

[nakatbl U METKM

MKy

OTyeThl

YcTapeBaHue n nogctaHoBKa
YaanéHHbin 3anyck 6naHkos
HacTpolKku noYTOBOro KnNneHTa
Y4yeTHble 3anucu

Ponu

[MaponbHaga nonutunka
Okcnopt

3anyck ctopoHHero MO

O nporpamme

5.1 O6bekTHasa mogenb

MepBbi aTan pabotsl ¢ npunoxeHmeM Redkit Configurator — 3arpyska npoekta ¢ 06bEKTHON MOAENbIO.

MeHtio O6beKkTHaA Moferb OTKPLITO MO YMOMYaHuto npu 3arpyske Mporpammel. [Npu nepom ceaHce 3anycka

paboyas obnacTtb nycta. [lanee — o6bekTHasi MOAEenb 3arpy>KeHHOro NpoekTa.

5.1.1 3arpy3ka npoekTa

1. HaxmuTe 3arpy3uTb aHeproo6sLeKT (PUcyHok 73).

Hazeanue

O6bekTHan Mogesnb

HECI'pDﬁKM NOUTOBOMND KAMEHTA  ¥YueTHele 2anucu Ponun

XKypHansl CNWCKW COCTOAHMEA  ANTOpWTME

Hactpoiikun y2na

MaponsHaa NoANTHES

PucyHok 73 - 3arpy3utb 3Heproo6sLeKkT

2. Haxwmute «...» 1 Bblbepute cann npoekta B dpopmate *.ppf (PucyHok 74). Npedukc aHeproobbekTa octaBbTe

no ymMmon4yaHuio.

OKHO 3arpysen NpoekTa

MMyTe ao daiina npoexTa:

Mpedukc sHeprootvekTa:

El

OTmeHa

%

PucyHok 74 - OKHO 3arpy3ku npoekrta
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Mpum.: Jonyckaetca 3arpyska *.ppf dannoe npoektoB Redkit Builder Bepcuii 1.3.2110 n 1.3.2203.
3. Haxmute MpumeHuTb (PucyHok 75).

OkHo 3arpyskn npoekTa

[MyTe ac $aiina npoekTa:

MNpedukc 3HeproctberTa:

E |
=
Loy

PucyHok 75 - OkHO 3arpy3ku npoekTa
4. lMocne 3arpy3kn MpoekTa MOSABUTCA OKHO CO CTaTUCTMKOM 3arpysku (PucyHok 76). B cnyyae HeycneluHown
3arpy3ku B 9TOM xe OkHe oTobpasutcs nHdopmaums 06 owmnbkax.

Jarpyska MpOSKTA: A —————

MpoekT ycnewwHo 3arpyxeH.

KoaMuecTeo CUrHanoe npoekTa: 37593

KOAMYecTEO NPHMEBAZAHHEIX CHIHANOE NpoekTa; 19442
Ljee KONMYeCTBO CHIHANOE B CUCTeme: 37593
Liiee KONMYBCTBO NPUBAZAHHBIX CHIHANOE B clucTeme: 19731 JonycTrme: 4294967295
Ljee KOAMYeCTEO apXHMBEMPYEMEX CUrHANoE B cucTeme: 19442, NonycTumo: 4294967295

OwinBKM 3arpy3Kn NpoeKTa:

B MOgend oTCYTCTEYET
CHUrHan
AR1515.AR1515Controller. EPS3TMSQIL MX. Seqh

E mogenw oTcyTCTRYET

PucyHok 76 - MpoekT ycnelwuHo 3arpyxeH

5. Haxmute OK.

B neBow yactu okHa 0To6pasaTca gaHHbIE U 4ePEeBO 3arpyXeHHoro npoekta (PUcyHok 77).
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O6nosute npoewt | Cradate npoext § 3wcnopT Teroe

Hazeanue npoexTa: | Mpoekr

Onucanme:

WMaentudmratop: {f49abf65-b07f-41c7-bacc-516afdbl bedf}

Haun 8db77590b6949a5abb7046cecT 1788504722147
Matin: 241 2107
Mpedwkc sl
| Haiiti
Hasganue Onuncanune |APM |ApxuaupoaaHue
¥ [poekt = =

» AT [ [

b 2T ] ]

» 10kB & &

b 220 B E =

» [EeHepaTopel CUTHANOE (] (]

» Knrou ynpaenenua = =

» nar &l &l

b Tect = =

PucyHok 77 - 3arpy>eHHbI NPOEKT

B cton6bue APM BbiGepute Tern, kotopble OyayT otobpaxatbca B Redkit Workstation, a B crtonbue
ApxuBupoBaHue BbibepuTte Terun, kotopble OyayT nonagatb B ApXuB.

5.1.2 OGHOBUTbL NPOEKT

OG6HoBNEHNE coBeplLUaeTcs MyTeM 3arpy3ku HoBoro dainna npoekta B dpopmate *.ppf. Mpu aToM npegblayLmii
3arpy>keHHbln npoekT 6yneT ypaneH w3 [porpammbl. MNepen oBHOBMEHWEM MOSIBUTCS COOTBETCTBYHOLLEE
npenynpexaeHue (PucyHok 78):

MpegynpexageHne X

Brumanne! JanHan onepauymn HeoBpatuma.
JaHHble CHCTEMBI, CBA33HHBIE C NPOEKTOM MOMYT BeITE

YTEPAHBL
MMpw HecbxogMMOCT CAENARTE PEIEPEHYHD KOMWHD JaHHbIX

b4l

r—

PucyHok 78 - lNpeaynpexaeHue nepen o6HoBNeHnem

Mocne obHoBneHUs npoeKTa 3anofiHeHHbIe yekbokcbl B ctonbuax APM un ApXMBMpOBaHMe COoXpaHATCA Anda
NpnBA3aHHbIX N NPUCYTCTBYHOLWMX B anirOputMax CUMrHaros.

5.1.3 CkayaTb npoekKT

Bbirpyska TekyLlero npoekrta B oopmarte *.ppf. [Mpn 9TOM TEKYLLMIA NPOEKT OcTaHeTcs B [porpamme.
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5.1.4 JkcnopT TeroB

BbIrpy3ka Bcex TeroB gepesa npoekra B popmar *.csv.

5.2 XXypHanbl

B meHo XypHanbl BbIMOnHsieTcst HacTporka XypHanoB cobbituin Redkit SCADA. XXypHan — WHCTPYMEHT
onepartopa, NpefHa3HavYeHHbIN Anst MpocMoTpa cnmcka cobbituin. XKypHan siBnsietcs oopmon NpegocTaBneHns

apxvBa cobbITUIA C BO3MOXHOCTBIO OUNETpaLmMm No pasHbIM Npu3Hakam.
MeHto XKypHanbi cogepxut Bknagku: XXypHansl, MpuBaska cobbituin, CobbiTusA, YpoBHU BaxXHOCTH, NaHenb
coObITU, UICTOUYHMKM ynpaBneHus.

5.2.1 YpoBHU BaXXHOCTU

Bo Bknagke YpOBHU BaXHOCTM BbINOMHSETCA HACTPOWMKa CYLLEeCTBYIOLWNX MMM CO34aHMEe HOBbIX YPOBHEN
BaXxHOCTU (PucyHok 79). YpPOBHM BaXXHOCTW ONpeaensioT BUA U NoBedeHne COOTBETCTBYHOLLMX COOLITUIA.

] |

:j Jlo6aBuUTE YpOBEHb BaXHOCTH | Haiti ‘ ‘ ‘Ounetpauma  CToAGUM ¥

‘ Mpuoputer | Keutupoeatue ‘ HaseaHue |

200 = ABapHitHBIE CATHAN!
150 5] MpeaynpeauTenshbie currans 1
120 ¥ MpeaynpeauTenshbie curHans 2

100 Onepatuanos coctonHme

& E &

PucyHok 79 - YpoBHM BaXXHOCTH

Mo YMOJ14aHUIO B I'Iporpamme CO34aHbl YeTbipe YPOBHA Ba>XHOCTU:

1. ABapwiiHble curHansi.

2. lNpepynpegutenbHble curHansl 1.

3. lNpegynpeanTenbHble cUrHanbl 2.

4. OnepaTtuBHOE COCTOSIHME.

Kaxgomy ypoBHIO BaXKHOCTU 3aaH NPUOPUTET, MPU3HaK KBUTUPOBAaHWS, LBET.

[na pobGaBneHnst HOBOIO YPOBHSI BAXXHOCTM HaXXMUTe Ha KHOmMky [lo6aBUTb ypOBeHb BaXHOCTU (PuCyHOK

80). [Ina penakTMpoBaHUA HaXXMUTE OBOVHbLIM Lenykom SIKM no cTpoke ypoBHSI BaXKHOCTW. [nsi BbIxoda u3
penakTUPOBaHUSA TaKKe HaXMUTE ABOMHbBIM Lienykom JTKM no cTpoke YpOBHSI BaXKHOCTH.

: Jpom Eeo H ‘
4" flobaeuTs ypoEeHs EaxHocT | | Harim | ®umetpauna  [pynnuposka ¥ CronBupt v

| Mpmopurer I "\ Hazsanne [

0% Hosbiit ypoBens sakHocT|

Liser rexcra User pora Usermaprepa  Murarine Mepuoa UWpugr 2 Usertexcra?  Llger dona2
a

| i
| i

Kewrposaro  Wipudr

(]
| B (]
| (]

200 [E] Asapwiinsiii
Mpeaynpeanrenshoii

B E "
-
o
a
<

100 =] ndopmaumonisii

4 3nemerTa

PucyHok 80 - [lo6aBneHue 1 pegakTMpoBaHue HOBOIO YPOBHA BaXXHOCTU

Y KaXXgoro ypoBHSI BaXKHOCTU BHYTPU 3anoXeHbl HACTPOMKN AN YCNOBUA HanM4Ms akTUBHOCTU U KBUTUPOBaHMUS
cobbiTuii (PrcyHok 81). K akTMBHbIM COBbITUAIM OTHOCATCS:

- M3MEHEHUS 3Ha4YeHWIn aHanoroBbIX NapameTPOB;
- nepexog B 10 (2) ona OANCKPETHbIX NapameTpoB.
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[ + ] AloBaBuTL ypoBEHE BaKHOCTH ] | Haiiti |

| Mpwoputer | KenTnposaHue | HazeaHue | KommenTapui
[+ 200 ABapuiiHBIE CUrHAMBI
[+ 150 ¥ ] MpesynpeguTensHele curians 1

AkTvBHOCTE  KBWTWpOBaHO Wpudgr Lleer TekcTa Lleer fonHa Lleer maprep
#000000 B #fbe2b3 #ffas00
#000000 M #fbe2b3 #ffa500
2000000 M #fbe2b3 2ffa500

#000000 B #fbe2b3 #ffas00

| 100 O OnepaTMEHOE COCTOAHNE

PucyHok 81 - AKTMUBHOCTb U KBUTMPOBaHMe CobbITUIA

[nsi OTKMIOYEHUS YPOBHSI BAXXHOCTU CHUMUTE «#» B CTPOKE YPOBHSI CrieBa.
BHumaHue: [locne OTKIIOYEHWS YPOBHSI BaXHOCTU COOLITUSI C TakMM YPOBHEM BaXHOCTWU He OyayT
3anucblBaThCs B XKypHar.

[Ansi 06paTHOro BKMHOYEHWS YPOBHS BaXKHOCTW YCTAHOBUTE «#» B COOTBETCTBYIOLLIEI CTPOKE.

5.2.1.1 HacTpouka 3ByKOBOM CUrHanNu3awum

MopaepxvBaemblnn popMaTt 3ByKOBOW CUrHanmM3auum: *.wav.
HacTtpownTte 3ByKOBYIO CUTHanM3aumio Ans KaXaoro ypoBHSI BaXKHOCTU:

1. HaxmuTe gBoViHbIM Wenykom JIKM no ctpoke BbIGpaHHOIo YPOBHS BaXKHOCTMU.

2. [1nsa kaxxgoro ycrnoBwusi BbibepuTe 3BYKOBYHO CUTHanM3aumio u3 cnucka B ctonbue 3BsykoBow curHan (PucyHok
82).

ﬁmi
4| 80638NTE yPOBEHE BaXHOCTH | HafiTi ‘ CronGue: v
[ [K

‘ Hazgarue ‘ K i

53} 200 ¥ i ABapMitHBIE CHTHaMbI

Liger Tekcra et o Lieer mapkepa Muranne Mepuog Wpndr 2 Liger Texcra 2 Liger dona 2 Ueer mapkepa2 3y 3aunknnTe
000000 4 d 2ff0000 "] 2
#000000 W #cddddd =#ff0000

i}
#000000 W #edddda #0000 [ ] Dy
#000000 W zeddddd {0000 "]

alarml.wav
alarm2.wav
alarm3.wav

MpeaynpeanTensHele currans 1 warnl.wav

warn2.wav
DnepaTusHoe cocToanme

warn3.wav

PefaKTnpogaTe cnucok

4 3nemerTa

PucyHok 82 - BbiGop 3BykOBOWM CuMrHanvsauum

Mpwum.: [onyckaetca no6aBuTb HOBbIE (dalirbl 3BYKOBOW CUrHanm3auum: HaxmuTe PegaktupoBaTb CNMCOK
n nobaekTte HoBble channbl B hopmate *.wav (PucyHok 83).
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JeykcECH cHrHan

alarml.wav
alarm2.wav
alarm3.wav
warnl.wav
warn2.way

warn3, wav

JaKpbITe

PucyHok 83 - PegaktupoBaTb cnmMcok

>

[poBepbTE 3BYKOBYHO CUrHaNM3aumio: HaXXMUTE Ha B ctonbue Mpocmotp (PucyHok 84).

Lleer mapkepad  3ByKOBOW CWrHAN 3aUMEINTE MpocmoTp

alarm. way ¥

PucyHok 84 - MpoBepka 3ByKOBOM CUrHanu3auum

5.2.2 CobbITHA

Bo Bknagke Co6bITUSA BLINOMHAETCS pefakTMpoBaHMe Uu Co34aHne HOBbIX BAapMaHTOB COObITUI ANIS )XypHanoB
(PvcyHok 85).

Cobbitna
[ 4] Cozpams ] [ Yaanute ] [ JkcnopT ] [ MmMnopt ]
N2 | Cobritne YpoBEHb BaXKHOCTH DYHKUNOHANBHEA rpynna Bcnasisatowee coobuieHne
M T
2 CuctemHbie ownBrr T MpegynpeautensHeie cArHans 2 ¥ (29) HewcnpaBHOCTb NPK BHINOAHEHWW
3 CMCTeMHbie NpegynpexaeHns T OnepaTueHoe COCTOSHWE *  (38) CuctemHwe curHans ACY TN
4 HexgaTka cBoBOgHOMO MECTE HA JWCKE T [(MpeaynpeavTentHbie CUrHans 2 ¥ (29) HewcnpaBHOCTb NPK BHINOAHEHWW
5 ¥YaaneHwe 3anvceil apxvea No NpuYWHe nepenoaHedna T MpegynpeawTentHble curHans 2 ¥  (29) HewcnpaBHOCTb NPU BRINOAHEHWW
£ 3anyck npoueaypsl NPOPEXWBaHUA/yCPEaHEH WA T OnepaTueHOE COCTOSHWE ¥ (38) CucremHble curHans ACY TN
7| Mepeknioyenne CEpEEpOE T OnepatMeHOE COCTORHWE ¥  (38) CuctemHbie curHans ACY T
& n KME C T OnepaTueHOE COCTOSHWE ¥ (41) JeiicTeue nonb3oBaTens
9| PyuHoii BEOA 3HAYEHWA T OnepaTueHoe COCTOSHWE ¥ (39) 3ameweHwne curHana

PucyHok 85 - Co6biTus

Mo ymonuanuio B lNporpamme cosgaHo 35 TMnoB cTaHAapTHbIX cobbiTun (Tabnvua 16). CtaHgapTHblE TUMbI
COObITUIA MOXHO pedakTUpOBaTb, HO HENb3S yaanuTb.
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Ta6bnuua 16 - CoobiTUA

annaparta 3a 3aaHHOe BpeM

1

Ne | Tun cobbiTuA YpoBeHb BaXXHOCTU MO dDyHKUMOHaNbHasA rpynna
yMOn4YaHuio
1 CucteMHble coobLeHus OnepaTnBHOE COCTOSIHNE (38) CuctemHble curHansl ACY
™
2 CuctemMHble owmnbkn MpenynpegutensHble curHansl | (29) HemcnpasHOCTb Npu
2 BbINOMMHEHWUN CEPBUCHbIX
NPUNOXEHUI, oWnbKM paboTbl
nporpaMmHoro obecneyeHuns
3 CuctemHble nNpegynpexaeHus OnepaTtnBHOE COCTOSIHUNE (38) CnctemHble curHansl ACY
™
4 HexBaTka cBOGOOHOIO MecTa Ha MpenynpeouTenbHble curHansi | (29) HencnpaBHoCTb npu
ancke 2 BbIMOSTHEHWUM CEPBUCHbIX
NpUNoXeHn, owmnbkn paboTbl
nporpaMmHoro obecneyeHuns
5 YnaneHue 3anucen apxmea no MpenynpegutenbHble curHanel | (29) HemcnpaBHOCTE Npy
NpuYnHE NepenorTHeHns 2 BbIMOSTHEHWUM CEPBUCHbIX
NPUNoXeHn, omnbkn paboTbl
nporpamMmmHoro obecneyeHus
6 3anyck npoueanypsl OnepaTtuBHOE COCTOSIHNE (38) CuctemHble curHansl ACY
npopexuBaHus/ycpeaHeHus TM
7 MepexntoveHne cepsepoB OnepaTnBHOE COCTOSIHNE (38) CnctemHble curHansl ACY
™
8 Monb3oBaTensckme coobLyeHns OnepaTtuBHOE COCTOSHNE (41) Oenctere nonb3oBarens
9 Py4How BBOA 3HA4YeHMS OnepaTtnBHOE COCTOSIHUNE (39) 3amelueHune curHana
10 [lMomeTkn Ha cxeme OnepaTtnBHOE COCTOSIHNE (41) OencTteue nonb3oBaTerns
11 | YnpaBneHue OnepaTtuBHOE COCTOSIHNE (30) KomaHgbl ynpaBneHus
12 | CdopmupoBaH OTHET OnepaTnBHOE COCTOSIHNE (41) OencTteue nonb3oBaTerns
13 [ CuctemHbie coobieHna Nb OnepaTtnBHOe COCTOSAHWNE (42) CucremHoe cobbiTne b
14 |Monb3oBaTenbckue coobuleHns Nb OnepaTtnBHOE COCTOSAHNE (43) Monk3oBaTenbckue
cobbiTna b
15 | CuctemHble npegynpexaeHuns b OnepaTtnBHOE COCTOSIHUNE (42) CuctemHoe cobbiTne Nb
16 | lMonb3oBaTtenbckue npegynpexaeHus [ OnepaTMBHOE cOCTOsAHME (43) Monb3oBaTenbckme
nb cobbiTna b
17 | MHunpeHTtol B MpenynpegutenbHble curHanel | (29) HemcnpaBHOCTE Npy
2 BbIMOSTHEHWUM CEPBUCHbIX
NPUNoXeHn, owmnbkn paboTbl
nporpamMmmHoro obecneyeHus
18 |W3meHeHue ycTaBok OnepaTtuBHOe COCTOSIHNE (41) OencTteue nonb3oBaTerns
19 | KButnpoBaHue OnepartnBHOE COCTOSIHME (41) OencTteue nonb3oBaTens
20 |YcTtaHoBKa/cHATME NMnakaToB OnepaTtuBHOe COCTOSHNE (36) YcraHoBka/cHSATHE
BesonacHocTK nnakatos 6esonacHocTn
21 | CoobLieHunsa o Havane/3aBepLUeHNn OnepaTtuBHOe COCTOSHNE (37) Hawano/3aBepLieHue
ceaHca paboTbl nonb3oBaTens ceaHca paboThbl
22 | HenepekntoyeHne kommyTaunoHHoro | MpegynpegutensHble curHansl | (8) Henepekntoyerne

KOMMYTaLMOHHOro annapara,
PIH TpaHcdopmaTtopa
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yacToThl (anuTensHocTb 6onee 10
ceKkyHa)

Ne | Tun co6biTuA YpoBeHb BaXXHOCTU NO PyHKUMOHaNbLHasA rpynna
yMorn4yaHuio

23 | 3anyck npouenypbl paboTbl ¢ OnepaTtnBHOE COCTOSIHUNE (38) CnctemHble curHansl ACY
cekumnsiMm T

24 | OTKNOHeHME TeKyLLen YacToThl 3a OnepaTtnBHOE COCTOSIHUNE (47) Hdopmavms
npegensl "MepTBOn nonock!"

25 | OTKNOHEeHWs YacToTbl 3a Npegensl OnepaTnBHOE COCTOSIHNE (47) Hdopmavnms
50,0040,20 Iy

26 | HeynoBeneTBopuTensHoe yyactue B OnepaTtuBHOE COCTOSIHNE (47) NHdpopmauwms
Or1PY no Tpebyemown MOLHOCTH

27 | HeynoBneTBopuTenbHoOe yyactue B OnepaTtnBHOE COCTOSIHNE (47) HdopmaLms
OlNPY no konebaHnsaM MOLLHOCTH

28 | HeypoenetBopuTenbHOE yyacTue B OnepaTtuBHoe COCTOSAHNE (47) NHdpopmauwns
OrlNPY no BmeLLaTenbLCTBY B NpoLecc

29 |lMpowussegeHa KonmyecTBeHHas OnepaTtuBHOe COCTOSHNE (47) NHdpopmaums
oueHka yvactus B OlNPY

30 | YooenetBopuTenbHOE y4yacTme B OnepaTtnBHOE COCTOSIHUNE (47) Hdopmavnms
one4y

31 | CdhopmupoBaH oT4yeT 00 yyactum B OnepaTnBHOE COCTOSIHNE (47) Hdopmavnms
one4y

32 |lNpowusBeneHa kadecTBeHHas oueHka | OnepaTMBHOE COCTOSIHNE (47) NHdpbopmauwms
yyacTtus B OMNPY

33 |HepocTtatouHoe BpeMs OTKNOHEHUS OnepaTnBHOE COCTOSIHNE (47) HdopmaLms
4YacToThbl A5 KONTMYECTBEHHOW OLEHKU

34 | Pe3koe OTKMNOHEHME 4YacTOThI OnepaTnBHOE COCTOSIHNE (47) HdopmaLms
(anuTenbHocTb He Bonee 10 cekyHA)

35 [ CkaukoobpasHoe OTKNOHeHue OnepaTtuBHOe COCTOSHNE (47) NHdpopmaums

Kaxxgoe cobbiTe COOTBETCTBYET (PYHKLMOHANbHON rpynne. ®yHKUMOHanbHbIE rpynnbl NpeacTasneHbl B Tabnuue
17 v cootBetcTtBytOT CTO MNMAO «®CK EQC» 5694707-25.040.40.227-2016, MNMpunoxexue [.

Tabnuua 17 - PyHKUMOHANbHbIE rpynnbl

Knacc TpeBor Ne dhyHKLuMOHanbHOM HanmeHoBaHMe pyHKLUMOHANBHOW rpynnbl
rpynnbl

AC 1 OTKnoYeHMe BbIKITtoMaTenNs oT AeNCTBUSA 3aLLUnT,
CaMOonpoOn3BOSIbHOE OTKIIOYEHME/BKITIOYEHNE
BbIKNtoyarensi

AC 2 CpabartbiBaHue ycTtponcTts P3A Ha oTknodeHne
obopyaoBaHus

AC 3 Pabota YPOB

AC 4 CpabartbiBaHue yctponcts AlNB 1 ABP

AC 5 CpabatbiBaHue yctponcts A Ha
BKIMtOYeHNe/oTkIIo4eHne obopyaoBaHus

Mnc1 6 CpabatbiBaHue Ha curHan KMB, razoBon 3almThbl
TpaHcgopMaTopoB

Mnc1 7 Pa6ota YIACK (npuem n nepegadva komaHg P3 un MA)
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Knacc TpeBor Ne dyHKLMOHanbHOM HanmeHoBaHue pyHKLUMOHaNBLHOW rpynnbl
rpynnbl

rnc1 8 HenepeknioueHne koMmmyTaLMoHHOro annapara, PINH
TpaHcdopmaTopa

rnc1 9 HeuncnpaBHocTb ycTponcTts ACY Tr1

nc1 10 HeuncnpaeHocTb ycTponicts P3A, INMA n BK, PAC, OMI1

Mnc1 11 Pabota ®OIJ1, KINP Ha dukcaumtio (6e3 peanusaumm
yMpaBnsoLLero BO3OenCTBNs)

rnc1 12 HewucnpasHocTtb WMNT

rnc1 13 HewncnpasHocTts WCH

rnc1 14 JocTrxeHne KpUTMYeCcKkux 1 npeaynpeauTenbHbIX

napameTpoB pexuma paboTbl obopyaoBaHua ansd
KOHTPOINMMpyEeMbIX aHanoroBbIX curHanoB

rnc1 15 HeuncnpaBHOCTb BTOPUYHBIX Lienen nepemMeHHOoro v
NMOCTOSIHHOMO TOKa, HanpshkeHus (Lenu ynpaeneHus,
uenu NUTaHus u T.M.)

rnc1 16 IMyck aBTOMaTUYECKOro NoXXapoTyLleHns

rnc1 17 CpabaTblBaHUs NOXapHOWN, OXpaHHOW CUrHanM3aumm

rncz2 18 HecummeTtpusa B cetn 6-35 kB

rnc2 19 lMyck yctponcts P3A n MNA

rnc2 20 OWwmnbKN CUHXPOHN3aLMN BPEMEHU

rnc2 21 M3meHeHne KoHdurypaumm TepmmnHanos

Mnc2 22 M3meHeHune ycTaBok

Mnc2 23 M3meHeHne COCTOSHUA KoYen ynpaBrieHns pexmMmom
paboTbl 060pyaoBaHus

Mnc 2 24 HapyweHusa ceasu B JIBC ACY TT1

Mnc 2 25 HeuncnpaBHocTb ycTponcts ACY TI1, BbisiBneHHas B
npoLecce camoanarHoCTUKM

rnc2 26 HeuncnpasHoCTb ceTeBOro 06opyaoBaHus

rnc2 27 HeuncnpaBHOCTb BHELIHUX (M04) CMcTeM

Mnc2 28 HewncnpaBHocTb TexHonornveckoro obopynosanus NC

Mnc2 29 HewuncnpaBHOCTb NpW BbINOSIHEHUN CEPBUCHbIX
NPUNOXeHWI, oLIMBKKM paboTel MPOrpamMMHOro
obecneyeHuns

oC 30 KomaHab!l ynpaBneHus

oC 31 M3meHeHne NonoXeHus1 BbICOKOBOMLTHBLIX

BblKntodaTenewn, pasbeamHuTenen n 3H

ocC 32 N3meHeHune cocTosiHua yctponcTts P3 u MNMA (BBeaeHbl 1
BblBEAEHbl)

ocC 33 BbiBoa/BBOA OnepaTtuBHON GrOKNMPOBKM

oC 34 M3meHeHWe COCTOAHUS TEXHOMOMMYECKUX KITtouen

ocC 35 Myck PAC, OMT1

oC 36 YcTaHoBKa/CHSATUE nrakaTtoB 6e30nacHoOCTU
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Knacc tpeBor

Ne dyHKLMOHanbHOM

rpynnbi

HanmeHoBaHue hyHKUMOHaNbLHOM rpynnbl

oC

37

Havano/3aBepLueHne ceaHca paboTbl Nonb3oBaTens

oC

38

CuctemHble curHansl ACY T

oC

39

3amelleHne curHana

oC

40

N3meHeHune NPU3HaKoB Ka4yecTBa

oC

41

[encTBre nonb3oBarens

oC

42

CucrteMHoe cobbiTne b

oC

43

MNonb3oBaTenbckoe cobbiTe Vb

oC

44

HepocTtoBepHOCTb

oC

45

PemoHT

oC

46

MmuTtauymsa

oC

47

WHdopmaums

AC — ABapuiiHble cobbITUS

MC — MNpeaynpegnTensHble COObLITUA

OC — Onepatu1BHble cobbITUS

Kaxxgomy cobbITMIO JoMyCKaeTCst HasHauuTb BCnnbiBatoLee coobeHne (PyucyHok 86).

[ e cobbirue

[ ¥posens saxuocTu

Ben. ooiuerie

1

oo R W

¥ 30 cucTemHoe cooBueniel
——

-

-

¥ | 310 cucTemnoe coboive MB |
———

HenepekaioeH e KOMMYTALIMOHOr 0 annapaTa 3a 3aaakkoe spems T MpedynpeauTensisie curnansil ¥

(8) HenepexnioueHie KoMMYTaLMOHKOTG annapata, PTH Tpancdopmatopa

¥ Mpou30uwo kenTMpOBaHHE!

¥ Buinoarena ycTaHoska nakatos |
——

rpynna
Cncremmsie coobuenia T Oneparvenoe cocronnme v (38) CucTemmsie curnane ACY T
CrcTemHBiE oWBKN T Npeaynpeantenshsie curnansi2 ¥ (29) Hi & NpH CepeHcHBIX P i, OWNGKN PaBOTE NPOTPaMMHOTD OBECTEMEHNA
CHCTeMHbIE NPeAyNPEXAEHUS T Oneparwenoe coctoshue v (38) Cuctemmsie curnans ACY TN
HexgaTka CB0604HOTO MecTa Ha Aucke T Mpeaynpeaurensisie curnansi2 ¥ (29) HEMCNPABHOCTS NpH BHIMOAHEHUY CEPBUCHBIX NPYIXEHNT, OWNGKM PABOTH NPOrPaMMHOT0 oBecnevenns
Yaanenne sanuceii apxvEa N0 NPHUIHE NEPENOIHENNA T Mpeaynpeaurensusie curnansa2 ¥ (29) H s npw CepBuCHEIX Npi ¥, owmGKkn pabaTe: nporpammHora obecnedenna
3anyck NPOLEAYPL! NPOPEXMBAHHA/YCPEAHEHNA T OnepaTMBHOE COCTOAHHE ¥ (38) CucTemHbie curHansl ACY TN
7 Mepexniovenue cepsepos T Oneparwenoe coctoshue v (38) Cuctemmsie curnans ACY TN
Mons308aTenbckme coobuienus T Oneparwenoe coctontue v (41) Jeictaue nons3osaTens
Pyuroit BBOA SHaueNuA T Onepatvenoe coctonnue * (39) 3amewenue curnasa
MomeTkia Ha cxeme T Onepatvenos cocTannme v (41) fieficraue nonesosatens
Ynpasnenve T Oneparwenoe coctoshue v (30) Komawas ynpagnesus
Copmmposan oTuer T Oneparwenoe coctontue v (41) Jeictaue nons3osaTens
Cucremmsie coobuyeris MB T Onepatvenoe coctonnue * (42) Cucremroe cobume MB
MonssosaTensckue coobiueHma MB T OnepaTvEHOE COCTOAHME ¥ (43) Nonssosarenkckue COBLITHA MB
Cucremribie npeaynpexaerms 1B T Oneparwenoe coctoshue v (42) Cucremmoe cobume UB.
Monssosatenscime npeaynpexaenns VB T Oneparwenoe coctonnue v (43) Momssosarensckie cobemua VB
7 Wrumaente U6 T/ Npeaynpeaurenshsiecurnana2 ¥ (29) Hi s npy cepsucHix nps ¥, owmnGKkn paboTe nporpamHora obecnedenna ¥
Vsmeneie ycTasok T Onepatvenos cocTannme v (41) fieficraue nonesosatens
Kautnposarive T Oneparwenoe coctoshue v (41) Aeficraue nons3osaTens
YCTaHOBKE/CHATHE NAAKETOS Be30NacHoCT T Asapwiinsie curHans: v (36) Ycranoska/cHATHE NAaKaTOS Be30NAcHOCTH
C o Havane; ceanca paboTe T o cocTonnme v (37) Hauanofsasepuwenme ceanca pabors! noMssosaTen

PucyHok 86 - BcnnbiBatowee coobLieHue

CoobLeHre BCNnbIBAET NpU HAaBEOEHUN Kypcopa Ha CTPOKY C cobbITueM B XXypHanax (PucyHok 87).

b H KeutuposaTts Bce |

16:21:46

D

[¥] dunetpaums  xcnopt

| |060;| ‘Flapa‘ ‘SMauenme‘ |Coc'rDslm|e | |lbynk| |Mcm| ‘}’m|

D‘ ‘ | | Bpewma ‘ |Clnm:amne
15 17.08.2020 16:19:45.311000 KewTwposaHu Bce cobeiTna DeitcTene scada
14 17.08.2020 16:18:33.131000 YcnewHwi exog 8 APM (scada). Hauano/z scada
13 17.08.2020 16:18:13.064000 Brixog w3 APM (scada). Hauano/s scada
12 17.08.2020 16:17-:00.220000 Bbigana komanaa ynpasnerns S00KB / 5 Monoxen 2 Brmouerne Komanaw 7000001 scada
11 17.08.2020 16:16:47.972000 BwigaHa komaHga ynpasneHna 500 kB / 5 Monoxen 1 OrkaoueHwe Komarge 7fO0000L scada
10 W 17.08.2020 16:15:36.053000 CwsT naakat "PABOTA MO/ HANPSXEHWEM. MOBTOPHO HE BK/KOUATBI" 500kB /5 ChsT YctaHosk scada
9 W 17.08.2020 16:14:32.957000 Ycranoener nnakar "PABOTA MOA HANPAXEHWMEM. NOBTOPHO II BeiNo/HENE yCTaHOBKE NNAKATOE YcTanosneH Ycranoek scada
E 17.08.2020 16:11:02. 204000 YenewHwii exog e APM (scada). -_— Hauano/z scada
7 17.08.2020 16:10:11.247000 Beaxop w3 APM (scada). Hauano/s scada
13 17.08.2020 16:08:42.619000 YcnewHwii exog & APM (scada). Hauano/s scada
5 17.08.2020 16:08:25.073000 HeyaadHan nonwiTka Bxoaa 8 APM (scada). HesepHbid napons. ‘CucTemHC scada
4 17.08.2020 12:10:33.685000 ¥cnewwwiii exoa B koHdurypatop (scadaconfig). Hauano/s scadacon|
3 17.08.2020 12:09:26.888000 Buixoa w3 koHdurypatopa (scadaconfig). Hauano/3 scadacon|
2 17.08.2020 12:05:40.013000 ¥cnewrsiid 8xo4 B konduryparop (scadaconfig). Hauano/3 scadacon
i 17.08.2020 12:05:28.616000 HeypauHas nonwiTka BxoAa B KoHdurypatop (scadaconfig). HesepHeiii napons. ChcTemHC scadacon|

PucyHok 87 - BcnnbiBatowee cooGLieHue

OnurcaHne gOoNonHUTENbHbLIX KOMaHA Ans paboTbl ¢ coObITUAMKN NpeacTaBneHo B Tabnuue 18.
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Ta6bnuua 18 - Pa6ota ¢ cobbITUAMM

KomaHpa OnucaHue

Cospatb CospgaHne HOBOro TUna cobbITUI

Yoanutb YaaneHue BblAENEHHOro Tmna cobbiTUR

SkenopT OkenopT KoHdUrypaumm Tunos cobbiTui B dopmare *.csv
mnopTt MMnopT KoHcurypaumm TunoB cobbiTui B hopmarte *.csv

[ns oTknoyYeHnsa Tuna cobbITMSA CHUMUTE «#» B CTpOKe cobbiTus cneea.
'"-. BHumaHue: [locne OTKNIOYEHUS Takme TUMbl COObITUS He 6y,£],yT 3anncbiBaTbCA B XypHarl.

e

[nsa obpaTHOro BKMOYEHUS TUNa coBbITUS YCTaHOBUTE «#» B COOTBETCTBYIOLLEN CTPOKE.

5.2.3 NpuBsaska coobITUN

Bo Bknagke MpuBsA3ka coBbITUIA BbINOMHSAETCA NPUBSA3Ka COOLITUIA K U3MEHEHMWI0 COCTOSIHUA WUnn aTtpubyTa
KayecTBa CurHana, M OMCKPETHbLIX 3HA4YeHWI mapameTpoB B 3arpyeHHom npoekte (Tabnuua 19). Pabouas
obnacTb BKMagKu COCTOUT U3 MaHEeNM Co CNMCKOM AOCTYMHbIX CTONGLOB Ans oTobpaxeHusi u Tabnuupbl ¢ 4epeBOM
06bekToB 3arpyxeHHoro npoekta (PucyHok 88).

Tabnuua 19 - Mpu3HakKu U3MeHeHUs NapamMeTpoB

MpusHak 3HavyeHue nNpusHaka

ATpunbyThI KayecTBa Bnokunposka / BnoknpoBka (CHATUE)

BHe gnanasoHa / BHe ananasoHa (cHaTUue)

Ope6esr / Opebesr (cHATME)

HeTtouyHoe / HeTouHoEe (cHATUE)

MepenonHeHue / MNepenonHeHue (cHATME)

Mnoxag ccbinka / Nnoxas cceinka (cHATUe)

MoacraHoBka / MNoactaHoBka (cHATME)

MpoTtuBopeumBoe / MNpoTnBopeunBoe (CHATUE)

C6on / Coon (cHaATME)

YcrapeBuwee / YcTtapesLuee (CHATHE)

KauyecTtBoO HepencTButenbHoe Ka4ecTBO

CoMHUTENBbHOE KayecTBO

Xopoluee Ka4ecTBo

Mepexoabl Mepexopn 8 00 (0)

Mepexon B 01 (1)

Mepexoqg B 10

Mepexoq B 11

YcTtaBku BepxHaa AY (B3BegeHue)

BepxHas AY (cHsTue)

BepxHaa 1Y (B3BegeHve)

BepxHasa MY (cHATre)

Makcumym (B3BegeHue)
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Mpu3Hak

3HauveHue npu3Haka

Makcumym (cHATHE)

MwuHumym (B3BEOEHNME)

MuHuMyM (CHATME)

HwxHsas AY (B3BegeHue)

HwxHaga AY (cHATre)

HwxHas MY (B3BegeHue)

HwxHas MY (cHaTue)

[Z Korduryparop Redkit

Mpoexr EESULELE Cnncku

Hacrps QUTOBOTO KAMEHTA

KypH Mpueszka coBoimii

v B ATpubyTe kauecTsa
B Sroxposka
W Brokvposka (chaTue)

M Bre guanasona

enve (crahe)
aKa

AKka (CHATHE)

0BKa (CHATHE)

B Nporusopeuusoe

M Npornsope4nsoe (CHATHE)

B HepeficTauTensHoe kauecTse

Mpum.:

CTOAHMA  ARrOpMTMb!

YuetHble 2anucu Poaun

Mogaynn

YpoBHK BaxHOCTA | MaHens cobuimuid | McTournkn ynpasnexus

Mnakatbl 1 MeTKA

MNaponeHas noauTHKa

nKy Otuetsl  YcrapeBaHWe M NOACTaHOBKa

Jkcnopt

3anyck croporrero MO O nporpamme

YaanerHuiii 3anyck 6naHkos

]| [ 3kenopr | [ wmnopt | |

Napamerp

[ nm 62850

AKTMBH2R MOWHOCTS. Oa3a A
AKTHBHaA MOWHOCTE.Gasa B
AKTWEHaR MOLLHOCTs. aza C
BAOKNPOBKa yrpasneria
Koaddmument mownocTw basa A
Koadduunent mowrocT.dasa B
Kostdmument mounocTw Gasa C
MexaydasHbie Hanpmxenua Oas AB
Mexaydaseie Hanpaxenis. dase BC
MexaydasHie HanpaxeHa.Gase CA
MecTHoe/ fMcTaHLmoHHOe

MecTHoe/ fcTaHLponHOe
Hanpaxenua asa-refirpans.Gasa A
Hanprxenua dasa-neiirpans Gasa B
Hanpmxenus dasa-reitrpans. Gasa C
OTkmoueHme paspelweno

MoAHan MoWHOCTs. Gaza A

Moanas MowHocTs.Gasa B

Moanas MowHoCTs.Gasa €

Moaoxerne

VL4Q2 VL4Q2Controller. Q33MMXUL MX. W.phsA cVal. mag.f
VL4Q2 VL4Q2Controller.Q33MMXUL MX.W.phsB.cVal.mag.f
VL4Q2 VL4Q2Controller.Q33MMXUL MX.W.phsC.cVal.mag.f
VL4Q2 VL4Q2Controller.Q33CILOL ST.EnaOpn.stval

VL4Q2 VL4Q2Controller. Q33MMXUL MX.PF. phsh.cVal. mag.f
VL4Q2 VL4Q2Controller.Q33MMXULMX.PF. phsB.cVal.mag.f
VL4Q2 VL4Q2Controller. Q33MMXUL MX.PF. phsC.cVal.mag f
VL4Q2 VL4Q2Controller. Q33MMXUL MX.PPV. phsAB.cVal. mag.f
VL4Q2 VL4Q2Controller.Q33MMXUL MX.PPV. phsBC.cVal.mag.f
VL4Q2 VL4Q2Controller. Q33MMXUL MX.PPV.phsCA.cVal.mag.f
VL4Q2 VL4Q2Controller. Q33CSWIL ST. Loc.stVal

VL4Q2 VL4Q2Controller. Q33XCBRL ST.Loc stVal

VL4Q2 VL4Q2Controller. Q33MMXULMX.PNV. phsA.cVal.mag.f
VL4Q2 VL4Q2Controller. Q33MMXUL MX. PNV. phsB.cVal.mag.f
VL4Q2 VL4Q2Controller. Q33MMXULMX PNV phsC.cVal.mag.f
VLAQ2 VL4Q2Controller.Q33CILO1 ST.EnaCls.stval

VL4Q2 VL4Q2Controller.Q33MMXUL MX.VA.phsA.cVal.mag.f
VL4Q2 VL4Q2Controller. Q33MMXUL MX.VA.phsB.cVal.mag.f
VL4Q2 VL4Q2Controller. Q33MMXUL MX VA phsC.cVal.mag.f
VL4Q2 VL4Q2Controller.Q33XCBRL ST.Pos.stVal

PucyHok 88 - MNpuBsaska cobbiTnn

060py,D,OBaHI/IF|, Unm Te, 4TO y4acTBYyIOT B 06pa60T|<e anropuTmMos.

Ons npuBA3skn cobblTus BbiNoNHUTe aenctens (PucyHok 89):

1. BbibepuTe cTonbubl C NPU3HAKOM U3MEHEHUS 3HAYEHUIA CUTHATOB.

2. [Baxabl HaxmuTe JIKM no Tpebyemon suerike B Tabnuue. OTKPOETCS OKHO CO CMUCKOM COBbITMI Ans

NPUBA3KN.

3. BbibepuTe cobbiTve n HaxmuTe HasHaunTb.

B Tabnuue 0T06pa>|<ar0Tc;| TOJIbKO T€ MapaMeTpbl, KOTOpble paHee Obinn npuBA3aHbl K CUrHarnam oT
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B ComnuTensHoe kau

B Xopouwes auecrao

¥ B Mepexogs
Mepexog e 00 (
Mepexog 8 01 (1)
Mepexoa s 10
Mepexog s 11

<<

Cobmin | Yposm saxviocr | Mawens coberwin | Wcrousmen ynpasnenns |

Napawmerp

[ un 61850

[ Bepxnn AY (sasepenu Beprnn AY (cHamue) |

AxTreras Mol HocTe.Cpearee

AxTreras mowHocTe.Cpearee

AKTMBHAA MowHocTe.Paza A

AxTHBHaRA Mo HOCTE Daza B
AxTHBHaA MoWHOCT $asa B
AxTreHas MowHocTe. Pasa C
AKTHBHaR MowHocTe.®aza C
BAOKMPOBKA BKKO4EHNS
BROKNPOBKA OTKA IOUEHIR
BnOKMpOBKa yrpasnenna

KoadduumenT mouHocTi Heitrpans

Koadduument mouwHocTh.CpeaHes
KoadduuueHT MowHocTH.Gasa A
Kosbduunent Mo HocTH Gasa B
Koadduupent Mo HocTH Gasa C
Mexdasioe Hanpaxerme bassi AB
MexgasHoe HanpaxeHue.Pasw BC

MexdasHoe Hanoaxermne Gasw CA

KoagéuuperT mownocTh. Hyesan nocaegos:

AxTvBHas Mo HocTs. Hynesas nocaeaosatens s1VL1Q2 VL 1Q2ControllerQZMMXU2 MX W.res
SLVL1Q2 VL1Q2Controller. Q2MMXULMX W.net
sLVL1Q2VL1Q2Controller.Q2MMXUZ MX W.net

i__

Hasnauenwe cobbimia X

E ont
sLVL1Q2VL1Q2ControllerQ2MMXUL MX.W.phsA
$1V11Q2 VL1Q2Controller Q2MMXU2 MX'W.phsB
s1V11Q2 VL 1Q2Controller Q2MMXUL
SLVL1Q2VL1Q2Controller.Q2MMXU2.N
SLVL1Q2VL1Q2ControllerQ2MMXUL
SLVL1Q2VL1Q2Controller.Q2XCBRLST.
s1V11Q2 VL 1Q2Controller Q2XCBR1 ST
$1V11Q2 VL 1Q2Controller Q2CILOL ST
s1W11Q2 VL 1Q2Controller Q2MMXUL
SLVL1Q2VL1Q2Controller.Q2MMXULN
SLVL1Q2VL1Q2ControllerQ2MMXUL
SLVL1Q2VL1Q2ControllerQ2MMXULN
$1V11Q2 V1 1Q2Controller Q2MMXUL
$1WL1Q2 VL 1Q2Controller Q2MMXUL N
SLVL1Q2VL1Q2ControllerQ2MMXUL
SLVL1Q2VL1Q2ControllerQ2MMXULN
SLVL102.VL102Controller.OZMMXUL

CucTemHbe cooBlyeHua

Cuctemubie ow nbkun

CycTemHbie npeaynpesxaeHms

Hexgatka ceobogHoro MecTa Ha ancke

Yganenue 3anncef apxiBa No NPUYMHE NEPENOAHEHUA
3anyck npouggypsl NPOPEXUBaHNA/YCPEAHEHNA
Mepeknioueme cepsepos

Monb3oearensckue coobiyeHus

PywHoii 880 3HaueHus

Ynpaenenwe
CdopMUpOBaH aT4eT
Cuctemnbie coobutenna UB

Moab3soeatensckmne coobuyeqina UB

Monb3ceatensckue npegynpexasHus M6

WHumugerTe MB

c

c

c

H

y

3

n

n

P

M Momerkn Ha creme
y

c

c

n

c

n

n

n

K Keuuposaue
y

YcraHoBKa/CHATME NaakaTos GesonacHocTi

—  Er

PucyHok 89 - lNpuBsa3ska cobbiTun

Cuctemnbie npeaynpexgerus MB —

Mocne Bbl60pa B slyeike 6y/:|,eT 0T06pa)KaTbCF| TWUM Ha3HAYEeHHOro CoObLITUS © COOTBeTCTByIOLIJ,I/IIZ eMy ypoBEHb
Ba>XHOCTW.

Ons NMPUBA3KN OONHAKOBbIX COBObITUIA K HECKONbKUM napameTpam npegycMoTpeHa d)yHKLl,I/IFl KonnpoBaHua
HaCTpoeHHOVI AYENKN unn CTPOKU Tabnuupl.

[nsa konMpoBaHus BbiNnonHUTe cnegyowme genctems (PucyHok 90):

1.

HaxxmuTe MTKM no ogHOM 13 HAaCTPOEHHbIX S4eeK, U3 KOHTEKCTHOrO MeHIo BbibepuTe komaHgy KonnpoBatb

A4venky nnm KonnpoBaTtb CTPOKY.
OTmeTbTE NapamMeTpbl B AepeBe NpoekTa, AN KOTOpbIX HEOBXOAMMO CKOMMPOBaThL HACTPONKM NMPUBS3KN.

HaxxmuTe Ha kHonky BcTaBUTbL (ANs OTMEHbI KOMMPOBAHUS HaXXMUTE Ha KHOMKY OTMEHUTb KonupoBaHue,
pacnonoXeHHY PSAoM).

OTkpoeTcst OKHO noaTBepXAeHust konnposanus. HaxxmuTte OK.

CTBHTENBHOE KAUECTBO|

Bl CoMHWTENBHOE KAUECTBD

v W Nepexoas

AEB 10

Nepexon e 11

Ycraekw

<]

Bepxnan AY (
A AY

Huicras AY

Huieran M

EEEEEEEEEEQ

Huxran MY

B Xopowee kauectso

Mepexoa 100 (0)
Mepexoa s 01 (

HATHE)

Bepxnan AY (sasegenv| Bepxian AY (cHaTne)

AKTHBHaR MOl HOCTs. CpeaHee
AkTieras MouyHoCTs Cpearee
ArTnBHaA MowHoCTe. Paza A
AKTMBHAA MO HOCTE. Baza A
AKTHBHaR MO HOCTs. Da3a B
AKTHBHaR MOLHOCTs. Da3a B
AxTEHaA MO HOCTE. Pasza C
AxTEHaA MO HOCTE. Dasza C
BAOKMpOBKa BKNIOHEHMA
BAOKUPOBKa OTKAOHEHNA

BROKMPOBKa ynpasneHun

Kosbuumert MowHocTh Gaza A
Kosdguumert mowHocTi daza B

Kaagduumert mowocTh. dasa C

i i

Axtusan MothHocTs. Hynesas nocneaosa sLVL1QLVL1Q1Controller. QIMMXUZ MX W.res
Awrusnan w8 iocrs Hynesan nocnenoss s1V1101 VL 1Q1Controller QIMMXUT MX W res

Koagdmumert MowHocTh Heitrpans
Koad puuyment mowHocT. Hynesan nocae sLVL1IQLVLIQ1Controller.QIMMXUL
Koadduument mowHocTH.Cpegree

MexdazHoe Hanpsxerye Oazs AB
MexdasHoe HanpaxeHne Pass BC

S1VL1Q1VL1Q1Controller. QIMMXU2 MX W.net
s1VL1Q1VL1Q1Controller QIMMXULMX W.net

o [
sLVL1QLVLIQIController QIMMXU2 MX.W.phsA.
S1VL1Q1VL1Q1Controller QIMMXU2 MX.W.phs&
S1VL1Q1VL1Q1Controller QIMMXUL MX W phs&
sLVL1QLVLIQIController. QIMMXULMX.W.phsC
SLVL1QLVLIQ1Controller QIMMXU2 MX.W.phsC
SLVL1QLVLIQ1Controller. QIXCBRLST.BlkOpn
S1VL1Q1VL1Q1Controller Q1XCBR1 ST BIKCI
S1VLIQLVLIQ1Controller Q1CILOLST| T X
sLVL1QLVLIQIController. QIMMXUL|

MpHMEHHTB KO ANA CNEAYIOLLMX 2 M

SLVLIQLVL1Q1Controller. QIMMXULMX W.phsC | AkTvBHas MOLLHOCTS.

LRI IR Er U Sl L SLVLIQLVLIQIController QIMMXUZMX.W.phsB  AxTveras Mol HOCTS.

s1VL1Q1VL1Q1Controller Q1IMMXU1L |
s1VL1Q1VL1Q1Controller Q1IMMXU1 |
sLVLIQLVLIQ1Controller. QIMMXUL.
sLVLIQLVLIQ1Controller. QIMMXUL.
sLVL101.VL101Controller. O1IMMXUL.

PucyHok 90 - KonupoBaHue ssueinku
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[Ona ygpaneHus npuBsAskm cobbitusa K napameTtpy Haxmute KM no sderike ¢ Ha3Ha4eHHbIM COObITMEM U U3

KOHTEKCTHOrO MeHI0 BbiGepuTe kKoMaHay YaanuTb. [Moarsepaute AeiCTBME B OMANIOTOBOM OKHE.

5.2.3.1 AkcnoptT/UMnNopT NpMBA3OK COOLITUN

[Z Redkit Configurator
ObbekHas Mogens [RXLEEVLME Crucku cOCTORHUA  ANFOPUTMBI  HacTpoiiis yana  MNakaTsl U MeTku nKy Oruetsl  YcTapeBaHWe W NOACTAHOBKA  YaneHHsli 3anyck BnaHKoe
HacTpoiikv NoutoBOro KNMeHTa PefakTtop ceTd  YUeTHble 3anucu Ponu NaponbHas noauTMKa

Skcnopt  3anyck ctoporsero MO O nporpamme

| Syprans | Npmenaca cobermi n i
B Vcrapesuee [ Hairu Q
TapesLu ee (CHATHE) Mapamerp [ 61850 Bepxtian AY (saseaeru] Bepxnan AY (cnatue] |
Axtienan mowHocTs. Hynesas nocesosatens sLVL1Q2VL1Q2Controller QZMMXU2 MX.W.res
SRIEROR KB AkTueHan MoLHoCTe.Cpeariee s1VL1Q2.VL1QZController. QZMMXULMX.W.net
AKTvEH3R MOLLHOCTE.CpegHee SLVLIQ2VLIQ2Controller.QZMMXUZ MX.W.net
B Xopowee kauectso AKTUBHES MOW HOCT. Dasa A s1V11Q2 VL1Q2Controller Q2MMXUZ MX W.phsA
v B Mepexogu R e h U o e S1VL1Q2VL1Q2Controller QIMMXUL MY W.phsA.
Mepexoa e 00 (0) AkTiaHan MowyHoCTe. Gaza B 1VL1Q2 VL1Q2Contraller Q2MMXU2 MX W phs
Nepexoa 8 01 (1) AKTMBH2A Mow HOCTE. Basa B S1LVL1Q2VL1Q2Controller. Q2MMXUL MX.W.phs8
Nepexoa s 10 AKTUBHEA MOLHOCTB. Da3a C s1VL1Q2.VL1Q2Controller. Q2MMXUZ. MX.W.phsC
Axtvenan mownocTs. dasa C SLVLIQ2 VLIQ2Controller Q2MMXULMX W.phsC
BaoKupoBKa BKAIOUEHMA SLVLIQ2VLIQ2Contraller QZXCBRLST BlkOpn
BIOKMPOBKA OTKAIONEHNA SLVLIQ2VL1Q2Controller.QZXCBRLST.BIKCls
BAOKMPOBKA yNpaEneHU sSLVLIQ2VL1Q2Controller.Q2CILOLST.EnaOpn
= Ko3 @ uLmeHT MouyHocTI Hedfrpans SLVLIQ2 VL1Q2Controller QZMMXULMX PF.neut
u Koaéuument mownocTn Hynesan nocaegosz s1VL1Q2VL1Q2Controller Q2MMXUL MX PF.res
W Maccumym (sazepzrive) Koadduument mouynocTi Cpegriee s1VL1Q2.VL1Q2Controller. Q2MMXUL MX.PF.net
W Makcumym (chs Koag@uumenT MowyHocTn.aza A sSLVL1Q2.VL1Q2Controller. QZMMXULMX.PF.phsA
LI Emegprine] KoadduumenT mouyHocTi.Gaza B s1VL1Q2.VL1Q2Controller. Q2MMXULMX.PF.phsB
M K03 @ uLmeHT MowHocT Dasa C s1VL1Q2 VLIQ2Controller Q2MMXULMX PF.phsC
u Mexpasroe Hanpmienie bassi AB SLVLIQ2VLIQ2Controller Q2MMXULMX PPV.phsAB
u Mexgpasroe Hanpaxene.Pazsi BC SLVLIQZVLIQ2Contraller.Q2MMXULMX PPV.phsBC
u Mexbasroe Hanomxenie. bazsl CA SLVLI02VL102Controller.02MMXULMX.PPV.ohsCA
|

PucyHok 91 - kcnopt/MMnopT NpuBA30K COGLITUN

CaolicTBa:

- OkcnopT/MIMnopT NpuBA30K cobbITUI BLINONHSAETCS B hopmaTte CSV.

- B03MOXHO MMNOPTMPOBaTh NPUBS3KN COOLITUIA, SKCMOPTUPOBAHHbIE B BEPCUN HE CTapLUe TEKYLLEN.

- ABTOMATMYECKMI IKCMOPT/MMMOPT NPUBSA30K COOLITUI MEXAY BEPCUAMUN BO3MOXKEH TOIMbLKO C BEPCUU
1.3.2005 B 1.3.2103. B gpyrux crny4yasx anst KOppeKTHOro MmMnopTa noTpebyeTcsa py4yHOe peaakTupoBaHue
CSV-danna.

- Ecnu B nmnoptupyemom CSV-charine k Tery npmesasaHo xoTtsa 661 04HO cOObITUE, KOTOPOroO HET B TEKYLLEn
cucTeme, TO ANg 3TOr0 Tera HUYEro He UMNOPTUPYETCS.

Mpouenypa akcnopTa NPUBSI30K COObITUN:

1. Haxmute 3kcnopT (PucyHok 91).
2. CoxpaHute chopmmnpoBaHHbIi CSV-chann.

Mpoueaypa nMnopTa NPUBSA30K COBLITUIA:

1. Haxmute UMmnopTt (PucyHok 91).
2. 3arpysute paHee aKkcnopTupoBaHHbIn CSV-cann.

5.2.4 XXypHansl

5.2.4.1 UuTepdenc. Buabl XXypHanoB

Ha Bknagke XXypHanbl BbINOMHSIETCA HACTPOMKa MONb30BAaTENbCKUX JXKYPHANoB C npegonpeneneHHbIMU

dunstpamm (PucyHok 92).
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SKypHank!

Co3paTe HOBbLIW X Ynanute

| Bce cobemua

@ Bce cobsmua 2

= 3
[C] He oTobpaxate Ha rasHOW NaHenu

XKypHan MB

[Z] ABTOMaTHUECKM OTKPEIEATE NPW HOEOM COBBITMM, ECM YPOBEHE BAKHOCTM BhILE WKW PABEH AE3DMIAHEE CUIHANE =
HoBblid xypHan

= < [T] OTRAOUNTE MHCTPYMEHT KBUTMPOBaH WS
00begMHEHHbBI W

FyBK1Ha 3arpyskiu NO yMONYaHUKD 1 oyt =
MpegeapuTensHbli NpocMoTp Cronbum ¥ 33aNOMHWTL NaPaMETPbl COPTHPOBKM
|:||1D Y| ¥ |Bpemn ‘ O |Onncanw " | OBopyao | ¥ | Napamery | ¥ | 3nauenme | 7 | Coctosnme | ¥ | Oyrkumor | ¥ | Mctourw | ¥ | Yaen v
2
(] 8 W 29.09.2019 15:21:15.789000 YcnewHsii ex Hauano/sasep scada
(] 7 W 29.09.2019 15:20:52.915000 Buixoa n3 APN Hauano/sasep scada
(] 6 W 29.09.2019 15:06:06.979000 Ormena komar MNC Creng ACY Crapt Henpepi 11 Komange ynp. 7f000001 scada
Mepesie 3 anemeHTa
MpeaduasTphl
0 a e L] Bee snemenTal
7] He keutMpoBaHO
[ ¥Yposens saxHocTn
7] Keutuposano
] Onucanne [7] Heksutupyemo

PucyHok 92 - HacTpoliika xxypHanoB
MHdopmaumsa no cogepXMMoMy pefaktopa XXypHanoB npeacraeneHa B Tabnvue 20.

Ta6bnuua 20 - OnucaHune nHTepdenca xxypHanos

Ne Ha HaumeHoBaHue OnucaHue
pUCyHKe
1 Katanor xypHanos CoOepXXut cnmcok CyLLecTBYOLLMX XypHanoB. Mo

ymonuaHuio B [Nporpamme co3gaHbl ABa xypHana: Bece
co6biTusa 1 XXypHan UB.

2 MaHernb HacTpoek XypHaros HacTpoiika HazBaHUs XypHana, UKOHKU, OBLLUX
napaMeTpoB OTOBPaXXeHUs, OTKPbITUS, KBUTUPOBaHWS,
rmyGWHbI 3arpy3Ku XXypHarnos.

3 MpeonpocMoTp Tabnuubl XXypHanosB HacTtpovika oTobpaxeHus xxypHana: 3agaHue
CTONBOLOB ANs 0TOBPaXKEHUSA N COPTUPOBKM.

4 MaHenb HacTpoek NpeadunsLTPoB HacTpovika napameTpoB npeaBapuTernbHOM
dunbsTpaumm XypHana.

B MporpammMe npegycMoOTpeHO co3aaHue AByX TUMOB XKypHaroB:

1. CTaHBapTHbLIN.

2. O6bbeAuHeHHbIN — O00begMHAET COObITUA M3 CTAHAAPTHBIX >KypHanoB (OOCTYMHbLIX ONpeaeneHHoMY
nonb3oBatento) no ycrnosuto NI ¢ BO3MOXXHOCTbIO NPUMEHEHNSI AOMONMHUTENBHOTO hunbTpa.

5.2.4.2 Co3paHue n HacTpoMKa XXypHana

[Mpouecc co3gaHna 1 HaCTPOMKM XXypHana npeacrasneH Ha PucyHke 93, onucaHue — Huxe.
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ypHan Yaanmre

XKypran MB

[[] AeTomMaTHUECKI OTKPBIEATE NPU HOBOM COBLITUM, EC/IM YPOBEHb BAKHOCTA BHILLE WM PaBEH AsaplilHsie curHans ﬂ

Bce cobbimus | Homif xypsian +__
¥ |[7] He oToBpaaTs Ha FIaBHOM NaHenw

[T OTkntouMTE MHCTDYMEHT KEUTUDOBEHMA

[ny6UHa 3arpysky NO YMONYEHAK 1 cyTin =

MNpeasapuTentHLIid npocMotp  CroaBusl

& 3aNOMHUTL NapaMeTphl :Dp‘mpnaw MNocmoTpeTh Kak: Weavoe Mean MeaHoeuy (ivanoff)
Ofi [ 7[7[epeus |+ [ ofwcanme | \ [=
~

] I 29.09.2019 17:22:43.583000 =~ naHa HOBan yYETHaR 3anWCh ‘ivam_ HazHadyenHsie poaw: Onepatop. m
8 I 29.09.2019 15:21:15.789000 YcnewHsii exog & APM (Redkit).

7 W 29.09.2019 15:20:52.915000 Beixoa w3 APM (Redkit).

6 I 29.09.2019 15:06:06.979000 OTMeHa KOMaHAB YNpaBneHua Ha 3Tane sxbopa.

i

Mepebie 4 3nemenHTa

MpeadunsTpel |

i

CTaTyc KEWTUPOBAHWA

[ Bee anemeHTsl

[l

[ AsapuiiHble curHans

(]

YpOoBeHb BRXXHOCTH
[ NpegynpegurentHee cursans 1
Onucanue

|| MpegynpegurentHele curkans 2
OBopyacsanue i NapameTpsl OnepaTveHoe cocToaHKe

o o

YcraHoBNEHHbIE NpesdrabTRLl

YpoeeHb BaxHocTi: 1.

PucyHok 93 - Co3gaHue XypHana

1. Haxmute Ha kHonky Co3pgaTb HOBbIM XypHan. /I3 Bbinagatowero cnmcka BbiOepuTe TN XypHana:
CtaHpapTHbIn nnn O6bLeANHEHHbIN.

Bbibepute MKOHKY XypHana.

Beegute HasBaHuWe XypHana.

OT™meTkTe «#» HEOOXOAMMbIE HACTPOWKU.

BbibepuTte rmyOuHy 3arpy3ku xxypHana (Mo yMmonyaHuio BbiCTaBreH nopor 1 cyTku).
Bbibepute ctonbubl Ansg oTobpaxkeHus B XypHane. [JocTynHble ctonbupi:

oa kN

YHukanbHbii naeHtudgukartop (ID).
CraTyc KBUTUPOBaHUS.
CraTtyc kBUTUpOBaHMS (TEKCT).
YpoBEHb BaXKHOCTH.
YpOBEHb BaXKHOCTU (TEKCT).
Bpewms.
OnucaHne.
O6opynoBaHue.
Iucnetyepckoe HaMMeHoOBaHMeE.
Mapametp.
NcTouHrK nHdpopmaumn.
3HaveHne.

. CocTosiHume.
dyHKUMOHanNbHasA rpynna.
Homep dyHKUMOHANBHOM rpynmbl.
NCTOYHNK.
Ysen.
Onpoc.

S@ ™o oo0oTp

-

T27T OS5 3

CoBert: [lonyckaetcs neperMeHOBbIBaTb CYLLECTBYIOLME CTONOLbI:

Haxmute MNKM no 3aronosky ctonbua.

- HaxmuTe Ha komaHay MepeMMeHoOBaTb.
- BnuwwnTte HoBOE Ha3BaHMe.

- Haxmute Enter.

7. BbINOMNHMUTE COPTUPOBKY MO CTONOLAM: HXXMUTE Ha 3arofioBKM CTONOLIOB, MO KOTOPbIM HEOBXOAUMO
BbIMOSTHUTE COPTUPOBKY Tabnumupl XypHana. Haxmute 3anoMHUTbL NapaMeTpbl COPTUPOBKM.

8. Tonbko Ans 06bLeANHEHHOro TMNA XYPHarna: yKaxuTe YYETHYIO 3anuch Ans AOCTyna K NpoCcMoTpy
XypHana.

9. YcTtaHoBWTe HeOOXoAMMblE NPeAdUBTPLI U UX NapaMeTpbl. JocTynHble NpeadunsTpbI:
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CTaryc KBMTUPOBaHUS.
YpOoBEHb BaXXHOCTH.
OnucaHwe.

Ob6opynosaHue 1 napameTpbl.
3HaveHve.

CocTosiHue.
dPyHKUMOHanNbHasa rpynna.
MCTOuYHNK.

Yzen.

S@ ™o oo T

5.2.4.3 YpaneHue XypHana

[na ynaneHus xypHana BblGepute TpeGyeMblii XKypHarn B KaTarnore U HaXmuTe Ha komaHay Yaanutb (PrcyHok
94).

Kondwurypatop Redkit

R ATIEN YN AnropuTmel Mogynu OTueTel  BnaHkW NepekntouyeHui

Mk o -
+_ | CO34aTe HOELIN XypHan ¥ ¥0anuTE

Ny

Bce cobumuaA | HKypuan ME

a ¥ | [ He oTo6paxa;

[] AeToOMaTHUECK

|:| Kypnan Vb

PucyHok 94 - YaaneHue xypHana

5.2.5 NaHenb coObITUN

Bo Bknagke MaHenb coObITUI BLINOMHAETCA HACTPONKa OTOOpaXkeHUsa CobbITUIA OnpeaeneHHOro XypHana Ha
naHenu cobbiTun nonb3oBaTenbckon cpebl npunoxeHus Redkit SCADA gns onpeaeneHHOro nonb3oBaTtens

(PvcyHok 95).

Konpurypatop Redkit

Mpoer [ESETEWON Anopimasi  Mogynm  OTueThl  E/adii nepewioueHuil  YueTwsie 3anncn  Ponm  Mapo/bHas nonwmuka  3KCMOpT O mporpame

i | NaHens cobbimwii

Haiitn

¥ —— [ n Kyprian ans narenn cobeimmii

ivanov Veanoe Vsaw Wsanosu Bee coberua
petrov Nerpos Bacnnwii Bacnsesu XKypran UB -
Obmeannentte gocTynm o xypHance

O6beMHeHne A0CTYNHBIX XyPHANOB

Bee coGemuA

XypHan W6

3 3nemerma \
21Mions 2018 171420 rootv || Crew v Jlepeso uﬁmemn\ Apxue  Tequue gankse  [paguiu  Yoramar  Omerw v Cnpasa v |
- Cobbmas 21.06.2018 14:30:06.798 Ycnewnsii xos 8 APM (Redkit).
1 )) & o . b
- He kavmiposano: 1 & 21.06.2018 1219017540 Yenewnsii exos 8 APM (Redkit).
Beero: 6 1 1 | 210620183 12:19:11.283 HeyaauHan NoNkITka BX08a B APM (Redkit). HesepHeiii napans.

PucyHok 95 - NMaHenb cobbiTumn

BbibepuTe y4eTHyo 3anucb 1 NPUCBONTE el HEOBXOAUMbIN TUM XXYpHana 13 BbiNafatoLLEero Cnmcka.
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5.2.6 UcTouHuKM ynpaBneHus

Ha Bknagke MWcTouHMK ynpaBneHus 3agjaetcs waeHTUdumkaums wHMuuatopa W3MEHEHWS COCTOSIHUSA
ynpaensiemoro obbekta AaHHbIX. TpebyeTca ans Toro, YTobbl NAEHTUMPMLMPOBATL NCTOYHUK YPaBEeHNS.

1. Bnuwwute 3HayeHne B ctonbue Orldent (PucyHok 96).
S BHumaHue: Yucno umdp Orldent Bcerga 4étHoe. Hanpumep, 3HavyeHue 123 Hago ykasaTb B BuAe
A1 0123,

2. Bnuwwute 3HadeHme Orldent B cTon6ue 3HaveHune (PucyHok 96).

Hyprane! | Mpueszka coBeimid | CobBeitwA | YpoeHw eaxHocTH | [MaHene coBeimwd | Mocrodnukn ynpaeneHus

| .';j Co30atk || ¥aanute

| Orldent 3HaYeHne
1000 Kakol-To McToYHKME

WMeTtounne 123

PucyHok 96 - UcTouHuK ynpaBneHus

YnaneHue UCTOYHVKa yrpaBreHus:

1. 3anonHute 4ekBOoKC y BbIBpaHHbIX MCTOYHWKOB YMPaBEeHNS.
2. Haxmute Yaanutb (PucyHok 97).

Kypuane! | MNpweazka cobeimuii | CoBeimwa | ¥poedw eaxdoctn | Manens coBeimwii | Mocrounwkm ynpaenesns

| Orldent JHAYEHNE
1000 Kakoi-To McToUHMK
WeTounme 123

PucyHok 97 - YaaneHue UCTOYHMKA ynpaBrieHus

5.3 Cnuckm cocTossHUM

B MeHI0 CnMCcKn COCTOAHMI 3aaeTCs HAaCTPONKa ANst KOHKPETHbBIX COCTOAHWUI CUCTEMBI.

CnuUcKnN COCTOSIHUMN — 3TO Tekywine gaHHble + nocrnegHee cobbiTue. Eepech Tabnuua TeKyWnx OaHHbIX U
coeguHsieTcst ¢ Tabnmuen, XpaHﬂLLI,eVI nocnegHee cobbITUE ANS KaXO0ro napamMeTtpa. Het napamMeTpa B TEKYLLUNX
[OaHHbIX — HET 3annUcn B CNUCKax COCTOSAHNIA.

1. HaxmuTe Ha komaHgy Co3aaTb HOBbIW CNUCOK.
2. OTpegakTupymrTe CNMCOK MO aHanorMm ¢ HaCTPOMKOM KypHanoB COBLITUN.
3. BbIinonHuTe NpuBA3Ky cobbiTs K curHanam Ha Bknagke NpuBsa3ka cobbITUN.

CosgaHHbIn cnvcok byaet oTobpaxatbes Ha naHenwu rmasHoro MeHio Redkit Workstation (PucyHok 98).
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Mpoekr  XypHansl WEUITORTaGENM AfroputMsl  Mogynu  Maakatel Y OTuetel | YeTapesanue W NOACTAHOBKA  YueTHble 3amnucu

3kcnopt  3anyck ctopoxdero MO O nporpamme

+'_j [ PeaakTMpoBath ] [ Yaanut

Hogbiid cnivcok Hoewiii cniucok

@ T B Ownounts WHCTPYMEHT KEMTUDOBAHUA

MpeABapuTensHLIi NpocMoTp Cronbusl v

-
0

-
0

-
0

-
O

-
0

-
O

N MNapameTp ‘0O6opyaoBaHne 3HaqeHne ‘OnuncaHne cobeitna Kaueq

Her 3anmcei

03nemeHTOB \

N

[l O6opysosaHue
[ Bes obopygoeatus

N\

30 MioHb 2019 18:57:31 {.m:‘;‘ugg"' A ” Muemokagpel ¥ g [lepeso obbektos  Apxve  Tekyliue AaHHble [padmikd >
— Cobbimua 30.06.2019 18:57:21.948000 YcnewHsiii & Hal
= 10 He ksutposana: 10 I‘)) J_ @ 30.06.2019 18:57:08 760000 Beixoa u3 AF Hal
Beero: 47 1 10 0 o 30.06.2019 18:17:56.392000 Wamenena yc 110 kB / Test fe

PucyHok 98 - Cnucku cocTosiHUn

5.4 Anropntmbl

B MeHI0 ANropuTMBbI BbIMOMHSAETCS CO3AaHMe Y pedaKkTUpOoBaHue Nonb30BaTeNbCKUX anropMTMOB Ha CKPUMTOBbIX
asblkax ST/JavaScript/Lua. C noMOLLblO anropuTMOB pearnuayloTca W3MEHEHUS] 3HAYEHUS BbIPAXEHUS C
NpUMEHeHNEeM TNOTNYECKUX U apudMETUYECKMX onepaLmii, onepauuii cpaBHeHus, pacdeT 6anaHca MOLHOCTM U

ap.

(DyHKLl,I/IOHaJ'I aliropuTMoB O0CTYNeH TOJ1bKO NOoChe 3arpy3kn npoekTa.

Pabouas obnacte MeHi0o Anroputmbl cogepxut (PucyHok 99):

oakrwbd-=

[epeBo npoekTa.

Cnncok cKpunToB.

CaoicTBa ckpunTa.

dopmy 3anycka no NpUxoay Teroe.

dopmy napamMeTpoB Ans 3anycka nonb30BaTenbCKoro CKpMnTa.
TekcT ckpunTa.

Cnincok ckpunTos

) B [ Haimw Q

I Hassanue Tun

Her 3anuceit

0 anemerToB

[ Haiim Q Caoiicrea ckpunra:
Hassanve | Onucanve | Mpuesska | [[] 3anyck no cobbituam 3anyck No NpuxoAy Teros: Monb3oBaTenbckve NapameTpbl CKpUnTa:
¥ lpoekt [C] Nepuioanueckuii sanyck Wwmsa | 3HaueHve No yMonyaHuio Tun
> T
Mepwog 3anycka 0 MC Y
> 21 - Her 3asncnmocreii ;
> 108 [ 3anycx noss3osatenem Her 3anuceit
> 220kB Bl Pexom ommar (D a
> 4008
Texcr ckpunta
> BN
» TeHepatopbl cUrHanoB 1
> Kniou ynpasieHua

PucyHok 99 - Anroputmbl

®yHKUMM KHONOK paboyert obnactn MeHo ANropuTMbI NpeacTasneHsl B Tabnuue 21.
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Tabnuua 21 - MeHi0 «KANropuTMbI»

Cnucok cKpuntoB

KHonka / CBoncTBO

OnucaHue

Cnincok ckpuntos (Ne2
Ha PucyHke 99)

HobaButb anropnt™

Hob6aeneHue anroputma. Cnucok anropuTmoB Gyaet
oTobpaxaTbCs HUXeE.

- [onyckaeTcs co3gaBaTb HECKOIbKO anropuTMoB.

- [epeumeHoBaHue 1 yganeHue co3gaHHbIX
anropuTMOB BbIMOSMHAETCS U3 UX KOHTEKCTHOrO
MEHI0, Bbi3biBaemoro TKM.

- Wms anroputma JomkHO 6bITh HA NaTuHULE U
HauMHaTbCs C BYKBbI.

E 3arpy3ska 13 cpanna

3arpyska channa anroput™ma B popmarax *.lua, *.js,
*.st, *.xml

CaowcTBa ckpunTta
(Ne3 Ha PucyHke 99)

3anyck no cobbiTuaAm

BkntounTb 3anyck anroputma no nobomy cobbiTuio,
3aperucTpupoBaHHOMY B XXypHarne (M3MeHeHue
nonoxeHud, BblAadya KoMaHObl ynpasneHua,
MOACTaHOBKM, Ntobble Nonb3oBaTeNbCKNE COObLITUS U

T.4.)

MNepuoguyeckun sanyck

BknounTb Nnepnognyeckuin 3anyck anroputma

Mepwuopg 3anycka

Mepuop 3anyck Ans NepuoanMveckoro 3anycka
anroputMa. JonycTMmelil doopmaT nepuoaa 3anycka:
MUIIMCEKYHAbI (MC), ceKyHAbl (CEK), MUHYTbI (MUH),
yachbl (4)

3aﬂyCK nonb3oBaTtenemMm

BknounTb 3anyck nornb3oBarerniem (CM. pasaen 3aﬂyCK
nonb3oBartenemMm Hl/|)Ke)

Pexum otnagku

BkntounTb pPeXnm otTnaakm

TekcTt ckpunTa (Ne6 Ha
PucyHke 99)

1] YBenuunTb / YMeHbLWNTb Maclitab TekcTa ckpunra
CoxpaHutb CoxpaHeHue HacTpoek
lNpoBeputb [NpoBepka cuHTaKkcKca anroputma

OkcnopT B chann

OKcnopT anroputma B goainn

MmnopT u3 canna

MmMnopT anroputma ns canna

OyncTUTb CNNCOK
3aBUCUMOCTEN

OuUnCTUTBL CNNCOK 3aBUCUMOCTEN U3 POPMbI 3anycka
no npuxopy teroB (Ne4 Ha PucyHke)

5.4.1 CBoncTBa TeroB B anroputmMmax

Tern, y4qyacTteyrLwne B anroputmMmax, He obsizaTenbHoO MOryT ObITb npunBA3aHbl K annapaTtHOMY YPOBHHO. Ecnn tern
He NpunBA3aHbl K annapaTtHOMY YPOBHIO, TO OHU HE OT06pa)Ka|'OTCFI B JepeBe TeroB Ha BKnagke Ob6bekTHasa moaens.

CBoWcTBa TEroB anropuTmMoB:

1. Tpw co3gaHmnm anropuTma Tery NosiBNsATCA B AepeBe Ha Bkragke OObekTHas Mmogernb.

2. lpu yganeHuu Teros n3 anroputmMa Tern ncuesarot U3 Aepesa Ha Bknagke O6bekTHast Moaerb.

3. lNpwu yganeHun anropMtMma Tern ncyesatoTt U3 gepesa Ha Bknagke O6bekTHas Moaernb.

4. Tlpy nepeknioYeHnm anroputma U3 akTMBHOIO B HEAKTMBHOE COCTOSHME Tern OCTaloTCs B AepeBe Ha BKNaake

O6bekTHas Mmoaens.

5.4.2 NMNapannenbHoe BbINOMIHEHUE afirOPUTMOB

KonnyectBo NOTOKOB NOA BbINOMNHEHNE anropuTtMoB KOPPEKTUpyeTcA B HaCTp0I7IKaX moayna CepBep O6p360TKI/I

CcOObITUI.
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5.5 HacTpouku y3na

B 3aBucumocTu oT Tuna KoHdurypaumm B cucteme cosgaetcs Habop y3noB. HacTponka y3na BbINOMHSETCA B
opme KoHdurypmposaHus cnpasa (PucyHok 100).

[JoBaeuTs y3en

Hazeanune

Redkit_arm

» Redkit_Configurator
b Redkit_Master
» Redkit_Slave

Ed E3 E3 Ed
n @ [ fof
£

Mma oBrexTa | Redkit_frm
[[] KputnurocTe yana
OTaenbHbIR NoTok

Mcnens30BaTe MPUOPWTET Y33 ANA MOgyned

Y

MpHOpWTET MOAYAR MO YMOAYAHWUHD 140

Ajpec v NopT cepsepa:

Y

| 127001 EEEE

A,.‘J,pECE W NopTel Y3008 NOJKNHYEHNA:

| 127001 | 3231
| 127001 | 2332

A k| [4w

PucyHok 100 - Hactpoiika y3na

Psgom ¢ HanmeHoBaHWeM y3na pacnonaratoTcs KHOMKWU, OnNncaHue KOTopbiX HaxoauTed B Tabnvue 22.

Tabnuua 22 - KHonku y3noB

KHonka HassaHue OnucaHue

Hanuune nogkntoyeHns Mpu3HaK HaNUYMsa NOAKIYEHUS C Y3NOM
+ Hobasutb Mmogynb(1) B y3en | [JobaeneHne moaynewn B y3nbl (cM. pasgen [JobasneHve moaynew)
=] KnoHupoBaTtb y3en / | PasHoe Ha3BaHWe KOMaHAbl B 3aBMCMMOCTM OT TMNa yana.

PesepsupoBath y3en

KnoHupoBaTb y3en — konuMpoBaHue y3na. B HaumeHoBaHuu
nobaensetca cydpduke "clone” (Hanpumep, "Redkit_Arm_clone").
HacTponkn yekbokcoB KpuTuyHocTb y3na, OTAenbHbIA NOTOK
n Wcnonb3oBaTb nNpuopuTeT Yy3na Ans mogynen OyayT
CKOMUPOBaHbI, @ MOAYNM BHYTPM NOMyYaT TaKoW e NPUOpPUTET, Kak
Y pPOAMTENBCKOro y3na.

PesepBupoBaTb y3en - KonupoBaHue yana. B
HanmeHoBaHUM [Jobaensietca cyddumke "reserve” (Hanpumep,
"Redkit_Slave_reserve"). Hactponkn uyekbokcoB KpuTUYHOCTb
y3na, OtaenbHbIM NOoToK 1 Wcnonb3oBaTb NMpUOPUTET y3na
Ans mogynewn OyaoyT CKOMMPOBAaHbI, @ MOZYNW BHYTPU nony4at
npuopuTeT Ha 1 MeHbLUEe, YEM Yy POAMTENbCKOro y3na.

£

CoxpaHuTtb KoHurypaumio | CoxpaHeHue KoHdUrypauuoHHoro ini-gpanna yana

Mpum.: Vicnonb3oBaTb TONMbKO MpU CUTYaLMK, KOorga HeT JocTyna K
cepBepam, Ho ecTb goctyn B KoHdurypatop ¢ APM OnepaTopa.

Yaanutb ysen

YaaneHue y3na co BCeEM COOEPXMMbIM U3 KOHGUrypaumm

OnuncaHne dopmbl HaCTpoek NpeacTasneHo B Tabnuue 23.

Tabnuua 23 - HacTpoWku y3noB

HasBaHue

OnucaHue

Mmsa obbekTa

Wmsa yana
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HasBaHue OnucaHue

KputndHocTb y3na Ecnu y3en kputnyeH ons KoHdurypaumm un OH He B CeTW, TO cTaTyc
KoHurypauum He «OK»

OTaenbHbIN NoTOK 3anyckaTb 3k3eMnnsAp nNnaTtdopmMbl B OTAENBHOM NMOTOKE

Wcnonb3oBaTte npuoputeT y3na ana|Ecnu «Ja», To npu poGaeneHuu Hosoro mogyns emy 6ygert
mopyrnen yCTaHaBMMBaTbCS 3TOT NpUopUTET

MpuopuTeT Moaynsa No yMonyaHuio MpuropwuTteT Mogyns no ymonyaHuio (1 — cambln HU3KMIA, 255 — cambin
BbICOKMIA)

M3ameHeHune npuopuTteTta:

1. W3ameHwnTe npuoputer.
2. Haxxmnte YcTaHOBUTBL BCEM.

Aapec 1 nopt cepsepa ip-agpec M NopT cepsBepa, UCMonb3yeMble AnA NOAKMHYEHUa APYrux
y3rnos

AZpeca 1 nopTbl Y3noB NogkntoyveHus | Aopeca v nopTbl CEpBEPHbIX Y3M0B, K KOTOPbIM OyaeT nogkntodaTbes
3TOT y3en

Kaxabln y3en cogepXuTt cBow Habop mogyrnen no ymonyaHumio (PucyHok 101). Kaxgpii Mmogynb OoTBeYaeT 3a
onpegeneHHbIn dyHkumoHan. NMNogpobHee o kaxgom moayne B pasgene Mogynu.

JobaenTs y3en

Hazeanwne

b Redkit_Arm
b Redkit_Configurator
v Redkit_Master

kS|

m [ o]

k|

+N+8 +

ApxvBMpoBaHWE

Mogyne sanwcn curdance B B

Moayne 3axeata cbopyaosaHna

Moayne koHTpona cepeepoe bl

Magyne cbpaboTkn BNaHKoE NeEpEKNHIYEHMA
Mogyne cunxponnsaumn c B

rlJ'IEHHFI'DE-LLI,HK Ebldd4H KOomMaHg YNnpaeneHWA

Cepeep obpaboTkn cobeimnia
b Redkit Slave + =

kS|

PucyHok 101 - Mogynu B y3ne

101



Redkit SCADA 2.0. PykoBoacTtso agmuHucTtpatopa OC ALT Linux 8 SP. Bepcus 2.0.2208

5.5.1 [lobaBneHne moaynen

1. HaxmuTe Ha kHonky E (PucyHok 102).

floBasuTe y3en

HazeaHue
F Redkit_&rm =+
b Redkit_Configurator |+
b Redkit Master +|
* Redkit_Slave

ApxnENpOBaHWE

O o O
L I T

-

Moayne 3annck curnance e b1

Mogyne 3axeaTta obopyaoeaHua

Mogyne konTpona cepeepoe B

Moagyne oBpaboTkn BnaHkos NepeKNHOYEHiA
Mogyne cuHxpornzaumm c bl
MNaHWpPoELLMEK BEIAAYW KOMAHA yNpaBAeH A

Cepeep obpaboTkn cobeImhii

PucyHok 102 - lo6aBneHne moaynewn
2. Bbibepute oguH unm Heckonbko moaynen (PucyHok 103).
3. Haxmute Mpumenuntb (PucyHok 103).
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JocTyNHBIE MAAMMHE |E|
| Hazeanne Mrnn knacca nnarnHa |
[ API-mogyne gna yznoe Redkit RedkitServiceRestApiAdapter
[1 API-mogyne cepenca Keeper KeeperResthpifdapter
[] APM Onepatopa GuiPlugin
[ ApxwenposaHne TagCompressor
[[] BeB-cepeep WasmServer
[[] Tenepatop wzmeHeHwil Teroe TagGenerator
[ TeHepatop oTuetoe ReportbutoGenerator
[] WMecnonbzoeanwue gncka DiskSpaceChecker
Knvent npotokona lecl04 lecl04 Client
[ Kawent npotokona Modbus ModbusClient
[1 Knawewt npoTtokona Snmp SnmpClient
[ Koneeprtep daiinoe ocunnnorpamm OscFormatConverter
[1 Kondurypatop GuiPlugin
[1 NokaneHele napameTpebl cCTEME SySensors
[1 Mogynn DMS DmsPlugin
[ Mogyne guarHocTEW NOKENEHOR MALLWMHEI DiagnosticKeeper
1 Moavnk sanuce 0AC OnerationalScheduleWriter — © |
27 3nemeHTOR
oo

PucyHok 103 - lo6aBneHve moaynewn

5.5.2 YnaneHue moaynen

1. HaxmuTe Ha kHonky -~ (PucyHok 104).
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HobaewnTe y3en
HazeaHume

b Redkit_Arm g (=
» Redkit_Configurator g =
kb Redkit_Master [=E3
* Redkit_Slave g =

ApxvBNpOEaHKHE

Be6-cepeep p
Moayne 3anucn curiance e B/ «

Muogyne 3axeata cbopyaoeaHmWA

Mogyne konTpons cepeepoe bl

Mogyne cGpaboTn BNaHKoE NEpEKNFOYEHNA
Moayne cuHxpoHuzagum c bl
[MnaHWpoBLIMK BBIZAYKM KOMaHA YyNPaBIEHA
Cepeep obpaboTkn cobBbImyi

b Redkit_Slave_reserve g &

PucyHok 104 - YoaneHue mogyns
2. MNopTBEpaMTE CBOM AENCTBUSA B AnanoroBom okHe (PucyHok 105).

MNpegynpexgeHne X

Bbl AeACTEMTENRBHD XOTUTE YAANWTE NAATMHT

e

PucyHok 105 - MNoaTBepxaeHue yaaneHns moayns

5.5.3 UHhbopmupoBaHue 06 naMeHeHUn HaCTpPoeK B Moaynsax

O6 u3meHeHUM B HacTpomkax mMoaynen WHMOPMUPYIOT crneumanbHble cumBonbl (PucyHok 106). OnucaHue
CYMBOIOB NpeacTasneHo B Tabnuue 24.
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HazeaHne

» Redkit_Configurator + =/

* Redkit_Systern_Service -+ = *
ApxvBENpOBaHIE
WMcnonesoeanne gucka

Knwent npotokona lec104
Knwent npotokona [ec61850
Mogyne 2anucn curiance B B D
Mopgyne 3axeata cbopyaoeaHua

Mogyne koHTpona cepeepoe B/

Mogyne cbpaboTen BRaHKoB NEpEKNHIYEHWA
Mogyne cuHxpoHuzanm © B

MonutopuHr yuactra 8 OMNPY
MAaHWpOBLLWE EBIAAYN KOMEHZ YNPaEaeHA
PoTauywa apxwea coBeimiii

Cepeep obpaBoTkn coBoITui

b Redkit_Workstation

g =

PucyHok 106 - UHcbopMmupytoLe cneucumMBoribI

Ta6bnuua 24 - OnucaHme MHOPMUPYHOLLUX CMELICUMBONOB

CumBon

PacwudpoBka

OnucaHue

*

Haxxmute Ha cumBon 1 OTO6pa3VITCFI, B KaKnX MOAYNAX BHYTPU y3Ia €CTb
N3MEHEHUA

Deprecated

Haxxmnte Ha cneucumBon u OTO6pa3I/ITCF|, Kakune HaCTpOVIKM BHYTpPU
Moayns oonblue He MCNonb3yHKTCA

New

Haxxmnte Ha cneucumBson u 0T06pa3I/ITCF|, Kakne HOBble HaCTpOIZKM
noABUINNCb BHYTPU MOOYynNA

Ch

Changes

HaxmuTe Ha crneucumBon uM oTtobpasnTcH, Kakue HaCTPOMKU BHYTPU

Moaynsa nsmMeHunucb

5.5.4 Moagynu

5.5.4.1 API-moaynb ans y3noB Redkit

Tabnuua 25 - Hactpownku API-mogyns ans y3noB Redkit

Mpynna HacTtpowka 3HayeHue No yMosnyaHuo OnucaHue
HacTpoek
- Mmsa obbekTa API-moaynb ans ysnos Redkit -
Nms Knacca ons | RedkitServiceRestApiAdapter -
nnarvHa
Nmsa danna nnarnHa redkitservicerestapiadapter -
Oobwwme OToenbHbI NOTOK [a 3anyckaTtb MoayIb B
OTAENbHOM NOTOKE
MpuopuTeT moayns 128 Mpuoputet mogynsa (cambin
HU3KMA 1, cambli BbICOKUN
255)
Bpewms oxunganus (mc) | 60000 Bpems oxmpgaHus oTBeTa Ha
KoMaHay
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Mpynna HacTtpowka 3HayeHue No yMonyaHuo OnucaHue
HacTpoek
WuTepBan nposepku [ 1000 WHTepBan nposepku oTBeTa
(mc) oT o6paboTunka
Kon-Bo nostopos | 0 KonunyecTtso NnoBTOPOB
KOMaHAbl KOMaHAbl, ecrnv obpaboTumk
He OTBeYyaeT 3a Bpems
oXunaaHus oTBeTa Ha
KOMaHay
MoHuTopuHr | OTcnexuBaTtb Het OTcnexvBatb BHYTPEHHUE
napamMerpbl napameTpbl MOAyns
JlormpoBaHue Het 3anucbiBatb OaHHble
MOHWTOPWHra B J1OT
v BHumaHue: [locne
£ '1 NCMONb30BaHUA
obsi3aTenbHO
OTKMOYUTE
HaCcTPOMKy, TaK Kak
poTaumst  3anucen
OaHHbIX
MOHWTOPWHIa B Jlor
He KOHTponupyeTcs.
[unarHoctnyeckas [a OtBeyaTb Ha  KOMaHAbl
nHdopmaums onpoca  AMarHOCTU4eCKOMn
WHopmaumm
WHTepBan arperauum | 60000 WHTepBan arperaumm
(mc) ANarHoCTUYECKMX AaHHbIX
WHtepBan  umamepenun | 1000 WHTepBan M3MepEHNN
(mc) arpermpoBaHHbIX
ANarHoCTUYECKMX AaHHbIX

5.5.4.2 API-mogynb cepBuca Keeper

Tabnuua 26 - Hactpownku APl-moaynsa cepsuca Keeper

Mpynna HacTpowka 3HayeHue No yMonyaHuo OnucaHue
HacTpoek
- Nmsa obbekTa API-moaynb cepsuca Keeper -
Wmsa knacca gna nnarnHa | KeeperRestApiAdapter -
Nmsa danna nnarvHa keeperrestapiadapter -
O6wue OTaenbHbIN NOTOK Ha 3anyckatb mMoaynb B
OTAENbHOM MOTOKE
MpuoputeT moayn4a 128 MpuoputeT moaynsa (cambli
HU3KUIA 1, cambl BbICOKUN
255)
Bpems oxungaHusa (mc) 60000 Bpems oxuagaHus oTeBeTa Ha
KomaHay
WuTtepsan nposepku (mc) | 1000 WHTepBan npoBepku oTBeTa

oT obpaboTtunka
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Mpynna HacTpowka 3HayeHue No yMonyaHuo OnucaHue
HacTpoek

Kon-Bo nosTopoB komaHAb! | 0 Konnyectso NoBTOPOB
KOMaHapbl, ecnu obpaboTyumk
He oOTBe4yaeT 3a Bpewmsd

oXuagaHus oTBeTa Ha
KOMaHay
MOHUTOPUHT OTtcnexuBaTtb napameTpbl | Het OTcnexuBatb  BHYTPEHHME

napameTpbl Mogyns

JlormposaHue Het 3anucbliBaTb JaHHble
MOHUTOPWHrIa B NOT

<. BHumanue: [locne

,-_L1 MCNONb30BaHNSA
ob6s3aTenbHO
OTKIouUTE

HaCTPOMKY, TaK Kak
poTauus 3anucen
OaHHbIX

MOHWUTOPUHra B Jor
He KOHTPOnMpyeTcs.

HOuarHocTuyeckas Oa OtBevatb Ha KoMaHabl

WHpopmaums onpoca ANarHoCTUYECKon
WHopmaLmm

WHTepsan arperaumm (mc) | 60000 WHTepBan arperauum
ONarHOCTUYECKUX AaHHbIX

WuTepBan namepexun (mc) | 1000 WNHTepBan n3mepeHuni
arpernpoBaHHbIX

ANarHoCTn4eCcKnx gaHHbIX

5.5.4.3 APM Onepartopa

APM Onepatopa — mogyrnb rpadudeckoro uHTepdgenca nons3osarens.

Tabnuua 27 - Hactponku moaynsa «<APM Onepatopa»

Mpynna HacTtpomka 3HauyeHue no | OnncaHue
HacTpoek YMOT4YaHuio
- Mmsa obbekTa APM OnepaTtopa -
Mmsa knacca ans nnarvHa GuiPlugin -
Ums darna nnarvHa guiplugin -
Obuwwe OTaenbHbIN NOTOK Oa 3anyckaTb Mogynb B OTAENbHOM
noToke
Mpuoputet moayns 128 MpuopwuTteT Mmoaynsa (camblin HU3KURA 1,
caMmblli BbICOKUI 255)
Bpems oxunganus (Mc) 60000 Bpemsa oxungaHus oTBeTa Ha KOMaHay
WHTepBan npoBepku (Mc) 1000 WMHTepBan npoBepkn oTBeta OT
obpaboTtumka
Kon-Bo noBTopoB komaHabl |0 KonnyecTBo NOBTOPOB KOMaHAbl, ECNN

06paboTuMk He OTBe4aeT 3a BpewMms
OXWOaHWs OTBETA Ha KOMaHAay

MOHMTOpMHF OtcnexunBatb napamMmeTpbl Het OtcnexuBaTtb BHYTpEHHUe
napamMeTpbl MOAYyNA
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Mpynna Hactpownka 3Ha4vyeHue no [ OnucaHwue
HacTpoek YMOJYaHuUIo
JlormposaHue Het 3anucbiBaTb AaHHbIE MOHWUTOPUHIa B
nor
;= BHumaHwue: Mocne
[ = 4 MCnonb3oBaHus
obs3aTtenbHO OTKNIoUMTE
HaCTPOWKY, Tak Kak
poTtauusi  3anMcen  AaHHbIX
MOHUTOPWHrA B NOr  He
KOHTpOnupyeTcs.
OnarHocTtnyeckas Oa OTtBeyaTb Ha KOMaHgbl omnpoca
MHdopmMauna OnarHocTn4eckom nHpopmaumm
WHTepBan arperauun (Mc) 60000 WHTepBan arperauum
ONarHoCTUYECKNX AaHHbIX
WHTepBan namepexui (Mc) 1000 WHTepBan n3mepeHuni
arpernpoBaHHbIX  OMAarHOCTUYECKMX
OaHHbIX
YacTHble ABTOMaTn4eckmin Bxoa nocne | Het ABTOMaTUYECKM BXO, NOCIeE Bbixoda
BbIXO4a 13 ceccum n3 ceccum
OTkpblBaTb  TOMbKO  oAwH | HeT OrpaHuunTb KONMMYECTBO OTKPbITbIX
3K3eMMnsip MHEMOCXEMbI 3K3eMMMsipOB OAHOM MHEMOCXEMBI
Otob6paxaTb MMkpocekyHabl | [Oa OTobpaxaTb MUKPOCEKYHADI
Otobpaxatb Ha  cxeme | Het OtobpaxaTb Ha cxeme nnakartbl 6e3
nnakartbl 6e3 wabnoHos WwabnoHosB
Bycdep Tabnuy B oHManH |0 Pasmvep Oydepa Tabnuu B OHManH
pexume (CTPOK) pexume
Bycdep Tabnuubl Tekywwmx | 100 Pasmep Oydepa Tabnuupbl TekyLimx
OaHHbIX (CTPOK) OaHHbIX
mybuHa  nepBOHayanbHoOwm | 1 mybuHa nepBoOHaYanbHOW 3arpysku
3arpysku gepesa aepesa
3agepxka coobuweHun | 200 3agepxka coobLeHnn
CUYHXpOHM3aL MK cobbITui CUMHXPOHM3auun cobbiTuii (Mc)
(mc)
3agepxka cpabatbiBaHus | 201 3agepxkka cpabaTbiBaHWs 3BYKOBOW
3BYKOBOW curHanmaauum (Mc) curHanusauum (Mmc)
3anac BpemeHu npu 3arpyske | 5000 3anac BpeMeHHOro nepuoga npwu
rpadguka (mc) 3arpyske rpadmka
WHTepBan  peTpocnekTuBbl |5 OnutenbHocTb WHTepBana
(MuH) peTpocnekTuBbl (MUH)
Makcumym curHanos ang | 1000 Makcumym curHanoB Ang ructorpamm
rmcTorpamm
Makcumym curHanos ans| 100 Makcumym curHanoB Ans AMHENHOro
NNHENHOro pexuma C OgHOW pexvMa ¢ OOgHOW LUKanon
LUKanou
Makcumym curHanoe ans (100 Makcumym curHanos Ans fIMHEMHOro
JNIMHENHOIO pexnma c pexuma ¢ pasgenbHbIMK WKanamm
pasaernbHbIMY LKanamm
Makcmmym  curHanos gns |10 Makcumym curHanoB AOns  pexuma

pexuma cpaBHEHUs!

cpaBHEHUs!
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Mpynna Hactpownka 3Ha4vyeHue no [ OnucaHwue

HacTpoek yMOS4yaHuto
OrpaHuyeHune cyetyuka | 10000 OrpaHuyeHmne cyeTymnka CTpokK (CTPOK)
CTPOK (CTPOK)
Mepwopg obHoeneHus | 1000 Mepwog o6HoBNEHMs rpadmka (mMc)
rpaduka (mc)
Mopor noarpyskn AaHHbIX | 50 Mopor noarpy3k1 gaHHbIX (CTPOK)
(cTpok)
Pasamep ©Oydepa Tabnwuu |200 Pa3smep 6ydepa Tabnumy, (CTpok)
(cTpok)
CBsasb c moaynem | 1000 Mepuon npoBepku CBSA3M C Moaynem
NCMNOSHEHNS anropMTMoB NCMOSTHEHNS anropuTMoB
(Mmc)
Uucno ctpok nedatn ¢|200 MakcumanbHoe KONMMYecTBO CTPOK
npeanpocMoTpoM (CTPOK) Tabnuubl ans neyartu c

npeanpocMoTpoM

LnpuHa wara rpadmka (px) |20 LUnpuHa wara rpaduka (px)
Koppekuns wupuHbl nuHum | 0.001 KoppeKkumsi  WMPUHbI  NUHUKM AN

npenoTepaLleHns ee NCHEe3HOBEHMS!

MyTb K paniny Tembl prosoftquick/ MyTb K haniny Tembl
themes/prosoft.qml

5.5.4.4 ApxuBnpoBaHue

ApXVIBVIpOBaHVIe — MOAYyIb NOJNINTUK apXUBNUPOBaAHUA N XpaHEHNA TETOB.

Ycnoeus paboTbl apXMBUMPOBaHUS:

1.

2.

3.

Monutnkn apxmeupoBaHusa ObINM CO34aHbl Ha 3dTane NepBUYHOrO KOHMUrypuposaHusa (cm. n.10 pasgena
MepBrYHOE KOHUIrypupoBaHue).

Tern, koTopble ByayT obpabaTbiBaTbCA COMMACHO HACTPOEHHBIM MONUTMKAM apXMBUPOBaHMWS, OTMEYEHbI
yekbokcom B cTonbue ApxuBupoBaHue Ha Bkrnagke O6beKTHasa Mogenb (CM. pasgen 3arpyska npoekTa).
Moayne ApxuBupoBaHue fobaeneH B cepBucHble y3nbl (Redkit System_Service nnn Redkit_Master n
Redkit Slave, B 3aBUCMMOCTM OT TMNa KOHuUrypaumm).

EcTb gBa TMNa NonuTUK: XpaHeHne BCeX aHHbIX N XpaHeHne arpermpoBaHHbIX aHHbIX.

CaolicTBa:

Mo ymonuaHuto Bce Tern o6pabaTbiBaloTCs NOMUTMKOM XpaHEHMS1 BCeX AaHHbIX C MUHMMAarbHbIM BpeMeHeM
XpaHeHus.

Tern moryT o6pabaTtbiBaTbCs TONMBLKO OAHOM NOSMMMTUKOM XpPaHEHUS BCEX AaHHbIX.

[ns kaxxgon nonuTukn arpermpoBaHHbIX OaHHbIX HY>XXHO Bbl6paTb Tern, KoTopble 6y,D,yT O6pa6aTbIBaTbCF|
COrnacHO 3TOM NOSINTUKN.

OanH 1 TOT Xe Ter MOXeT O6pa6aTbIBaTbCﬂ HECKONbKUMWM NONTUTUKaMN arpermpoBaHHbIX AaHHbIX.

Mo ymonuyaHuio B nporpamMmMe co3gaHbl TpU NONUTUKKW: XpaHeHMe MCXOAHbIX AaHHbIX, OnepaTUBHbIE U
HeonepatuBHble (Tabnuvua 28).

Ta6bnuua 28 - MonUTUKM apXMBMPOBAHUSA NO YMOMYaHUIO

Monutuka Mepuopn xpaHeHus UHTepBan arperauuu
XpaHeHne UCXOAHbIX AaHHbIX 30 gHen 0

OnepaTuBHble 360 gHen 1 MuHyTa
HeonepaTtnBHble 720 pHen 30 MuHYT

HacTpoviku moaynsi npegcrtasneHsl B Tabnuue 29.
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Mpynna HacTtpowka 3Ha4vyeHue no [ OnucaHue
HacTpoek yMOmn4YaHuio
- Mwmsa obbekTa ApxunBupoBaHue -

Wmsa knacca gns nnaruHa TagCompressor -

Wma dparna nnarvHa tagcompressor -

O6wme OTpenbHbI NOTOK Ha 3anyckatb Modynb B OTAESNIbHOM
noToke

MpuoputeT moayns 128 MpuopwuTteT Mmoaynsa (cambln HU3KUA 1,
CaMblIil BbICOKMIN 255)

Bpems oxuaanus (mc) 60000 Bpems oxuaaHusa otBeTa Ha koMaHay

WHTepBan npoBepku (Mc) 1000 WHTepBan npoBepku oTBeTa OT
o6paboTumka

Kon-Bo NoBTOpOB KOMaHAbI 0 KonuyecTtBo noBTOPOB KOMaHAbI, €Crv
06paboTumMk He oTBevyaeT 3a Bpems
OXMWOaHUsA OTBETA Ha KOMaHay

MoHUTOPUHT OtcnexvBaTb NnapameTpbl Het OtcnexunBaTb BHYTPEHHME
napameTpbl Moayrns

JlormpoBaHue Het 3anucbiBaTh JaHHbIE MOHUTOPUHIA B
nor

' BHumaHume: Mocne
/= 4 wncnonb3oBaHus
ob6s3aTenbHO OTKIIOUMTE
HaCTPOWKY, Tak Kak
poTauus  3anucen  OaHHbIX
MOHUTOPUHrA B JOT  He
KOHTpOnuMpyeTcs.

[wnarHoctnyeckas Oa OtBeyaTb Ha KOMaHObl onpoca

WHpopmauums OunarHocTnyeckon nHgpopmaumm

WHTepsan arperauum (Mc) 60000 WHTepBan arperauum
OWNarHoCTUYECKNX OaHHbIX

WHTepBan namepexun (Mc) 1000 WHTepBan n3mepeHuni
arpernpoBaHHbIX  OMArHOCTUYECKMX
OaHHbIX

Pacnuncanue 3agaHo HUKOrga Korgpa nocnegHun pas M3MeEHANocb

pacnucaHue 3anycka Moaynsi.
3aBucnut oT Hactpoek [lepmop wun
Bpems Hayana Huxe.
Ecnun «Hukorgay, 3Ha4MT pacnucaHue
He 3apaBanocb c MOMEHTa
KOH(OMIrypmpoBaHms CUCTEMBI.
Mogynb Gyget 3anyckatb 06paboTtky
apxumBa COrfiacHO HacTpovkam Mo
YMOMYaHUIO: Kaxabi AeHb B 2:00 4. no
BPEMEHN CUCTEMBI.

Mepwuopn exeqHeBHO Mepwon 06paboTkun apxuea:
eXeaHeBHO, exeHeaenbHo unu
€XXEeMECSIYHO.

Bpemsa Havana 02:00 Bpemsi Hayana obpaboTku apxusBa
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Mpynna Hactpownka 3Ha4vyeHue no [ OnucaHwue

HacTpoek yMorn4yaHuio
leHepupoBaTb cobbiTve [ [a leHepupoBaTb cobbiTne o]
0 npowelen  O4YUCTKE npoweglwen O4YMCTKE apxvMBOB B
apxuBoB xypHane cobbituin Redkit Workstation
MosTopbl Npu owmnbke B 3 Ckonbko pa3 noBTOPATb  NOMbITKM

apxuBMpoBaHus npu owmnbke b

5.5.4.4.1 BbiOGop TeroB AnA NonMTMK apxmBMpoBaHUs

1. Haxmute gBoriHbiM wendkom JIKM no nonutmke. OTKPOETCS OKHO C AEPEBOM NPOEKTA.

2. Bbibepute Term un Haxmute OK (PucyHok 107).

HaGop Teroe

BriBepuTe Tern.

| Haiiti

HazeaHwe

* [J] MNpoekr

1T

2T

10 kB

220 kB

400 B

BN

leHepaTopel CHTHANOE
Knrou ynpaeneHua
MonwTopuar OTNPY
nar

Cwunoesoi TpaHcdopmatop 2K 5

Cwunoeoi TpaHcdopmatop 2X 6

5 T T T T T Y S 0

Tect

PucyHok 107 - BbiGop Teros ansi NONUTUK apXMBUPOBAHUA

3. lNoeTopuTte warn 1-2 ons ocTanbHbIX NOMUTUK.
4. Haxmute NpuUMeHUTb.

5. lMepesanyctute cnyxby Redkit yepes ytunuty dbctl.

5.5.4.5 Beb6-cepBep

Beb-cepBep — moaynb Beb-ceprepa Redkit.

Ta6bnuua 30 - Hactpownku monyns «Beb-cepsep»

Mpynna HacTtpownka 3HayeHue no | OnncaHue
HacTpoek yMOn4YaHuio
- Mmsa obbekTa Beb-cepep -
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http-cepBepa

Redkit-Lab/Redkit

Mpynna Hactpownka 3Ha4vyeHue no [ OnucaHwue
HacTpoek yMOS4yaHuto
Mmsa knacca gns nnaruHa WasmServer -
Wma dparna nnarvHa wasmserver -
O6wme OTpenbHbIi NOTOK Ha 3anyckatb Modynb B OTAESNIbHOM
noToke
MpuoputeT moayns 128 MpuopwuTeT Mmoaynsa (camblin HU3KUA 1,
CaMblIi BbICOKMIN 255)
Bpems oxuaanus (mc) 60000 Bpems oxuaaHus otBeTa Ha koMaHay
WHTepBan npoBepku (Mc) 1000 WHTepBan npoBepku oTBeTa  OT
o6paboTumka
Kon-Bo nosTopoB komaHabl |0 KonuyecTtBo NoBTOPOB KOMaHAbI, €Crv
0obpaboTumk He oTBeYaeT 3a BpeMms
OXMWOaHUsA OTBETA Ha KOMaHay
MoHUTOPUHT OtcnexnBaTb NnapameTpbl Het OtcnexmnBatb BHYTPEHHME
napameTpbl Moayrns
NornpoBaxue Het 3anucbiBaTb AaHHbIE MOHWUTOPMHIA B
nor
. BHumaHue: Mocne
£ '_1 NCMNONb30BaHWs
obsA3arenbHO OTKMO4NTE
HaCTPOWKY, Tak Kak
poTauus  3anucen  OaHHbIX
MOHWUTOPWHIA B  1Or  He
KOHTPONMpyeTCS.
[wnarHoctnyeckas Oa OtBeyaTb Ha KOMaHObl onpoca
WHpopmauums AunarHocTnyeckon nHgpopmaumm
WHTepsan arperauum (Mc) 60000 WHTepBan arperauum
ONarHOCTUYECKUX JaHHbIX
WHTepBan namepexun (Mc) 1000 WHTepBan n3mepeHuni
arpernpoBaHHbIX  OMArHOCTUYECKMX
OaHHbIX
YacTHble Mepwopg obHapyxeHus | 5 Mepwvopg obHapyxeHus
ayonvpytowero moayns (c) ayonuvpytowero mogyns
MopT http-cepsepa 8080 MopT http-cepsepa
Mopt ons NAT 0 Mopt ons NAT
Appec http-cepsepa 0.0.0.0 Appec http-cepsepa
Agpec ansa NAT - Agpec ansa NAT
OvpekTopus pecypcos | C:/Program  Files/ | QupekTopusa pecypcos http-cepeepa

Mwms yana Beb APMa

Redkit_Workstation

MpeanoytuTeneHbin y3en Bed6 APMa
ONS NOAKMYeHNs

5.5.4.6 NeHepaTop oT4eTOB

I'eHepaTop oT4yeTOB — MOAYJlb HaCTDOVIKVI aBTOMaTU4ecKkomn reHepauunn oT4eTOB.
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Ta6bnuua 31 - Hactpoiku moaynsa «FeHepaTop oT4eTOB»

Mpynna HacTtpowka 3Ha4vyeHue no [ OnucaHue
HacTpoek yMOmn4YaHuio
- Mwmsa obbekTa eHepaTop OTYETOB | -
Wmsa knacca gns nnaruHa ReportAutoGenerator -
Mmsa danna nnarnHa reportautogenerator |-
O6wme OTpenbHbI NOTOK Ha 3anyckatb Modynb B OTAESNIbHOM
noToke
MpuoputeT moayns 128 MpuopwuTteT Mmoaynsa (cambln HU3KUA 1,
CaMblIil BbICOKMIN 255)
Bpems oxuaanus (mc) 60000 Bpems oxuaaHusa otBeTa Ha koMaHay
WHTepBan npoBepku (Mc) 1000 WHTepBan npoBepku oTBeTa OT
o6paboTumka
Kon-Bo NoBTOpOB KOMaHAbI 0 KonuyecTtBo noBTOPOB KOMaHAbI, €Crv
obpaboTumk He oTBeYyaeT 3a BpeMms
OXMWOaHUsA OTBETA Ha KOMaHay
MoHUTOPUHT OtcnexvBaTb NnapameTpbl Het OtcnexmnBatb BHYTPEHHME
napameTpbl Moayrns
NornpoBaxue Het 3anucbiBaTb AaHHbIE MOHWUTOPMHIA B
nor
' BHumaHue: Mocne
/= 4 wncnonb3oBaHus
obsA3arenbHO OTKMOYNTE
HaCTPOWKY, Tak Kak
poTauus  3anucen  OaHHbIX
MOHWUTOPWHIA B  1Or  He
KOHTPONMpyeTCS.
[wnarHoctnyeckas Oa OtBeyaTb Ha KOMaHObl onpoca
WHpopmauums OunarHocTnyeckon nHgpopmaumm
WHTepsan arperauum (Mc) 60000 WHTepBan arperauum
ONarHOCTUYECKUX OaHHbIX
WHTepBan namepexun (Mc) 1000 WHTepBan n3mepeHuni
arpernpoBaHHbIX  OMArHOCTUYECKMX
OaHHbIX
YacTHble CoobuieHne nycTo CoobLeHne, NPUKPENIIEHHOE K OTYETY
Tema nycTo Tema nucbMa c 0T4ETOM

5.5.4.7 Ucnonb3oBaHue AMckKa

Ucnonb3oBaHue pucka — MOAyInb OTClEeXnBaHNA UCMNONb30BaHNA OUCKOB B CUCTEME. Korga mecTo Ha XecTkom
ONCKE 3aKaH4YMBaEeTCA, B XKypHarne cobbIThi 6y,u,eT BbIBOANTLCS COOOLLEHNE C npegynpexneHnem.

Tabnuua 32 - Hactpowku moayns «Mcnonb3oBaHue gucka»

Mpynna HacTtpowka 3Ha4vyeHue no [ OnucaHue
HacTpoek yMOn4YaHuio
- Nms obbekTa Wcnonb3oBaHue -
ancka
Wmsa knacca gns nnaruHa DiskSpaceChecker |-

Wma dparna nnarvHa

diskspacechecker
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Mpynna HacTtpowka 3HauyeHue no | OnucaHue
HacTpoek yMOS4yaHuto
Obwume OTaenbHbIN NOTOK Oa 3anyckatb Modynb B OTAENbHOM
noToke
MpuoputeT moayns 128 MpuropwuTteT Mmoaynsa (camblin HU3KURA 1,
caMmblli BbICOKUIA 255)
Bpewmsi oxnganusa (mc) 60000 Bpemsa oxugaHus otBeTa Ha kKomaHay
WHTepBan npoBepku (Mc) 1000 MHTepBan npoBepkn oTBeTa OT
obpaboTtumka
Kon-Bo nosTopoB komaHabl |0 KonnyecTBo NOBTOPOB KOMaHAbl, ECNN
06paboTumMk He OTBeYaeT 3a BpeMs
oXuaaHus OTBETa Ha KOMaHAy
MoHuUTOpUHr OTcnexnBaTb napameTpbl Het OtcnexwnBaTtb BHYTpEHHME
napameTpbl Moayns
JlormposaHue Het 3anucbiBaTb AaHHbIE MOHUTOPUHIa B
nor
' BHumaHwue: Mocne
[ = 4 MCnonb3oBaHusA
obs3aTtenbHO OTKNIoUMTE
HaCTPONKY, Tak Kak
poTauusi 3anMcen  AaHHbIX
MOHUTOPWHrA B  NOr  He
KOHTpOnupyeTcs.
OnarHocTtnyeckas Oa OTtBeyaTb Ha KOMaHgbl omnpoca
MHdopMauna OnarHocTn4eckom nHpopmaumm
WHTepBan arperauum (Mc) 60000 WHTepBan arperauumm
ONarHoCTUYECKNX AaHHbIX
WHTepBan namepexui (Mc) 1000 WHTepBan n3mepeHuni
arpernpoBaHHbIX  OMAarHOCTUYECKMX
OaHHbIX
WUcnonb3soBaHnne | EgnHuubl namepeHus % EouHnubl nsmepenus: % vnn N
ancka
Mpegynpeaute o Hexsatke | 20 HOomkHo BbITb  cTporo  Gonblue
MecTa, Korga Ha gucke ¢ bl 3Ha4YeHUs Havana potauun
ocTanock cBoboaHo B %/I'B
Hayatb poTtaumto, korga Ha|10 [omkHO OblITb  CTPOrO  MEHbLUEe
oucke ¢ Bl ocrtanocb npegynpeanTenbHOro 3HadeHns
cBoboaHo B %/'b
Pacnucanwne Pacnucanwne 3agaHo HVKorga Korga nocnegHuin pa3 M3MEHSOCh
06paboTku pacnucaHue 3anycka Moayns.
apxuBa 3aBucut ot Hactpoek [epuog wu
XypHana Bpems Hauyana Huxe.
Ecnn «Hukorgay», 3HauuT pacnmcaHue
He 3agaBarnochb c MOMEHTa
KOHUrypmpoBaHus CUCTEMBI.
Mogynb Gyget 3anyckatb 0b6paboTky
apxuMBa U >XypHana  COrfacHo
HacTpoMKam MO YMOSYaHWUIO: KaXKabln
AeHb B 03:30 4. No BpEMEHU CUCTEMBI.
Mepwopg eXxegHeBHO Mepuog  obpaboTkn apxuBa w

XypHana: exegHeBHO, eXeHeOeslbHO
nnn exxemecda4Ho.
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Mpynna Hactpownka 3Ha4vyeHue no [ OnucaHwue
HacTpoek yMorn4yaHuio
Bpems Havana 03:30 Bpemsi Hayana obpaboTku apxvsa u
XypHana
ApxuB cobbiTuin | YoaneHve 3anvcen Het YoaneHve 3anvcen apxmsa cobbiTui

OcTaBnaTh AaHHble mnague | 1

OcTtaBnaTb gaHHble Mnagwe (QHen)

ApXu1B 3HaA4YEHUI

(aHen)

Ynanate 3a pa3 He OGonee |1 Yoanate 3a pas He 6onee (MecsLeB)
(mecsueB)

YnaneHue 3anucen Ja YnaneHue 3anucen apxmea 3HaueHMi
OctaBnatb aaHHble mnaguwe | 100 OcTtaBnaTb AaHHble Mnaglle (aHen)
(aHei)

Yoanate 3a pa3 He ©Gonee |6 Ypanatb 3a pa3 He 6onee (MecsueB)

(mecsaueB)

5.5.4.8 KnueHT npoTtokona lec104

KnueHT npotokona lec104 — moaynb, oTBe4aoLwmn 3a cbop gaHHbIX No npotokony MOK 60870-5-104.

Tabnuua 33 - Hactponku moayns «KnueHT npotokona lec104»

(mc)

Mpynna HacTpoek | HacTponka 3HayeHue no | OnncaHue
yMOJI4aHuUIo
- Mmsa obbekTa Knnent  npotokona | -
lec104
Nmsa Knacca ansa | lec104Client -
nnarvHa
Wmsa danna nnarnHa iec104-client -
O6wwme OTaenbHbIN NOTOK Oa 3anyckaTb MOAyrb B OTAENbHOM MOTOKe
MpuoputeT moayns 128 Mpuoputer moaoyna (camblil HU3KUA 1,
caMmblli BbICOKUIA 255)
Bpems oxungarus (mc) | 60000 Bpemsa oxugaHus oTBeTa Ha KoMaHay
WHTepBan nposepku | 1000 WHuTepBan npoBepKn oTBeTa oT
(mc) obpaboTtumka
Kon-Bo nosTopos | 0 KonnyectBo MOBTOPOB KOMaHAbl, €CNu
KOMaHAbl obpaboTyMk He oTBe4yaeT 3a BpeMs
oXuaaHus OTBETa Ha KOMaHAy
MOHUTOPWHT OTcnexuBarb Het OTcnexuBatb BHYTPEHHME NapamMmeTphbl
napamMerpbl mMoayns
JlornposaHue Het 3anuckiBaTb JaHHbIE MOHUTOPWHIA B Nor
' BHuMaHue: Mocne
/& 4 wncnonb3oBaHus  obaA3aTenibHO
OTKMNIOUMTE  HACTPOMKY,  Tak
KaK poTauus 3anuvcen OaHHbIX
MOHUTOpUHra B nor He
KOHTpOnupyeTcs.
IunarHoctnyeckas Ja OtBevatb Ha KOMaHAbl ornpoca
MHopMaLns OnarHocTn4eckom nHgpopmaumm
WHTepBan arperaumm | 60000 WHTepBan arperaumm AnarHOCTUYECKUX

AaHHbIX
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Fpynna HacTpoek | HacTpoika 3HauveHue no [ OnucaHwue
yMOn4YaHuio
WuTepBan  uamepeHuin | 1000 WHTepBan usmepeHun arpermpoBaHHbIX
(mc) ONarHOCTUYECKUX OaHHbIX
MpoTokon YnpasneHue kadectsom | [a YnpaBnatb Ka4yecTBOM
CoxpaHsTb [a CoxpaHaTb nms nornb3oBaTens,
nonb3oBaTens OTMpaBMBLLETO KOMaHAY yrnpaBreHns unm
NMOACTaHOBKY
Bpewms oxmnaganua (mc) [ 5000 Bpems oXunaaHus pesynerata
MOACTaHOBKM
Bpewms accoumanmm (mc) | 5000 Bpewmsa accouuaumm 3Ha4YeHus
C KOMaHzon ynpaeneHus nunm
NoACTaHOBKOM
Bpemsi  6ydepusauum | 180000 Bpemsi Oydepusaumm Ha pe3epBHOM
(mc) cepsepe
Mepuoa 60 Mepuvog WHOPMUPOBAHUSA 06
WHPOPMUPOBaHMS (CeK) OBHapyXeHUN pacxXxoXOeHUs BpemMeHU
NCTOYHMKA AaHHbIX U cepBepa
OnepexeHne Bpemenu | 43200000 Honyctumoe  onepexeHve  BpemeHu
(mc) WCTOYHUKA AaHHbIX OT BPEMEHN cepeepa
(MrHUMYM 0, makcmym 43200000)
3anasgpiBaHue Bpemerun | 2592000000 [onyctumoe 3anasgbiBaHue BpeMeHu
(mc) WCTOYHMKA AaHHbIX OT BPpEMEHU cepBepa
(MuHMMYM 0, makcnmyMm 2592000000)
KnueHt 3apgepxka crapta (mc) | 1000 3apgepxka crtapTta (Mc)
npoTokona -
Cnmcok rpynn yCTPOWCTB | NyCTO Ecnu nycTo, 3HaunMT ncnonb3oBaHne BCEX
HanaeHHbIX rpynn yCTPOMCTB
YacTHble 3anucb XypHanos | Het 3anuck XypHanos obmeHa C
obmeHa ¢ ycTponcTesamu ycTponcTBamm
PesepBHbIn mogynb | da PesepBHbIN MOAYNb AepxaTb B pexume
gepxatb B pexume onpoca
onpoca
Oensta Bpemenn ans| 1000 Oensta BpemeHn Ons Koppekuuu
KoppeKLuu 3Ha4veHus 3HayeHus (Mc)
(mc)

5.5.4.9 KnueHT npoTtokona lec61850

KnueHT npotokona lec61850 — mogynb, oTBevatomin 3a cbop aaHHbIX nNo ctaHgapty M3AK 61850.

Tabnuua 34 - Hactponku moaynsa «KnueHT nporokona lec61850»

Mpynna HacTpoek | HacTponka 3HauyeHue no | OnncaHue
yMOn4YaHuio
- Mmsa obbekTa KnneHt  npotokona | -
lec61850
Nms Knacca ans [ lec61850Client -
nnarvHa
Wwma canna nnaruHa iec61850-client -

Obuwwe OTaenbHbIN NOTOK Oa 3anyckaTb Moayrb B OTAENbHOM MOTOKE

116



Redkit SCADA 2.0. PykoBoacTtso agmuHucTtpatopa OC ALT Linux 8 SP. Bepcus 2.0.2208

Fpynna HacTpoek | HacTpoika 3HauveHue no [ OnucaHwue
yMoOn4aHuio
MpuopuTeT moayns 128 Mpuoputer moaoyna (camblil HU3KURA 1,
caMmblli BbICOKUIA 255)
Bpems oxungarus (mc) | 60000 Bpemsa oxungaHus oTBeTa Ha KoMaHay
WHTepBan nposepku | 1000 WHTepBan npoBepKn oTBeTa oT
(mc) obpaboTtumka
Kon-Bo nosTopos | 0 KonnyectBo MOBTOPOB KOMaHAbl, €CNu
KOMaHAbl obpaboTymMk He oTBe4yaeT 3a BpeMs
oXuaaHus OTBETa Ha KOMaHay
MOHUTOPUWHT OTcnexuBarb Het OTcnexuBaTtb BHYTPEHHME NapamMmeTphl
napametpbl mMoayns
JlornposaHue Het 3anuckiBaTb JaHHbIE MOHUTOPWHIA B Nor
' BHuMaHue: Mocne
/& 4 wncnonb3oBaHus  06a3aTernibHO
OTKMNIOUMTE  HACTPOMKY,  Tak
KaK poTauus 3anucer OaHHbIX
MOHUTOpUHra B nor He
KOHTpOnupyeTcs.
IunarHoctnyeckas [a OtBevatb Ha KOMaHAbl ornpoca
MHopMaLna OnarHocTn4eckom nHgpopmaumm
WHTepBan arperaumm | 60000 WHTepBan arperaumm AnarHOCTUYECKUX
(mc) OaHHbIX
WHTtepBan uamepenuit | 1000 VHTepBan M3MepeHun arpernpoBaHHbIX
(mc) JONarHoCTUYECKUX AaHHbIX
MpoTtokon YnpaeneHnue kavyectsom | [a YnpaBnaTb Ka4ecTBOM
CoxpaHsaTtb Ja CoxpaHaTb nmsi nonb3oBarens,
nons3oBarens OTMNpaBUBLLErO KOMaHAy ynpaBneHns unm
NoACTaHOBKY
Bpewms oxnganuda (mc) 5000 Bpems oXnaaHus pesynerata
NoACTaHOBKM
Bpewms accoumaumm (mc) | 5000 Bpewms accoumayum 3Ha4eHus
c KOMaHaon yrnpaBneHuns nnm
NOACTaHOBKOM
Bpemss  6ydepusauum | 180000 Bpemsi Oydepusaumm Ha pe3epBHOM
(mc) cepsepe
Mepwuog 60 Mepuog MHGOPMNPOBaHNA o0
WHOpPMUpPOBaHMSA (Cek) OOHapyXeHUN pPacXOXOEHUS BPEMEHU
NCTOYHMKA OaHHbIX U cepBepa
OnepexeHne Bpemenn | 43200000 Jdonyctumoe  onepexeHne  BpeEMEHU
(mc) WCTOYHUKA AaHHbIX OT BPEMEHU cepeepa
(MrHUMYM 0, makcmym 43200000)
3anasgbiBaHue Bpemerm | 2592000000 Honyctumoe 3anasgbiBaHWe BpemeHu
(mc) NCTOYHUKA AaHHbIX OT BpeMeHUn cepeepa
(MrHUMYM 0, makcumym 2592000000)
KnneHt Bagepxka ctapta (mc) | 1000 3agepxkka ctapTa (Mc)
npoTokona -
Cnmcok rpynn yCTPOWCTB | NyCTo Ecnu nycTo, 3HaunMT ncnonb3oBaHne Bcex

HanZeHHbIX FPynn yCTPOMUCTB
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Fpynna HacTpoek | HacTpoika 3HauveHue no [ OnucaHwue
yMoOn4aHuio

YacTHble Bknountb onpoc | Het BkntounTb onpoc ocumnnorpamm ¢ IED
ocuunnorpamm
BkrnitounTs yaaneHuve | Het BknounTb yoaneHve cTapbIx
CTapbIX OCLMMANOrpaMmm ocumnnorpamm
3anucb XypHanos | Het 3anucb XypHanos obmeHa c
obmeHa ¢ ycTponcTBaMm yCTpOMCTBaMu
Pe3epBHbIN moaynb | da PesepBHbI MOOYNb AepXaTb B pexume
aepxatb B pexume onpoca
onpoca
XpaHUTb Het XpaHuTb ocuunnorpammbl B B[] BmecTo
ocuunnorpammel B B[} XpaHeHus Ha pAucke. Mo ymonyaHuio
BMECTO gucka OCLMIIIOrpaMmbl XpaHSITCA Ha QUCKE.
OnutenbHOCTb 0 Ecnu oTpuuatensHoe 4ncrno, To CeKyHabI
XpaHeHus
ocumnnorpamm, CyTku
Kateropusa namumatopa |2 Kateropus nHmumatopa (orCat)
Mepuopg onpoca |0 Mepuog onpoca ocumnnorpaMmm (Cek)
ocumnnorpamm (cek)
Bpewms Ha4ana | nycTo Bpemsa Ha4ana yoaneHus
yaaneHus OCLMITIIOrPamMm, Yacbl:MUHYTbl. CeKkyHAabl
ocumnnorpamm, UrHOPUPYIOTCS.
Yacbl:MUHYTbI
WoeHTudgukaTop 1 MpeHTndmkaTop cepeepa
cepsepa
MyTb [ns coxpaHeHus | NycTo MyTb ONA COXpaHEeHMs1 OCLMIIIorpaMmm,
ocuunnorpaMmm nony4eHHbIx ¢ IED
MyTe kK  nporpamme | NycTto MyTb K nporpamme npocmMoTpa
npocmMoTpa ocuunnorpamm
ocumnnorpamm

5.5.4.10 KnueHT npotokona Modbus

KnueHT npotokona Modbus — moaynb, oTBevatoLLmit 3a cbop AaHHbIX No npoTtokony Modbus.

Ta6bnuua 35 - Hactporku moayns «KnueHTt npotokona Modbus»

Mpynna HacTpoek | HacTponka 3HayeHue no | OnncaHue
yMOn4yaHuio
- Nmsa obbekTa KnveHT  npotokona |-
Modbus
Nmsa Knacca ansa | ModbusClient -
nnarvHa

Nmsa danna nnarnHa

modbus-client

O6wue

OToenbHbIN NOTOK Oa 3anyckatb MoAyrb B OTAENbHOM NOTOKE

MpuoputeT moayns 128 Mpuoputer moaoyna (cambll HU3KURA 1,
caMblli BbICOKMIA 255)

Bpems oxungarus (mc) | 60000 Bpems oxugaHusa oTBeTa Ha koMaHay
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Fpynna HacTpoek | HacTpoika 3HauveHue no [ OnucaHwue
YMOMnYaHuio
WuTepBan nposepku | 1000 WHTepBan npoBepKn oTBeTa oT
(mc) obpaboTtumnka
Kon-Bo nosTopos | 0 KonnyectBo MNOBTOPOB KOMaHAbl, €Cnu
KoMaHabl 0o6paboTumMKk He oOTBe4YaeT 3a Bpems
OXMOaHUsa OTBETA Ha KOMaHay
MOHMTOPUHT OTtcnexwnBarb Het OTcnexuBaTb BHYTPEHHME NapamMmeTpbl
napamMeTpbl mMogyns
JlormpoBaHue Het 3anucbiBaTb AaHHbIE MOHUTOPWHIA B JTOT
' BHumaHue: Mocne
/= 'y wncnonb3oBaHus  06aA3aTeribHO
OTKMIYMTE  HaCTpPOWKy,  TakK
KaK poTauus 3anucen LaHHbIX
MOHWUTOPUHra B nor He
KOHTpONMpyeTCcs.
[wnarHoctnyeckas Oa OtBevatb Ha KOMaHAbl ornpoca
WHopmaums AnarHocTnyeckon uHopmaumm
WHTepBan arperauum | 60000 WHTepBan arperauum [uMarHOCTUYECKMX
(mc) OaHHbIX
WHTtepBan  wuamepeHuin | 1000 WHTepBan u3MepeHun arpermpoBaHHbIX
(mc) JMarHOCTUYECKMUX AaHHbIX
MpoTokon O6beanHsaTbL TCP | Het O6beguHaTts TCP ycTpoincTBa onpoca
yCTpOKNCTBa onpoca
CoxpaHsaTtb Oa CoxpaHaTb nms none3oBaTens,
nornb3oBaTens OTMpaBMBLLETO KOMaHAY ynpaBneHns unm
MOACTAHOBKY
YnpasneHue kadectsom | [a YnpaBnaTbe Ka4eCcTBOM
Bpewms accoumanmm (mc) | 5000 Bpems accouuauum 3HaYeHus
c KoMaHaon yrnpasneHusi nnu
NoACTaHOBKOM
Bpems  6ydepwusauun | 180000 Bpemsi Oydepusaumm Ha pesepBHOM
(mc) cepBepe
Bpewms oxnganus (mc) | 5000 Bpewms OXMaaHus pesynerata
NMOACTaHOBKM
3apgepxka crapta (mc) | 1000 3apgepxka crtapTta (Mc)
3anasgpiBaHve BpemeHu | 0 JonyctMMoe 3anasgbiBaHWe BpeMeHu
(mc) NCTOYHMKA JAHHBIX OT BPEMEHU cepBepa
(MuHUMYM O, MakcumyMm 2592000000)
OnepexeHne Bpemenn | 43200000 Jdonyctumoe  onepexeHne  BpeEMEHU
(mc) WCTOYHUKA AaHHbIX OT BPEMEHU cepeepa
(MrHUMYM 0, makcmym 43200000)
Mepuropg 60 Mepwog WHOPMUPOBAHUSA 06
WHPOPMUPOBAHMS (CeK) OBHapyXeHUN pacxXxoXOeHUs BpeMeHU
NCTOYHMKA OaHHbIX U cepBepa
Cnmcok rpynn yCTPOWCTB | NycTo Ecnu nycTo, 3HaunT ncnonb3oBaHue Bcex

HaWOeHHbIX rpyrnn yCTPOMCTB
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5.5.4.11 KnueHTt npotokona SNMP

KnuenTt npotokona SNMP — moaynb, otBevatowwmm 3a cbop gaHHbix no npotokony SNMP.

Tabnuua 36 - Hactponku moayns «KnueHT nporokona SNMP»

Mpynna HacTpoek | HacTponka 3HayeHue no | OnncaHue
yMOJI4aHUIo
- Mmsa obbekTa Knnent  npotokona | -
Snmp
Nmsa Knacca ans | SnmpClient -
nnarvHa
Nmsa danna nnarnHa snmp-client -
Ob6wwme OTaenbHbIN NOTOK Oa 3anyckaTb MOAyrb B OTAENbHOM MOTOKe
MpuopuTeT moayns 128 Mpuoputer moagyna (camblil HU3KUA 1,
caMmblli BbICOKUIA 255)
Bpems oxungarus (mc) | 60000 Bpemsa oxungaHus oTBeTa Ha KoMaHay
WHTepBan nposepku | 1000 WHTepBan npoBepKn oTBeTa oT
(mc) obpaboTtumka
Kon-Bo nosTopos | 0 KonnyectBo MOBTOPOB KOMaHAbl, €CNu
KOMaHAbl obpaboTuMk He oTBe4YaeT 3a BpeMs
oXuaaHus OTBETa Ha KOMaHAy
MOHUTOPWHT OTtcnexuBarb Het OTcnexuBatb BHYTPEHHME NapamMeTphbl
napamMerpbl mMoayns
JlornposaHue Het 3anuckiBaTb JaHHbIE MOHUTOPWHIA B NOr
' BHuMaHue: Mocne
/& 4 wncnonb3oBaHus  06aA3aTenbHO
OTKMNIOUMTE  HACTPOMKY,  Tak
KaK poTauus 3anucen OaHHbIX
MOHUTOpUHra B nor He
KOHTpOnupyeTcs.
[unarHoctnyeckas [a OtBevyaTtb Ha KOMaHAbl ornpoca
MHopMaLna OnarHocTn4eckom nHgpopmaumm
WHTepBan arperauum | 60000 WHTepBan arperaumm AnarHOCTUYECKUX
(mc) OaHHbIX
WHTtepBan uamepenuit | 1000 VIHTepBan M3MepeHun arpernpoBaHHbIX
(mc) JONarHoCcTUYeCKUX AaHHbIX
MpoTtokon YnpaeneHnue kavyectsom | [a YnpaBnaTb Ka4ecTBOM
CoxpaHsaTtb Ja CoxpaHaTb nmsi nonb3oBaTens,
nons3oBarens OTMNpaBUBLLErO KOMaHAy ynpaBneHns unu
NoACTaHOBKY
Bpewms oxnganuda (mc) | 5000 Bpems oXnaaHus pesynerata
NoACTaHOBKM
Bpewms accoumaumm (mc) | 5000 Bpewms accoumauum 3Ha4eHus
c KOMaHaon yrnpaBneHuns nnm
NOACTaHOBKOM
Bpemss  6ydepwusauum | 180000 Bpemsi Oydepusaumm Ha pe3epBHOM
(mc) cepsepe
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Fpynna HacTpoek | HacTpoika 3HauveHue no [ OnucaHwue
yMon4yaHuio
Mepuropg 60 Mepwog WHOPMUPOBAHUSA 06
WHPOPMUPOBaHMS (CeK) OBHapyXeHUN pacxXxoXOeHUs BpemMeHU
WCTOYHMKA AaHHbIX 1 cepBepa
OnepexeHne Bpemenu | 43200000 Honyctumoe  onepexeHve  BpemeHu
(mc) WCTOYHUKA AaHHbIX OT BPEMEHN cepeepa
(MrHUMYM 0, makcmym 43200000)
3anasgpiBaHue Bpemerun | 2592000000 [onyctumoe 3anasgbiBaHuMe BpeMeHu
(mc) WCTOYHMKA AaHHbIX OT BPpEMEHU cepBepa
(MuHMMYM 0, makcnmyMm 2592000000)
KnueHt 3apgepxka crapta (mc) | 1000 3apgepxka crtaprta (Mc)
npoTokona y
Cnucok rpynn yCTpOWCTB | MycTo Ecnu nycTo, 3HauMT ucnonb3oBaHne BCcex
HanaeHHbIX rpynn yCTPOMUCTB

5.5.4.12 KoHBepTep thannos ocumnnorpamm

KOHBepTep cbaﬁnoa ocuunnorpamMm — Mmoayinb, oTBevarLWmmn KOHBEPTUpPOBaHME OCLUUIIIOrpamMm.

Tabnuua 37 - Hactponku moayns «KoHsepTtep channos ocumnnorpamm»

Fpynna HacTpoek Hactpowka 3HayeHue No yMonyaHuo
- Ums obbekTa KoHBepTep davinos ocumnnorpamm

Mms knacca ans nnarvHa OscFormatConverter

Mmsa dhanna nnarnHa oscformatconverter
O6wwme OTpoernbHbI NOTOK Ha

MpuoputeT Mmoayns 128

Bpewmsi oxngaHusa (mc) 60000

WHTepBan npoBepku (Mc) 1000

Kon-Bo NoBTOpOB KOMaHAbI 0
MoHuTOPUHT OtcnexvBaTb NnapameTpbl Het

JlormposaHune Het

[wnarHoctnyeckas nHdopmauns Het

WHTepsan arperauum (Mc) -

WHTepBan namepeHui (Mc) -

5.5.4.13 KoHdhurypartop

KoHdmrypaTtop — mogynb rpadudeckoro nntepdgenca Redkit Configurator.

Tabnuua 38 - Hactponku mopyns «KoHdumrypatop»

Mpynna HacTtpomka 3HauyeHue no | OnncaHue
HacTpoek yMOJI4aHuto
- Mmsa obbekTa KoHdpurypatop -
Mma knacca ons mogyns GuiPlugin -
Wmsa cparina moaynsa guiplugin -
O6Lwume MpuoputeT moayns 128 MpuoputeT Mmoayns (camblin HU3KKIA 1,
caMblli BbICOKUIA 255)

121




Redkit SCADA 2.0. PykoBoacTtso agmuHucTtpatopa OC ALT Linux 8 SP. Bepcus 2.0.2208

Mpynna
HacTpoek

Hactpownka

3Ha4yeHue
yMOn4YaHuio

no

OnucaHue

Bpewms oxngaHusa (mc)

60000

BpeMﬂ OXnaaHuma oTeBeTa Ha KOMaHay

WHTepBan npoBepku (Mc)

1000

WHTepBan
o6paboTumka

npoBepkM oTBeTa OT

Kon-Bo noBTOpOB KOMaHAb!

KonunyecTBo NOBTOPOB KOMaHAbI, ECMK
06paboTuMKk He OTBevyaeT 3a BpewMms
OXWAaHWsa OTBETA Ha KOMaHay

MoHuTOpUHT

OtcnexuBaTtb napamMeTpbl

Het

OTcnexuBaTtb
napameTpbl Moayns

BHYTPEHHNE

JlormposaHue

Het

3anucbiBaTh JaHHbIE MOHUTOPWUHIa B
nor

~ BHuUmMaHwue: Mocne
21 MCNonb30BaHUS

obsa3aTenbHO OTKIouUTE
HaCTPOWKY, Tak Kak
poTauusi 3anuMcer  AaHHbIX
MOHUTOPWHrA B TNOr  He

KOHTPOJITUPYETCA.

i

[unarHoctnyeckas
NMHpopmaums

[a

OTtBeyaTb Ha KOMaHgbl onpoca
AunarHocTnyeckon nHpopmaumm

WHTepBan arperauum (Mc)

60000

WHTepBan
ONarHoCTUYECKNX AaHHbIX

arperauuu

WHTepBan namepexui (Mc)

1000

WHTepBan
arpermpoBaHHbIX
OaHHbIX

M3MepeHNN
ONarHoCTUYECKMX

5.5.4.14 JlokanbHble napameTpbl CUCTEMbI

JNlokanbHbIe napameTpbl CUCTEMbIl — MOAOYI1b, oTBevaroLwmn 3a OVNarH0CTUKY 1 BbiBOA I/IH(bOpMaLI,VIVI (0} pa60Te

CUCTEMBbI.

Ta6bnuua 39 - Hactponku moayns «JlokanbHble NapaMeTpbl CUCTEMbI»

Mpynna HacTtpowka 3Ha4vyeHue no [ OnucaHue
HacTpoek yMOn4YaHuio
- Nms obbekTa JlokanbHble -
napameTpsbl
cucTemsbl
Wmsa knacca gns nnaruHa SySensors -
Wma cparna nnarvHa sysensors -
O6wwme OTpenbHbIi NOTOK Ha 3anyckatb Modynb B OTAESNIbHOM
noToke
MpuoputeT moayns 128 MpuopwuTteT Mmoaynsa (cambln HU3KURA 1,
CaMblIil BbICOKMIN 255)
Bpems oxuaanuns (mc) 60000 Bpems oxuaaHus otBeTa Ha koMmaHay
WHTepBan npoBepku (Mc) 1000 WHTepBan npoBepku oTBeTa OT
o6paboTumka
Kon-Bo NoBTOpOB KOMaHAbI 0 KonuyecTtBo noBTOPOB KOMaHAbI, €Crv

0bpaboTumk He oTBeYyaeT 3a BpeMms
OXngaHuA oTBeTa Ha KOMaHay
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Mpynna Hactpownka 3Ha4vyeHue no [ OnucaHwue
HacTpoek yMOS4yaHuto
MoHuUTOpUHr OtcnexnBaTb napameTpsl Het OtcnexmuBatb BHYTpPEHHME
napameTpbl Moayrns
INornposaxne Het 3anucbiBaTb AaHHbIE MOHWUTOPUHIA B
nor
. BHMMaHue: Mocne
£ '_1 NCNonb30BaHMUs
obsA3zaTtenbHO OTKNIoUMTE
HaCTPOWKY, Tak Kak

poTauus  3anucenh  OaHHbIX
MOHUTOPWHIA B  JIOr  He

KOHTpOMnuMpyeTcs.
OunarHocTtnyeckas Oa OTtBeyaTb Ha KOMaHgbl onpoca
MHdopMauna OnarHocTn4eckom nHpopmaumm
WHTepsan arperauum (Mc) 60000 MHTepBan arperauum
ONarHOCTUYECKUX AaHHbIX

WHTepBan namepeHumn (Mc) 1000 WHTepBsan n3mepeHui
arpernpoBaHHbIX  OMArHOCTUYECKMX
OaHHbIX

YacTHble WHTepBan obHoeneHunsa (mc) | 1000 WHTepBan obHoBneHnst nHopmaumm

0 cucteme (Mc)

Nmsa auncka ans | nycro Wms gncka ans otcnexveanvsa (MyTb

OoTCrnexuBaHus [0 katarnora)

Tern pasmepa gucka nycTo MmeHa TeroB Aansi 3anvcu o6Luero
pasmepa OTCRexuBaemMoro Aucka B
MB

Tern pasmepa onepaTMBHON | MyCTO MimeHa TeroB pgns 3anucu obuero

namsTun pasvepa U3NYECKON onepaTUBHOMN
namsti B Mb

Term pasmepa cBobogHoOM | NycTo MiMmeHa TeroB gns 3anucu pasmepa

onepaTtvBHOW NamMATU cBoboaHOM hmanyeckon onepaTMBHON
namaTtn B Mb

Tern cBobogHOro mecta Ha | nycro VmeHa Teros ang 3anvncu cBobogHoro

ancke MecTa Ha oTcnexmaemom gucke B Mb

Terun ctatyca cepBepa nycTo VMimeHa TeroB Anda 3anucu crtaTyca
cepsuca Redkit B ponn mactepa

Tern Tekyllero BpeMeHU | nycTo VimeHa TeroB Ansa 3anucu TekyLlero

CUCTEMbI BpeMeHU cucTemsl B unixtime

5.5.4.15 Moaynu DMS

Ta6bnuua 40 - HacTporiku mogynen DMS

Mpynna HacTtpomka 3HayeHue no | OnncaHue
HacTpoek yMOn4YaHuio
- MNmsa obbekTa Mogynu DMS -
Mma knacca ons mogyns DmsPlugin -
Wmsa cparina moaynsa dms -
O6wwme OTaernbHbIN NOTOK Oa 3anyckatb Mogynb B OTAENbHOM
noToke
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Mpynna Hactpownka 3Ha4vyeHue no [ OnucaHwue
HacTpoek yMOS4yaHuto
MpuopwuTteT Mmogyns 201 MpuopuTteT Mmoaynsa (camblin HU3KURA 1,
caMmblli BbICOKUIA 255)
Bpems oxuganus (mc) 60000 Bpemsa oxungaHus otBeTa Ha KOMaHay
WHTepBan npoBepku (Mc) 1000 WHTepBan npoBepku oTBeTa  OT
obpaboTtumka
Kon-Bo nosTopoB komaHabl |0 KonnyecTtBo NOBTOPOB KOMaHAbl, ECNn
06paboTuMKk He OTBe4aeT 3a BpewMms
oXuaaHus OTBETa Ha KOMaHAy
MOHUTOPUWHT OTcnexuBaTtb NnapameTpsbl Het OTtcnexuBaTtb BHYTPEHHMNE
napameTpbl MOAYNA
JlornpoBaHue Het 3anuckiBaTh AaHHbIE MOHUTOPWHra B
nor
' BHumaHue: Mocne
[ s 4 WCnonb3oBaHus
obsA3aTtenbHO OTKMoYNTE
HaCTPOWKY, Tak Kak
poTtauusi 3anucen  AaHHbIX
MOHUTOPWHrA B NOr  He
KOHTpOnupyeTcs.
[unarHoctnyeckasa Ja OTtBeyaTb Ha KOMaHdbl onpoca
MHdopMauna OnarHocTn4eckom nHgpopmaumm
WHTepBan arperauum (Mc) 60000 WHTepBan arperauumm
ONarHoCTUYECKNX AaHHbIX
WHTepBan nsmepeHui (Mc) 1000 WHTepBan N3MepeHNN
arperMpoBaHHbIX  OUAarHOCTUYECKUX
OaHHbIX
M3meHeHne Habopa | He nepeonpeaensTh | -
napameTpoB npu
06HOBNEHNN
HacTtpowkun mogaynem | - HacTtporika CBOWNCTB eanHuL
BbIYUCIIEHUN reHepauun
5.5.4.16 Moaynb AMarHOCTUKMN NOKanbHOM MaLUUHbI
Ta6bnuua 41 - HacTponku moaynsi AMarHOCTUKN NoKarbHOM MalluUHbI
Mpynna HacTtpownka 3HauyeHue no | OnncaHue
HacTpoek yMOn4aHuio
- MNmsa obbekTa Mogaynb -
ONarHoCTUKK
NOKarnbHON MaLUUHbI
Mmsa knacca ons nnaruHa DiagnosticKeeper -
Wmsa cbarina nnarvHa diagnostickeeper -
O6uwwme OTpenbHbI NOTOK Ja 3anyckatb Modynb B OTAENbHOM
noToke
IMpunoputet mogyns 128 MpuopuTeT moayns (cambiin HU3KKIA 1,
caMmblli BbICOKMIA 255)
Bpewmsi oxmngaHusa (mc) 60000 Bpems oxugaHus otBeTa Ha komaHay
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Mpynna Hactpownka 3Ha4vyeHue no [ OnucaHwue
HacTpoek yMOS4yaHuto
WHTepBan npoBepku (Mc) 1000 WHTepBan npoBepks oOTBeTa OT
obpaboTtumka
Kon-Bo noBTopoB komaHabl |0 KonuyecTtBo NoOBTOPOB KOMaHAbI, €Crv
obpaboTumk He oTBeYaeT 3a Bpems
OXWOaHUsa OTBETA Ha KOMaHay
MOHMTOPUHT OTtcnexvBaTb NapameTpbl Het OtcnexuBaTtb BHYTPEHHMNE
napameTpbl MOAYNSA
JlormpoBanue Het 3anucbiBaTb AaHHbIE MOHWUTOPMHIa B
nor
' BHumaHue: Mocne
/= 4 WCnonb3oBaHus
obsAsarenbHO OTKMO4nTE
HaCTPOWKY, Tak Kak
poTaumMsi  3anucen  LaHHbIX
MOHWUTOPWHIA B  1Or  He
KOHTpONMpyeTCcs.
HwarHoctnyeckas Oa OTtBeyaTb Ha KOMaHgbl onpoca
nHdopmaums AnarHocTnyeckon uHopmaumm
WHTepsan arperauum (Mc) 60000 WHTepBan arperaumm
ONarHOCTUYECKUX OaHHbIX
WHTepBan namepexui (mc) 1000 WHTepBan n3mMepeHni
arperMpoBaHHbIX  OUAarHOCTUYECKUX
OaHHbIX
5.5.4.17 Moaynb 3anucu MNAr
Tabnuua 42 - Hactponku moayns sanucu NAr
Mpynna Hactpownka 3Ha4vyeHue no | OnucaHwue
HacTpoek yMoOs4yaHuto
- Mma obbekTa Mogaynb 3anuen MNAr | -
Mmsa knacca gns nnaruHa OperationalScheduleWriter
Mmsa dhanna nnarnHa operationalschedulewriter
O6wwme OTOenbHbI NOTOK Ha 3anyckatb Mogynb B OTAENbHOM
noToke
MpuoputeT moayns 128 MpuoputeT Moayns (camblin HU3KKKA 1,
caMblii BbICOKUIA 255)
Bpems oxunganus (mc) 60000 Bpems oxugaHus otBeTa Ha komaHay
WHTepBan npoBepku (Mc) 1000 WHTepBan npoBepks oOTBETa OT
obpaboTtumka
Kon-Bo noBTopoB komaHabl |0 KonuyecTtBo NoBTOPOB KOMaHAbI, €Crv
obpaboTumk He oOTBeYaeT 3a Bpems
OXWOaHUs OTBETA Ha KOMaHay
MOHMTOPWHT OTtcnexvBaTtb NapameTpbl Het OtcnexuBaTtb BHYTPEHHMNE

napameTpbl MOAyNsi
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Mpynna Hactpownka 3Ha4vyeHue no [ OnucaHwue
HacTpoek yMOS4yaHuto
JlormposaHue Het 3anucbiBaTb AaHHbIE MOHWUTOPUHIa B
nor
' BHumaHwue: Mocne
[ = 4 MCnonb3oBaHus
obs3aTtenbHO OTKMoYnTE
HaCTPOWKY, Tak Kak
poTtauusi  3anMcen  AaHHbIX
MOHUTOPWHrA B NOr  He
KOHTpOnupyeTcs.
OnarHocTtnyeckas Oa OTtBeyaTb Ha KOMaHgbl omnpoca
MHdopmMauna OnarHocTn4eckom nHpopmaumm
WHTepBan arperauun (Mc) 60000 WHTepBan arperauum
ONarHoCTUYECKNX AaHHbIX
WHTepBan namepexui (Mc) 1000 WHTepBan n3mepeHuni
arpernpoBaHHbIX  OMAarHOCTUYECKMX
OaHHbIX
YacTHble Mepuog 3anucu (cek) 1 Mepuoa 3anucu (cek)

5.5.4.18 Moaynb 3anucu curHanos B Bl

Moaynb 3anucu curHanoB B B[l — mogynb, oTBevatowwmii 3a 3annck curHanos B BJ.

Tabnuua 43 - HacTtporiku mogyns 3anucu curHanoB B B[

Mpynna HacTtpomka 3HayeHue no | OnncaHue
HacTpoek yMOn4YaHuio
- MNmsa obbekTa Mogynb 3anucu | -
curHanos B B[]
Mma knacca ons nnarnHa TagRegistrator -
Wmsa cparina nnarvHa tagregistrator -
O6wwme OTaernbHbIN NOTOK Oa 3anyckatb Mogynb B OTAENbHOM
noToke
MpuopwuTteT Mmogyns 201 MpuopwuTteT Mmoaynsa (camblin HU3KURA 1,
caMmblli BbICOKUIA 255)
Bpems oxuganus (mc) 60000 Bpemsa oxungaHus otBeTa Ha KOMaHay
WHTepBan npoBepku (Mc) 1000 WHTepBan npoBepku oTBeTa  OT
obpaboTtumka
Kon-Bo noBTopoB komaHabl |0 KonnyecTtBo NOBTOPOB KOMaHAbl, ECNn
06paboTuMKk He OTBe4aeT 3a BpewMms
oXuaaHus OTBETa Ha KOMaHAy
MOHUTOPUHT OTcnexuBaTtb NnapameTpsbl Het OTtcnexuBaTtb BHYTPEHHUNE

napamMeTpbl MOAYNA
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Mpynna Hactpownka 3Ha4vyeHue no [ OnucaHwue
HacTpoek yMOS4yaHuto
JlormposaHue Het 3anucbiBaTb AaHHbIE MOHWUTOPUHIa B
nor
' BHumaHume: Mocne
[ = 4 MCnonb3oBaHus
ob6sa3aTenbHO OTKITOuUTE
HaCTPOWKY, Tak Kak
poTtauusi  3anMcen  AaHHbIX
MOHUTOPWHrA B NOr  He
KOHTpOnupyeTcs.
[warHoctnyeckas Ha OTtBeyaTb Ha KoMaHgbl onpoca
MHdopmMauna OnarHocTn4eckom nHpopmaumm
WHTepBan arperauun (Mc) 60000 WHTepBan arperauum
JVNarHoCTUYECKNX JaHHbIX
WHTepBan namepexui (Mc) 1000 WHTepBan n3mepeHuni
arperMpoBaHHbIX  AMarHOCTUYECKUX
OaHHbIX
YacTHble ApxuBnpoBaTtb 3Ha4yeHud | la ApXUBMPOBATL 3HAYEHUS NPULLIEALLINX
npuywegwmx no  onpocy Mo ONpPOCY AUCKPETHbIX CUrHamNoB
ONCKPETHbIX CUrHanNoB
Bpemsa TpaH3akumm 3anucu | 1000 Oxunpaemoe Bpems OoaHoMn
(mc) TpaH3akumm 3anucu Teros B B[]
[nvHa oyepegm Ha 3anuchk B | 5000 MakcnmanbHasa anuHa odepean Teros
bl Ha 3anuncb B B
Mpum.: Mpn  ucnons3oBaHWUu
MOHUTOpUHra y4vactus B OMNPY Hago
yBenuunTb anvHy ovepeau go 20 000
TEros.
OnuHa odepean xpaHeHus |5 KonnyecTtBo XpaHMMbIX NOCTYNaOLLMX
TEroB UCTOYHUKA OT UCTOYHMKA AaHHbIX 3HAYEeHWUI TeroB
3apepxkka  cuHxpoHu3auum | 3000 3agepxka CUHXPOHM3aL MK
(mc) 3anucaHHbIX TEFOB MEXAY OCHOBHbIM U
pe3epBHbIM MOAYNAMU
WHTepsan obHoBneHus | 3600 MakcumanbHbIi UHTEpPBan BpPEMEHU
CTaTUCTUKKM (Cek) Mexay 0OHOBNeHnsiMn ctatucTukn b
WHTepBan nposepku pesepsa | 200 MHTepBan npoBepKn  pes3epBHOro
(mc) Moayns
WHpopmmposaHue o|60 MNepuog MHOPMNPOBAHNS o]
nepenoniHeHnn ouepeam (Cek) nepenosiHeHNN oYepean Teros
MHdopmmpoBaHme 06 |5 Mepwuog nHgpopmmupoBaHms 06 onbke
owmnbke coxpaHeHus (cek) COXpaHEHUs1 TEroB
KonunyecTtBo 3anucemn 100 KonnyectBo 3anucen B nadvke npu
BcTaBke B B[]
KonnyectBo cekumn gna|2 KonnyectBo cekumn ans  pacdeta
pacyeTta cpeaHero pasmepa
O6HoBREHNE mHaekcos | 60 Mepwog obHoBneHns MHOEKCOB
Tabnuupl (cek) Tabnuubl Tera
O6HoBReHne wHAaekcoB Ha |10 KonnyectBo OOHOBMEHUIA WHOEKCOB

OOHOBIIEHWE CTaTUCTUKN

Ha oaHo obHoBneHne ctatucTukm bl
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Mpynna Hactpownka 3Ha4vyeHue no [ OnucaHwue
HacTpoek yMOS4yaHuto
Mopkntodenun k B 5 MakcumanbHoe KONNUYeCcTBO
OOHOBPEMEHHbIX coeanHeHun ¢ b
lMoTokoB 3anucn  Tekywux | 5 MakcnmanbHoe KOnMyYecTBO MOTOKOB
OaHHbIX 3anucKn TEKYLLNX JaHHbIX
Pasmep cekumn arperatoB |5 MakcmanbeHbI ~ pasmep  cekuuu
(re) arperaTtoB B rurabanTax
5.5.4.19 Moaynb 3axBaTta o6opyaoBaHusi
Moaynb 3axBaTta o6opyaoBaHusi — MOZyrb, OTBEYAIOLLMIA 3a HACTPOWKY 3axBaTa 06opyaoBaHMS.
Ta6bnuua 44 - HacTpoiku moayns 3axBaTa o6opyaoBaHus
Mpynna HacTtpownka 3HaueHue no | OnncaHue
HacTpoek yMOm4YaHuio
- MNmsa obbekTa Mogaynb 3axsaTa | -
obopynoBaHus
Wmsa knacca ons nnaruHa TagContainerCapturgdGontroller
Wmsa cparina nnarvHa tagcontainercapturecpntroller
O6uwwme OTpenbHbI NOTOK Ja 3anyckatb Modynb B OTAENbHOM
noToke
IMpunoputet mogyns 128 MpuopuTeT moayns (cambliin HU3KKIA 1,
caMmblii BbICOKMIA 255)
Bpewmsi oxmnganusa (mc) 60000 Bpems oxugaHus otBeTa Ha komaHay
WHTepBan npoBepku (Mc) 1000 WMHTepBan npoBepkn oTBeta OT
o6paboTumka
Kon-Bo nosTopoB komaHasl |0 KonuyecTtBo NoBTOPOB KOMaHAbI, eCriv
06paboTumMk He OTBeYaeT 3a BpeMs
OXWOaHUsA OTBETa Ha KOMaHay
MOHUTOPUHT OTtcnexvsaTtb NapameTpbl Het OTtcnexuBaTtb BHYTPEHHMe
napameTpbl Moayrns
INornposaxne Het 3anucbiBaTb AaHHbIE MOHWUTOPUWHIA B
nor
' BHumaHume: Mocne
/= 4 MCnonb3oBaHusA
ob6s3aTenbHO OTKNIoUMTE
HaCTPOWKY, Tak Kak
poTauus  3anucenh  OaHHbIX
MOHUTOPWHrA B  JNOT  He
KOHTpOnupyeTcs.
OnarHocTnyeckas Oa OTtBevaTb Ha KOMaHgbl onpoca
MHdopMauna OnarHocTn4eckom nHpopmaumm
WHTepsan arperauum (Mc) 60000 MHTepBan arperauum
ONarHOCTUYECKUX AaHHbIX
WHTepBan namepeHumn (Mc) 1000 WHTepBan n3mepeHui
arpernpoBaHHbIX  OMArHOCTUYECKMX
OaHHbIX

128




Redkit SCADA 2.0. PykoBoacTtso agmuHucTtpatopa OC ALT Linux 8 SP. Bepcus 2.0.2208

5.5.4.20 Moaynb KoHTpons cepBepoB B[]

Moaynb koHTpons cepsepoB Bl — moaynb, 0TBEYaloLWmMn 3a KOHTPOrb cepBepos B[l B cucteme.

Tabnuua 45 - HacTtponku moaynsi KOHTpons cepeepoB 511

ctaTyce cepBepoB B[] (Mc)

Mpynna HacTtpomka 3HayeHue no | OnncaHue
HacTpoek yMOJI4aHuUIo
- Mwmsa obbekTa Mogynb  KoHTpons | -
cepsepos bl
Mmsa knacca ans nnarvHa PGWatcher -
Ums darna nnarvHa pgwatcher -
Ob6wwme OTaernbHbIN NOTOK Oa 3anyckaTb Mogynb B OTAENbHOM
noToke
Mpuoputet moayns 128 MpuopuTeT moayns (camblin HU3KKIA 1,
caMmblli BbICOKUIA 255)
Bpems oxuganus (mc) 60000 Bpemsa oxugaHus otBeTa Ha KOMaHay
WHTepBan npoBepku (Mc) 1000 WHTepBan npoBepku oTBeTa  OT
obpaboTtumka
Kon-Bo noBTopoB komaHabl |0 KonnyecTtBo NOBTOPOB KOMaHAbl, ECNn
06paboTumMk He OTBeYaeT 3a BpeMs
oXuaaHusa OTBETa Ha KOMaHAy
MOHUTOPWHT OTcnexuBaTtb NnapameTpsbl Het OTtcnexuBaTtb BHYTPEHHUNE
napameTpbl MOAYNA
JlornpoBaHue Het 3anuceiBaTh JaHHbIE MOHUTOPWHra B
nor
' BHumaHue: Mocne
[ s % MCnonb3oBaHus
obsA3aTtenbHO OTKMoYNTE
HaCTPOWKY, Tak Kak
poTauusi 3anuMcen  AaHHbIX
MOHUTOPWHrA B NOr  He
KOHTpOnupyeTcs.
[unarHoctnyeckasa Ja OTtBeyaTb Ha KOMaHdbl onpoca
MHdopMauna OnarHocTn4eckom nHgpopmaumm
WHTepBan arperauum (Mc) 60000 WHTepBan arperauumm
ONarHoCTUYECKNX AaHHbIX
WHTepBan nsmepeHui (Mc) 1000 WHTepBan N3MepeHnin
arperMpoBaHHbIX  OUAarHOCTUYECKUX
OaHHbIX
YacTHble Mepuogunyeckas  nposepka [ a Mepuogunyeckaa npoBepka CBA3N C
CBS13U C OCHOBHbIM CEPBEPOM OCHOBHbIM cepBepom B[]
BA
WHTepBan onpoca ocHosHoro | 1000 VHTepBan onpoca 0CHOBHOIO cepBepa
cepsepa B[] (mc) B (mc)
WHTepBan coobueHus 06 (60000 WHTepBan coobueHnss o6 owwnbke
owmnbke pabotbl ¢ B (Mc) pabotkl ¢ B[] (Mc)
WHuTtepBan ysegomneHna o |3000 WHTepBan yBedoOMIeHUA O cTaTtyce

cepsepoB B[l B cucteme
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obpalueHni k cepsepy b

Mpynna Hactpownka 3Ha4vyeHue no [ OnucaHwue
HacTpoek yMorn4yaHuio
Konnyectso MOBTOPHbIX | 2 KonnyecTtBo NOBTOPHbLIX 0BpaLLeHnin K

cepeepy Bl ana onpegeneHus ero
HeJOoCTYNHOCTU

Mepuog NOBTOPHbIX
obpaweHni k cepsepy b[
(mc)

1000

lMepuog NOBTOPHBIX OOpalleHnn K
cepsepy B[] (mc)

5.5.4.21 Moaynb o6paboTku 651aHKOB NMepeKnYeHun

Moaynb 06paboTku 611aHKOB NepeKsIiyYeHun — MOAyrb, OTBEYaLWMNA 3a 00paboTKy GraHKOB NePEeKIIoYEHUN.

Tabnuua 46 - Hactpowku moaynsi o6paboTku 6naHKOB nepeKto4YeHUn

Mpynna HacTtpomka 3HauyeHue no | OnncaHue
HacTpoek YMOT4YaHuio
- Nmsa obbekTa Mogynb 06paboTku | -
GnaHkoB
nepeksYeHnin
Mmsa knacca ans nnarvHa SwitchoverProcessor -
Wmsa cparina nnarvHa switchoverprocessor | -
Obuwwe OTaenbHbIN NOTOK Oa 3anyckatb Mogynb B OTAENbHOM
noToke
Mpuoputet moayns 128 MpuropwuTteT Mmoaynsa (camblin HU3KURA 1,
caMmblli BbICOKUI 255)
Bpems oxunganus (Mc) 60000 Bpemsa oxungaHus oTBeTa Ha KOMaHay
WHTepBan npoBepku (Mc) 1000 WMHTepBan npoBepkun oTBeTa OT
obpaboTtumka
Kon-Bo noBTopoB komaHabl |0 KonnyecTBo NOBTOPOB KOMaHAbl, ECNN
0b6paboTumMk He OTBeYaeT 3a BpeMs
oXuaaHus OTBETA Ha KOMaHAy
MoHuUTOpUHr OTcnexnBaTb NnapameTpsbl Het OtcnexwnBaTtb BHYTpEHHME
napameTpbl Moayns
JlormposaHue Het 3anucbiBaTb AaHHbIE MOHUTOPUHIa B
nor
' BHumaHwue: Mocne
[ = 4 MCnonb3oBaHusA
obs3aTtenbHO OTKNIoUMTE
HaCTPONKY, Tak Kak
poTauusi 3anMcen  AaHHbIX
MOHUTOPWHrA B  NOr  He
KOHTpOnupyeTcs.
OnarHocTtnyeckas Oa OTtBeyaTb Ha KOMaHgbl omnpoca
MHdopMauna OnarHocTn4eckom nHpopmaumm
WHTepBan arperauum (Mc) 60000 WHTepBan arperauumm
ONarHoCTUYECKNX AaHHbIX
WHTepBan namepexui (Mc) 1000 WHTepBan n3mepeHuni
arpernpoBaHHbIX  OMAarHOCTUYECKMX
OaHHbIX
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Mpynna Hactpownka 3Ha4vyeHue no [ OnucaHwue

HacTpoek yMon4aHuto

YacTHble MakcumansHoe Bpems | 1200000 MakcumanbHoe Bpems 6GesgencTeus
6e3nencTBms Npu foKansHOM no 6naHky B pexume noKanbHOro
3anycke (Mc) 3anycka (-1 Bpems He orpaHU4eHo)
MakcumansHoe Bpems | 5000 MakcumanbHoe Bpems 6GesgencrTsus
6e3nencTBMS Npu yaaneHHoM no 6naHKy B pexume yOdarneHHoro
3anycke (Mc) 3anycka (-1 Bpemsi He orpaHU4eHo)
MuHUManbHbIN Ccpok | 20 MuHMManbHbIN CpPOK XpaHeHus
XpaHEHWs1 OTYETOB (CYTKM) OT4YETOB (CYTKK)

5.5.4.22 Moaynb 06paboTkn HenpMBs3aHHbIX CUTHaNoB

Mogynb 06paboTkM HenpuBA3aHHLIX CUTHANOB — MOAYNb, OTBEYalolWMin 3a 06paboTky HenpuBA3aHHbIX
CUrHarnos.

Tabnuua 47 - Hactponku moaynsi o6paboTky HenpuBA3aHHbIX CUTHaNnoB

Mpynna HacTtpownka 3HaueHue no | OnncaHue
HacTpoek yMOM4YaHuio
- MNmsa obbekTa Mogynb o06paboTku | -
HenpuBsa3aHHbIX
curHanos
Mmsa knacca ons nnaruHa NoBindingSignalsProtecol
Wmsa cparina nnarvHa nobindingsignalsprotoeol
O6uwume OTpenbHbI NOTOK Ja 3anyckatb Modynb B OTAENbHOM
noToke
IMpunoputet mogyns 128 MpuopuTeT moayns (cambiin HU3KKIA 1,
caMmblli BbICOKMIA 255)
Bpewmsi oxmnganusa (mc) 60000 Bpems oxugaHus otBeTa Ha komaHay
WHTepBan npoBepku (Mc) 1000 WMHTepBan npoBepkn oTBeta OT
o6paboTumka
Kon-Bo nosTopoB komaHasl |0 KonuyecTtBo NoBTOPOB KOMaHAbI, eCriv

06paboTumMk He OTBeYaeT 3a BpeMs
OXWOaHWs oTBETA Ha KoOMaHay

MoHuUTOpUHr OTcnexnBaTb napameTpsl Het OtcnexmuBatb BHYTpPEHHME
napameTpbl MOAYNS
INornposaxne Het 3anucbiBaTb AaHHbIE MOHWUTOPUWHIA B
nor
. BHuMaHue: Mocne
4 '_1 NCNonb30BaHWs
obs3zaTtenbHO OTKMoYnTE
HaCTPOWKY, Tak Kak

poTauus  3anucenl  OaHHbIX
MOHUTOPWHIa B  JIOr  He

KOHTpOnupyeTcs.
OunarHocTtnyeckas Oa OTtBeyaTb Ha KomaHdbl onpoca
MHdopMauna OnarHocTn4eckom nHpopmaumm

WHTepsan arperauum (Mc) 60000 MHTepBan arperauum

ANarHoCTn4eCcKmnx gaHHbIX
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Mpynna Hactpownka 3Ha4vyeHue no [ OnucaHwue
HacTpoek yMOS4yaHuto
WHTepBan namepexui (mc) 1000 WHTepBan n3mepeHnm
arpernpoBaHHbIX  OMArHOCTUYECKMX
OaHHbIX

5.5.4.23 Moaynb oTcnexuBaHusa oomeHa nnatdopmbli

Moaynb oTcnexuBaHusa oomeHa nnatopMbl — MOAYIb, OTBEYAKOLLMIA 3a OTCNEXMBaHME 0OMeHa NnaTtopmbl.

Ta6bnuua 48 - HacTporiku mogyns oTcneXxuBaHuA nnatgopmbl

Mpynna HacTtpomka 3HayeHue no | OnncaHue
HacTpoek yMOJI4aHuo
- MNmsa obbekTa Mogynb -
OoTCnexvBaHus
obmeHa nnatgopmbl
Mmsa knacca gng nnarvHa CommandSniffer -
Mmsa danna nnarnHa commandsniffer -
Ob6wwme OTaernbHbIN NOTOK Oa 3anyckatb Mogynb B OTAENbHOM
noToke
MpuopwuTteT Mmogyns 128 MpuopuTteT Mmoaynsa (camblin HU3KURA 1,
caMmblli BbICOKUI 255)
Bpems oxuganus (mc) 60000 Bpemsa oxugaHus otBeTa Ha KOMaHay
WHTepBan npoBepku (Mc) 1000 WHTepBan npoBepku oTBeTa  OT
obpaboTtumka
Kon-Bo noBTopoB komaHabl |0 KonnyecTtBo NOBTOPOB KOMaHAbl, ECNn
06paboTuMKk He OTBe4aeT 3a BpewMms
oXuaaHusa OTBETa Ha KOMaHAy
MOHUTOPWHT OTcnexuBaTtb NnapameTpsbl Het OTtcnexuBaTtb BHYTPEHHUNE
napameTpbl MOAYNA
JlornpoBaHue Het 3anuckiBaTh JaHHbIE MOHUTOPWHIa B
nor
' BHumaHue: Mocne
[ s 4 WCnonb3oBaHus
obs3aTenbHO OTKMo4YNTE
HaCTPOWKY, Tak Kak
poTtauusi 3anuMcen  AaHHbIX
MOHUTOPWHrA B NOr  He
KOHTpOnupyeTcs.
[unarHoctnyeckasa Ja OTtBeyaTb Ha KOMaHdbl onpoca
MHdopMauna OnarHocTn4eckom nHgpopmaumm
WHTepBan arperauum (mMc) 60000 WHTepBan arperauumm
ONarHoCTUYECKNX AaHHbIX
WHTepBan nsmepeHui (Mc) 1000 WHTepBan N3MepeHNN
arperMpoBaHHbIX  OUAarHOCTUYECKUX
OaHHbIX

5.5.4.24 Moaynb NnpoBepKn yctapeBaHUs TEeroB

Mo,qynb NPoOBepPKM yctapeBaHUA TeroB — Moayrib, oTBevalLwmmn 3a NpPOBEPKY yCTapeBaHUA TEroB.
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Tabnuua 49 - HacTpoiiku moayns NnpoBepKku ycTapeBaHUs Teros

Mpynna HacTtpowka 3Ha4vyeHue no [ OnucaHue
HacTpoek yMOn4YaHuio
- Nms obbekTa Moagyne npoBepku | -
ycTapeBaHus Teros
Mmsa knacca ans nnarvHa TagAgeChecker -
Nmsa dana nnarvHa tagagechecker -
O6wme OTpenbHbI NOTOK Ha 3anyckatb Modynb B OTAESNIbHOM
noToke
MpuoputeT moayns 128 MpuopwuTteT Mmoaynsa (cambln HU3KUA 1,
CaMblIi BbICOKMIN 255)
Bpems oxuaanus (mc) 60000 Bpems oxuaaHusa otBeTa Ha koMaHay
WHTepBan npoBepku (Mc) 1000 WHTepBan npoBepku oTBeTa OT
o6paboTumka
Kon-Bo NoBTOpOB KOMaHAbI 0 KonuyecTtBo noBTOPOB KOMaHAbI, €Crv
obpaboTumk He oTBeYyaeT 3a BpeMms
OXMWOaHUsA OTBETA Ha KOMaHay
MoHUTOPUHT OtcnexnBaTb NnapameTphl Het OtcnexunBaTb BHYTPEHHME
napameTpbl Moayrns
JlormpoBaHue Het 3anucbiBaTh JaHHbIE MOHUTOPUHIA B
nor
i: BHumaHume: Mocne
/= 4 wncnonb3oBaHus
0b6s3aTenbHO OTKIIOUMTE
HaCTPOWKY, Tak Kak
poTauus  3anucen  OaHHbIX
MOHUTOPUHrA B JOT  He
KOHTpOnuMpyeTcs.
[wnarHoctnyeckas Oa OtBeyaTb Ha KOMaHObl onpoca
MHdopMauna OnarHocTn4eckom nHpopmaumm
WHTepsan arperauum (Mc) 60000 WHTepBan arperauum
OWNarHoCTUYECKNX OaHHbIX
WHTepBan namepexun (Mc) 1000 WHTepBan n3mepeHuni
arpernpoBaHHbIX  OMArHOCTUYECKMX
[OaHHbIX
YacTHble Bpewms ycTapeBaHus | 60 Bpems ycTapeBaHus 3HaYEHN (Cek)
3Ha4eHun (cek)
3apgepxka ctapTta (Mc) 60000 3apgepxka crtapTta (Mc)
Mepuog nposepku | 1000 Mepvog npoBepkn  aKkTyanbHOCTU
aKTyanbHOCTU Teros (Mc) TeroB (Mc)

5.5.4.25 Moaynb cumMynsiuum ynpasneHus

Mo,qynb CUMynsauumn ynpaBrneHunsa — Mmoayrib, oTBevaroLmmn 3a cuMynaunio ynpaeneHus.

Tabnuua 50 - HacTpoiku moayna cuMynsauum ynpasneHus

Fpynna HacTpoek

HacTtpowka

3HavyeHue
YMOMn4YaHuio

no

OnucaHue

Nmsa obbekTa

Moaynb cumynsaumm
ynpaBsneHus

133



Redkit SCADA 2.0. PykoBoacTtso agmuHucTtpatopa OC ALT Linux 8 SP. Bepcus 2.0.2208

Fpynna HacTpoek | HacTpoika 3HauveHue no [ OnucaHwue
yMoOn4aHuio
Nma Knacca ans [ TCSimulator -
nnaruHa
Wma canna nnarnHa tcsimulator -
Obwwe OTaenbHbIN NOTOK Oa 3anyckaTb MOAyrb B OTAENIbHOM MOTOKE
MpuoputeT moaynsa 128 MpuoputeT mogynsa (cambii HU3KMA 1,
CaMblIil BbICOKMIN 255)
Bpems oxungaHus (mc) | 60000 Bpems oxuaaHusa otBeTa Ha koMaHay
WHTepBan nposepku | 1000 WHTepBan npoBepKn oTBeTa oT
(mc) ob6paboTymka
Kon-Bo nosTopos | 0 KonunyectBo MNOBTOPOB KOMaHAbl, €Cnu
KOomaHabl obpaboTumMk He oTBe4yaeT 3a BpemsA
OXMOaHUsA OTBETA Ha KOMaHay
MoHUTOPUHT OTcnexuBaTtb Het OTtcnexvBaTb BHYTPEHHME NapameTpbl
napameTpbl Moayns
JlormpoBaHue Het 3anucbiBaTb AaHHbIE MOHUTOPWHIA B JTOT
' BHumaHue: Mocne
/= 4y vcnonb3oBaHus  06a3aTeribHO
OTKIIOuUTE HaCTPOWKY, Tak
KaK poTauus 3anvcen OaHHbIX
MOHWUTOPUHra B nor He
KOHTPONMpyeTCS.
[wnarHoctnyeckas Oa OtBevatb Ha KOMaHAbl onpoca
WHopmaLms AunarHocTnyeckon nHgpopmaumm
WHTepBan arperauum | 60000 WHTepBan arperauumn [MarHOCTUYECKMX
(mc) OaHHbIX
WuTtepBan  uamepeHun | 1000 WHTepBan uamepeHuin arpernpoBaHHbIX
(mc) ONarHoCTUYECKNX AaHHbIX
MpoTokon YnpasneHue kadectsom | [a YnpaBnatb Ka4ecTBOM
CoxpaHsTb Oa CoxpaHaTb nums nonb3oBaTens,
nonb3oBaTens OTMpaBMBLLETO KOMaHAY yNnpaBneHns unm
MOACTaHOBKY
Bpems oxunaaHus (mc) | 5000 Bpems oXunaaHus pesynerata
MOACTaHOBKM
Bpewms accoumanmm (mc) | 5000 Bpems accouuauum 3HayeHus
C KOomMaHaon ynpaBneHusi nnm
NoACTaHOBKOM
Bpemsa  6ydepmsauum | 180000 Bpemsa Oydepusaumm Ha pesepBHOM
(mc) cepBepe
Mepvon 60 Mepuvog WHOPMUPOBaHMSA 06
WHOPMUPOBaHMS (CeK) OBHapyXeHUN pacxXxoXOeHUs BpeMeHU
WCTOYHUKA OaHHbIX 1 cepBepa
OnepexeHne Bpemenu (43200000 [onyctumoe  onepexeHne  BpeMeHu
(mc) WCTOYHMKA AaHHbIX OT BPpEMEHU cepBepa
(MuHMMYM O, makcnmym 43200000)
3anasgpbiBaHue Bpemerun | 2592000000 Jonyctumoe 3anasgbiBaHWe BpeMeHU

(mc)

MCTOYHUKA OaHHbIX OT BPEMEHU cepBepa
(MrHUMYM 0, makcumym 2592000000)
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Moaynb cuHxpoHusaumm ¢ B[] — moagynb, oTBEYaOLWUN 3a CUHXPOHN3ALMIO AaHHBIX MeXay cuctemon n b[.

Ta6bnuua 51 - HacTporiku mogyns cuHxpoHusauum ¢ B[}

Mpynna HacTtpomka 3HayeHue no | OnncaHue
HacTpoek yMOJI4aHuUIo
- Nwms obbekTa Moayrnb -
CYHXpPOHM3aLun  C
B
Mma knacca ons nnarnHa PGSyncManager -
Wmsa cparina nnaruHa pgsyncmanager -
O6wwe OTaenbHbIN NOTOK Oa 3anyckatb Modynb B OTAENbHOM
noToke
MpuopwuTteT mogyns 128 MpuopwuTteT Mmoaynsa (camblin HU3KURA 1,
caMmblli BbICOKUIA 255)
Bpems oxuganus (mc) 60000 Bpemsa oxugaHus otBeTa Ha KOMaHay
WHTepBan npoBepku (Mc) 1000 WHTepBan npoBepku oTBeTa  OT
obpaboTtumka
Kon-Bo noBTopoB komaHabl |0 KonnyecTtBo NOBTOPOB KOMaHAbl, ECNn
06paboTumMk He OTBeYaeT 3a BpeMs
oXuaaHusa OTBETa Ha KOMaHAy
MOHUTOPWHT OTcnexuBaTtb NnapameTpsbl Het OTtcnexuBaTtb BHYTPEHHUNE
napameTpbl MOAYNA
JlornpoBaHue Het 3anuceiBaTh JaHHbIE MOHUTOPWHra B
nor
' BHumaHue: Mocne
[ s % MCnonb3oBaHus
obs3aTenbHO OTKMoYNTE
HaCTPOWKY, Tak Kak
poTauusi 3anuMcen  AaHHbIX
MOHUTOPWHrA B NOr  He
KOHTpOnupyeTcs.
[unarHoctnyeckasa Ja OTtBeyaTb Ha KOMaHdbl onpoca
MHdopMauna OnarHocTn4eckom nHgpopmaumm
WHTepBan arperauum (Mc) 60000 WHTepBan arperauumm
ONarHoCTUYECKNX AaHHbIX
WHTepBan nsmepeHui (Mc) 1000 WHTepBan N3MepeHnin
arperMpoBaHHbIX  OUAarHOCTUYECKUX
OaHHbIX
YacTHble MHTepBan  cuHXpoHu3aumm | 400 MHTepBan onpoca B ans
OaHHbIX (MC) CYHXPOHM3ALMN JaHHbIX
UHTepBan  cuHxpoHusauum | 300 WHTepBan onpoca B ans
XypHarnos (Mc) CUMHXPOHM3aLUMW XXypHanoB CoBbITUI

5.5.4.27 Moaynb yaaneHHoOro 3anycka 6naHkoB nepekntoYeHnmn

Moaynb yaaneHHOro 3anycka 6raHKOB NepeKksiyYeHU — Moayrb, OTBEYatoLMiA 32 HACTPOWKY YAaneHHOoro
3anycka bnaHkoB NepeksitYeHni.
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Tabnuua 52 - HacTpoiku moayns yaaneHHOro 3anycka 6naHkoB nepekniveHun

Mpynna HacTtpowka 3Ha4vyeHue no [ OnucaHue
HacTpoek yMOmn4YaHuio
- Nms obbekTa Mogaynb yaaneHHoro | -
3anycka  GnaHkoB
nepekKnoyYeHnin
Wmsa knacca gns nnaruHa AutoSwitchoverLaungher
Wma dparna nnarvHa autoswitchoverlauncher
O6wme OTpenbHbI NOTOK Ha 3anyckatb Modynb B OTAESNIbHOM
noToke
MpuoputeT moayns 128 MpuopwuTeT Mmoaynsa (cambli HU3KUA 1,
CaMblIi BbICOKMIN 255)
Bpems oxuaanus (mc) 60000 Bpems oxuaaHusa otBeTa Ha koMaHay
WHTepBan npoBepku (Mc) 1000 WHTepBan npoBepku oTBeTa OT
o6paboTumka
Kon-Bo NoBTOpOB KOMaHAbI 0 KonuyecTtBo noBTOPOB KOMaHAbI, €Crv
obpaboTumk He oTBeYyaeT 3a BpeMms
OXMWOaHUsA OTBETA Ha KOMaHay
MoHUTOPUHT OtcnexnBaTb NnapameTphl Het OtcnexmnBatb BHYTPEHHME
napameTpbl Moayrns
NornpoBaxue Het 3anucbiBaTb AaHHbIE MOHWUTOPMHIA B
nor
' BHumaHue: Mocne
/= 4 wncnonb3oBaHus
obsA3arenbHO OTKMOYNTE
HaCTPOWKY, Tak Kak
poTauus  3anucen  OaHHbIX
MOHWUTOPWHIA B  1Or  He
KOHTPONMpyeTCS.
[wnarHoctnyeckas Oa OtBeyaTb Ha KOMaHObl onpoca
WHpopmauums OunarHocTnyeckon nHgpopmaumm
WHTepsan arperauum (Mc) 60000 WHTepBan arperauum
ONarHOCTUYECKUX OaHHbIX
WHTepBan namepexun (Mc) 1000 WHTepBan n3mepeHuni
arpernpoBaHHbIX  OMArHOCTUYECKMX
OaHHbIX
YacTHble WHTepBan nonbITok [ 60000 MNepuog Mexay NOBTOPHbLIMU
ocBoboxaeHus MNMKY (mc) nonbITKamMmu ocBoboXaeHus
NPOrpamMmHOro Kro4va yrnpasrneHus
KonnyecTtso NonbITOK | 2 KonnyectBo  MOBTOPHBIX  MOMbITOK
ocBoboxaeHust MNMKY 0CBOOOXOEHMS NPOrpamMmMHOro Kikoya
yrnpaBneHusi
JlorvH nonb3oBartens nycro JlormH nonb3oBatensi, nog npaBamu

KOTOporo GyAeT BbIMOMHATLCS 3anyck
6naHkoB
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5.5.4.28 Moaynb yaaneHHoOro ynpasrieHUs nrakatamm

Tabnuua 53 - HacTponku moayns yaaneHHOro yrnpaBrneHus nnakatamu

Mpynna HacTtpownka 3HaueHue no | OnncaHue
HacTpoek yMOm4YaHuio
- MNmsa obbekTa Mogaynb yaaneHHoro | -
yrnpaBreHus
nnakatamm
Wmsa knacca ons nnaruHa RemotePosterController
Wmsa cparina nnarvHa remotepostercontrollgr
Obwume OTaenbHbIN NOTOK Oa 3anyckatb Modynb B OTAENbHOM
noToke
MNpunoputet mogyns 128 MpuopuTeT moayns (cambiin HU3KKIA 1,
caMmblli BbICOKMIA 255)
Bpewmsi oxmnganusa (mc) 60000 Bpems oxugaHus otBeTa Ha koMaHay
WHTepBan npoBepku (Mc) 1000 WMHTepBan npoBepkun oTBeta OT
o6paboTumka
Kon-Bo nosTopoB komaHasl |0 KonuyecTtBo NoBTOPOB KOMaHAbI, eCriv
006paboTumMk He OTBeYaeT 3a BpeMs
OXWOaHUsA OTBETa Ha KOMaHay
MOHUTOPUHT OTtcnexvsaTtb NapameTpbl Het OTtcnexuBaTtb BHYTPEHHMe
napameTpbl Moayns
INornposaxne Het 3anucbiBaTb AaHHbIE MOHWUTOPUHIA B
nor
' BHumaHume: Mocne
/= 4 MCnonb3oBaHusA
obsi3aTenbHO OTKNIoUMTE
HaCTPOWKY, Tak Kak
poTauus  3anucenl  OaHHbIX
MOHUTOPWHrA B  JNOT  He
KOHTpOMnupyeTcs.
OnarHocTnyeckas Oa OTtBevaTb Ha KOMaHgbl onpoca
MHdopMauna OnarHocTn4eckom nHpopmaumm
WHTepsan arperauum (Mc) 60000 MHTepBan arperauum
ONarHOCTUYECKUX AaHHbIX
WHTepBan namepeHumn (Mc) 1000 WHTepBan n3mepeHui
arpernpoBaHHbIX  OMArHOCTUYECKMX
OaHHbIX
5.5.4.29 MoHuTopuHr yyactusa B OlNPY (ycTapen)
Ta6bnuua 54 - Hactpowku moayns «MoHuTopuHr yyactus B OMPY»
Mpynna HacTtpownka 3HaueHue no | OnncaHue
HacTpoek yMOn4aHuio
- Mwmsa obbekTa MoHuTOpPUHT -

yyactus B OlNPY

Mmsa knacca ansa nnarvHa

OprchPlugin

Ums darna nnarvHa

oprch
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Mpynna Hactpownka 3Ha4vyeHue no [ OnucaHwue
HacTpoek yMOS4yaHuto
Obuwwe OTaenbHbIN NOTOK Oa 3anyckaTb Mogynb B OTAENbHOM
noToke
Mpuoputet mogynsa 201 MpuopuTeT moayns (cambiin HU3KKIA 1,
caMmblli BbICOKUIA 255)
Bpewmsi oxnganusa (mc) 60000 Bpemsa oxugaHus otBeTa Ha kKomaHay
WHTepBan npoBepku (Mc) 1000 MHTepBan npoBepkn oTBeTa OT
obpaboTtumka
Kon-Bo nosTopoB komaHabl |0 KonnyecTBo NOBTOPOB KOMaHAbl, ECNN
06paboTumMk He OTBeYaeT 3a BpeMs
oXuaaHus OTBETa Ha KOMaHAy
MoHuUTOpUHr OTcnexnBaTb napameTpbl Het OtcnexwnBaTtb BHYTpEHHME
napameTpbl Moayns
JlormposaHue Het 3anucbiBaTb AaHHbIE MOHUTOPUHIa B
nor
' BHumaHwue: Mocne
[ = 4 MCnonb3oBaHusA
obs3aTtenbHO OTKNIoUMTE
HaCTPONKY, Tak Kak
poTauusi 3anMcen  AaHHbIX
MOHUTOPWHrA B  NOr  He
KOHTpOnupyeTcs.
OnarHocTtnyeckas Oa OTtBeyaTb Ha KOMaHgbl omnpoca
MHdopMauna OnarHocTn4eckom nHpopmaumm
WHTepBan arperauum (Mc) 60000 WHTepBan arperauumm
ONarHoCTUYECKNX AaHHbIX
WHTepBan namepexui (Mc) 1000 WHTepBan n3mepeHuni
arpernpoBaHHbIX  OMAarHOCTUYECKMX
OaHHbIX
YacTHble 3anpeT BbINONHEHWSA Het 3anpet BbIMNOMHEHUSA mMoayns
MoHuTopuHr yyactus s OMNPY
my6uHa BHyTpeHHero | 10000 KonuyecTtBo 3HA4YeHWn BHYTPEHHEro
KonbLeBoro bydepa AaHHbIX KonbLeBoro bydepa AaHHbIX MOAYNS
Cpok ycTapeBaHusi oT4yeToB, |0 Cpok ycTapeBaHusi OTHETOB, Yachl
yacsbl
YpoBeHb coobuenun | 0 YpoBeHb  COOBLLEHNA  OTNagoyHON
oTnagkm WHopmaunn, BelBoaAMMON B log-chann
(0 — HeT coobweHun, 1 — ecTb
coobLLeHuns)

5.5.4.30 OTcnexunBaHue TONororMu cucTembl

OTcnexuBaHue TONONOrMN CUCTEMbI — Moayrnb, OTO6pa)KaIOUJ,I/Il7I TeKylLlee COCTOAHNEe BCeX Mop,yneﬁ CUCTEMBbI.

Tabnuua 55 - Hactponku mogyns «OTcnexunBaHue Tononorum CUCTEMbI»

TOMNOMOrnMnm CUCTEMbDbI

Mpynna HacTtpownka 3Ha4vyeHue no [ OnucaHue
HacTpoek yMOn4YaHuio
- Nms obbekTa OTcnexnBaHue -

Mmsa knacca ana nnarvHa

SystemWatcher
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Mpynna Hactpownka 3Ha4vyeHue no [ OnucaHwue
HacTpoek yMOS4yaHuto
Wmsa cparina nnarvHa systemwatcher -
Obwume OTaenbHbIN NOTOK Oa 3anyckatb Modynb B OTAENbHOM
noToke
IMpunoputet mogyns 128 MpuopuTeT moayns (cambiin HU3KKIA 1,
caMmblli BbICOKMIA 255)
Bpewmsi oxmnganusa (mc) 60000 Bpems oxugaHus otBeTa Ha komaHay
WHTepBan npoBepku (Mc) 1000 WMHTepBan npoBepkn oTBeTa OT
o6paboTumka
Kon-Bo nosTopoB komaHasl |0 KonuyecTtBo NoBTOPOB KOMaHAbI, eCriv
006paboTuMk He OTBeYaeT 3a BpeMs
OXWOaHUsA OTBETa Ha KOMaHay
MoHuUTOpUHr OtcnexnBaTb napameTpsl Het OtcnexmnBatb BHYTpPEHHME
napameTpbl Moayns
INornposaxne Het 3anucbiBaTb AaHHbIE MOHWUTOPMHIA B
nor
' BHumaHume: Mocne
/= 4 MCnonb3oBaHus
obs3zaTtenbHO OTKNIoUMTE
HaCTPOWKY, Tak Kak
poTauus  3anucenl  OaHHbIX
MOHUTOPWHrA B  JNOT  He
KOHTpOnupyeTcs.
OnarHocTnyeckas Oa OTtBevaTb Ha KOMaHgbl onpoca
MHdopMauna OnarHocTn4eckom nHpopmaumm
WHTepsan arperauum (Mc) 60000 WHTepBan arperauum
ONarHOCTUYECKUX AaHHbIX
WHTepBan namepexui (mc) 1000 WHTepBan n3mepeHnm
arpernpoBaHHbIX  OMArHOCTUYECKMX
OaHHbIX

5.5.4.31 NnaHnpoBLWUK Bblga4ym KOMaHA yrnpasreHuns

MnaHMpoBWMK BblAa4yM KOMaHA ynpasneHusi — MOAyMb, OTBEYalLWmMn 3a Bblgadvy KOMaHg yrnpasfeHus Ha
YCTPONCTBA HWXKHErO YPOBHS.

Tabnuua 56 - Hactponku moayns «[InaHMpoBLMK BbiAa4yu KOMaHA ynpaBsneHusa»

Mpynna HacTtpomka 3HayeHue no | OnncaHue
HacTpoek yMOn4YaHuio
- Nmsa obbekTa MnaHnpoBLLMK -
Bblgauu KoMaHg
yrnpaBreHuns
Mmsa knacca gng nnarvHa TCScheduler -
Mmsa danna nnarnHa tcscheduler -
O6wwme OTaernbHbIN NOTOK Oa 3anyckatb Mogynb B OTAENbHOM
noToke
MpuopwuTteT Mmogyns 128 MpuopuTteT Mmoaynsa (camblin HU3KURA 1,
caMmblli BbICOKUI 255)
Bpems oxunganus (mc) 60000 Bpemsa oxugaHus oTBeTa Ha KOMaHay
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Mpynna Hactpownka 3Ha4vyeHue no [ OnucaHwue
HacTpoek yMorn4yaHuio
WHTepBan npoBepku (Mc) 1000 WHTepBan npoBepks oOTBeTa OT
obpaboTtumka
Kon-Bo noBTopoB komaHabl |0 KonuyecTtBo NoOBTOPOB KOMaHAbI, €Crv
obpaboTumk He oTBeYaeT 3a Bpems
oXuaaHusa OTBETa Ha KOMaHay
MOHMTOPUHT OTtcnexvBaTb NapameTpbl Het OtcnexuBaTtb BHYTPEHHMNE
napameTpbl MOAYNSA
JlormpoBanue Het 3anucbiBaTb AaHHbIE MOHWUTOPMHIa B
nor
' BHumaHue: Mocne
/= 4 WCnonb3oBaHus
obsAsarenbHO OTKMO4nTE
HaCTPOWKY, Tak Kak
poTaumMsi  3anucen  LaHHbIX
MOHWUTOPWHIA B  1Or  He
KOHTpONMpyeTCcs.
HwarHoctnyeckas Oa OTtBeyaTb Ha KOMaHgbl onpoca
nHdopmaums AnarHocTnyeckon uHopmaumm
WHTepsan arperauum (Mc) 60000 WHTepBan arperaumm
ONarHOCTUYECKUX OaHHbIX
WHTepBan namepexui (mc) 1000 WHTepBan n3mMepeHni
arperMpoBaHHbIX  OUAarHOCTUYECKUX
OaHHbIX
YacTHble Bpewmsi oxnganusa (mc) 5000 Bpems oXunaaHus pesynerata
KOMaHAbl ynpaBneHus
Mepuoa o6paboTkn (MC) 1000 Mepwon Tanmepa 00paboTku

3annaHnpoBaHHbIX KOMaHz (Mc)

5.5.4.32 Potauusa apxuBa co6bITUMN

PoTtauusa apxuBa cobObITUN — Moaynb, oTBevaroLwmmn 3a YNCTKY apxuBa cobbITKIA No rny6|/|He XpaHeHu4.

Tabnuua 57 - Hactponku moaynsa «Potauma apxmsa cobbITUn»

Mpynna HacTtpowka 3HauyeHue no | Onucaxwue
HacTpoek yMoOs4yaHuto
- Mma obbekTa Potauus apxmBa | -
cobbITui
Wms knacca ansa nnarvHa LogEventCompressof -
Mmsa dhanna nnarnHa logeventcompressor | -
O6wue OTpoenbHbI NOTOK Ha 3anyckatb Mogynb B OTAENbHOM
noToke
MpuoputeT moayns 128 MpuoputeT Moayns (camblin HU3KKKA 1,
caMblii BbICOKMIA 255)
Bpems oxunaanus (mc) 60000 Bpems oxugaHus otBeTa Ha komaHay
WHTepBan npoBepku (Mc) 1000 WHTepBan npoBepks oOTBeTa OT
obpaboTtumka
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Mpynna
HacTpoek

Hactpownka

3Ha4yeHue no
yMOn4YaHuio

OnucaHue

Kon-Bo NoBTOpOB KOMaHAbI

0

KonuyecTtBo NoOBTOPOB KOMaHAbI, €Crv
0obpaboTumk He oTBeYaeT 3a BpeMms
OXngaHuA oTBeTa Ha KOMaHay

MoHuTOpUHr

OTtcnexvBaTtb NnapameTpbl

Het

OTcnexuBatb
napamMmeTpbl MOAYNA

BHYTPEHHMWE

JlornposaHune

Het

3anucbiBaTh JaHHbIE MOHUTOPUHIA B
nor

~ BHumaHwume: MNocne
!:1 NCNonb30BaHNSA
ob6s3aTenbHO
HaCTPOWKY, Tak Kak
poTauus  3anucen  OaHHbIX
MOHUTOPWMHIA B JOT  He

KOHTpOnupyeTcs.

i
OTKIro4nTe

OunarHocTtnyeckas
WHpopmauums

Oa

OtBeyaTb Ha KOMaHObl onpoca
OnarHocTn4eckom nHpopmaumm

WHTepBan arperauun (Mc)

60000

WHTepBsan
ONarHoCTUYECKNX AaHHbIX

arperauum

WHTepBan namepexui (mc)

1000

WHTepBan
arpernpoBaHHbIX
OaHHbIX

n3mepeHuni
OnarHoCTUYECKMX

Pacnuncanve
0bpaboTkm
coObITUI

Pacnncanue 3agaHo

HUKorga

Korga nocnegHun pas M3MeEHANochb
pacnucaHue 3anycka Moayns.
3aBucnut oT HacTtpoek [lMepmop wun
Bpems Ha4yana Huxe.

Ecnu «Hukorgay, 3Ha4uT pacnucaHue
He 3apaBanocb c MOMEHTa
KOHUrypmpoBaHus CUCTEMBbI.
Mogynb Gyget 3anyckatb 06paboTky
CcOoObITUI COrMacHoO HacTponkam no
yMonyaHuio: kaxabii geHb B 03:00 .
Mo BPEMEHU CUCTEMBI.

Mepuog

eXegHeBHO

Mepnvog  obGpaboTkm apxua U
XKypHana: eXefHEBHO, eXeHeaernbHO
Unn eXXxeMecsiHHo.

Bpems Havana

03:00

Bpems Hayana o6paboTku cobbITU

cobblTne
OYUCTKE

leHepupoBatb
0  npoweswen
apxmBoB

Ja

leHepupoBaTb cobbiTne o}
npoweglen O4YMCTKE apxvMBOB B
XypHane cobbiTun Redkit Workstation

YaanaTtb cTaplue

Het

Yoanate ctaple (CyTkm)

5.5.4.33 Potauua NnAar

Potauumsa MNAI — moaynb, oTBevaoWmnn 3a yaaneHue gaHHbix MAr.

Tabnuua 58 - Hactpownku moaynsa «Potauus NAN»

Mpynna HacTtporka 3HauyeHue no | OnncaHue
HacTpoek YMOJIYaHUIo
- MNmsa obbekTa Potauusa M4 -

Mmsa knacca ansa nnarvHa

OperationalSchedule

sCleaner
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Mpynna Hactpownka 3Ha4vyeHue no [ OnucaHwue
HacTpoek yMOS4yaHuto
Wmsa cparina nnarvHa operationalschedulescleaner
O6uwme OTpenbHbI NOTOK Ja 3anyckatb Modynb B OTAENbHOM
noToke
IMpunoputet mogyns 128 MpuopuTeT moayns (cambiin HU3KKIA 1,
caMmblli BbICOKMIA 255)
Bpewmsi oxmnganusa (mc) 60000 Bpems oxugaHus otBeTa Ha komaHay
WHTepBan npoBepku (Mc) 1000 WMHTepBan npoBepkn oTBeTa OT
o6paboTumka
Kon-Bo nostopoB komaHabl |0 KonnyecTtBo NOBTOPOB KOMaHAbI, €CIn
006paboTuMk He OTBeYaeT 3a BpeMs
OXWOaHUsA OTBETa Ha KOMaHay
MOHUTOPUHT OTtcnexvsaTtb NapameTpbl Het OTtcnexuBaTtb BHYTPEHHMe
napameTpbl Moayns
INornposaxne Het 3anucbiBaTb AaHHbIE MOHWUTOPMHIA B
nor
' BHumaHune: Mocne
/= 4 MCnonb3oBaHus
ob6s3aTenbHO OTKITouUTE
HaCTPOWKY, Tak Kak
poTauus  3anucenl  OaHHbIX
MOHUTOPWHrA B  JNOT  He
KOHTpOnupyeTcs.
OunarHocTtnyeckas Oa OTtBeyaTb Ha KomaHdbl onpoca
MHdopMauna OnarHocTn4eckom nHpopmaumm
WHTepsan arperauum (Mc) 60000 MHTepBan arperauum
OVNarHoCTUYECKNX OaHHbIX
WHTepBan namepeHumn (Mc) 1000 WHTepBan n3mepeHui
arpernpoBaHHbIX  OMArHOCTUYECKMX
OaHHbIX
Pacnucanue Pacnuncanue 3agaHo HUKOrga Koroa nocnegHuii pa3 M3MEHSINOCb
yAaneHus pacnucaHue 3anycka Moaynsi.
nanHbix M40 3aBucnut oT Hactpoek [lepuop un
Bpemsa Ha4yana Huxe.
Ecnn «Hukorgar», 3HaunT pacnmcaHue
He 3agaBanocb c MOMEHTa
KOHOMrypmpoBaHus CUCTEMBI.
Mogynb GygeTt 3anyckatb yganeHue
AanHbix NI cormacHo HacTporikam no
yMOnuyaHuio: kaxabii geHb B 04:00 .
Nno BPEMEHU CUCTEMBI.
Mepuog eXxeqHEBHO Mepvon ypaneHua padubix A6
eXeHEeBHO, exeHegensHo unu
E€XEeMECSIHHO.
Bpemsa Hayana 04:00 Bpems Havana yaaneHus ganHbix MAC
eHepupoBaTb cobbiTue | [a [eHepupoBaTb cobbiTne o]
O npolwefuwem yaoaneHuu npoweaweMm yaaneHun [aHHbIX B
AaHHbIX XypHane cobbiTunii Redkit Workstation
Yaanatb cTaplue Het Ynanatb ctapLue (CyTku)
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5.5.4.34 CepBep o6paboTku cobbITUMN

CepBep 06paboTkm cOObITUI — MOOYIb, OTBEYaOLWMIA 3a paboTy XypHanos.

Tabnuua 59 - Hactponku mopyns «CepBep 06paboTku coObITUIA»

Mpynna HacTtpomka 3HayeHue no | OnncaHue
HacTpoek yMOJI4aHuUIo
- Mwmsa obbekTa CepBep o06paboTku | -
cobbITui
Mmsa knacca ans nnarvHa EtProcessor -
Mmsa danna nnarnHa etprocessor -
O6wwe OTaenbHbIN NOTOK Oa 3anyckatb Modynb B OTAENbHOM
noToke
MpuopwuTteT mogyns 128 MpuopwuTteT Mmoaynsa (camblin HU3KURA 1,
caMmblli BbICOKUIA 255)
Bpems oxuganus (mc) 60000 Bpemsa oxugaHus otBeTa Ha KOMaHay
WHTepBan npoBepku (Mc) 1000 WHTepBan npoBepku oTBeTa  OT
obpaboTtumka
Kon-Bo noBTopoB komaHabl |0 KonnyecTtBo NOBTOPOB KOMaHAbl, ECNn
06paboTuMKk He OTBe4aeT 3a BpewMms
oXuaaHusa OTBETa Ha KOMaHAy
MOHUTOPWHT OTcnexuBaTtb NnapameTpsbl Het OTtcnexuBaTtb BHYTPEHHUNE
napameTpbl MOAYNA
JlornpoBaHue Het 3anuceiBaTh JaHHbIE MOHUTOPWHra B
nor
' BHumaHue: Mocne
[ s % MCnonb3oBaHus
obsA3aTtenbHO OTKMoYNTE
HaCTPOWKY, Tak Kak
poTauusi 3anuMcen  AaHHbIX
MOHUTOPWHrA B NOr  He
KOHTpOnupyeTcs.
OwnarHocTtnyeckas Oa OTtBeyaTb Ha KOMaHAbl omnpoca
WMHpopmaums AunarHocTnyeckon nHgopmaumm
WHTepBan arperauum (Mc) 60000 WHTepBan arperauumm
ONarHoCTUYECKNX AaHHbIX
WHTepBan nsmepeHui (Mc) 1000 WHTepBan N3MepeHnin
arperMpoBaHHbIX  OUAarHOCTUYECKUX
OaHHbIX
YacTHble 3anyckaTtb  uHTepnpetaTop | Het 3anyckatb nHTepnpetatop Lua
Lua
CobbiTne nepexopa [ da [na guckpeTHbIX curHanos
COCTOSIHMSA TOMNbKO no
OO0CTOBEPHbIM 3HAYEHNSAM
Honyctumoe Bpems | 0 Honyctumoe Bpemsi cMelLLeHus
CMeLleHuns crnopagukm (Mc) crnopaguku Hasag npu  reHepauum
CcobbITUN
3agepkka  cuMHXxpoHu3auum | 3000 3agepxka CUHXPOHM3aL MK
cobbITun (Mc) 3anucaHHbIX cobbIThi Mexay

OCHOBHbIM U pe3epBHbIM MOAYyNAMU
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¢anna Lua

Mpynna Hactpownka 3Ha4vyeHue no [ OnucaHwue
HacTpoek yMOS4yaHuto

WHTepsan BbINONHeHus | 50 WHTepBan BbINOMHEHMS anropuTMOB

anropuTmoB (Mc)

WHTepBan o6HoBneHuns | 200 WHTepBan o6HOBNEHUS CXeMbl

CXEMbI

WHTepBan obpaboTku | 200 MHTepBan o6paboTkmn cobbITuiA

cobbITun (Mc)

WHTepBan nposepku | 200 MHTepBan NpoBEpPKM  pe3epBHOro

pe3epBHOro moayns (Mc) mMoayns

Konnyectso NoTOKOB | 4 Konnyectso NOTOKOB nog

anroputmoB Javascript BbINOMHEHNe anroputMoB Javascript

Konuyectso NnoToKoB | 4 Konuyectso NOTOKOB nog

anroputmos Lua BbINonHeHne anroputmos Lua

Konuuyectso NnoToKoB | 4 Konuyectso NOTOKOB nog

anroputmoB ST BbINOnHeHne anroputmos ST

Konuyecteo noTokoB  Ha |1 KonuyectBo NOTOKOB Ha 3anuch

3anucb cobbITui cobbITuN

Mepuog otnpasku | 200 lNepuog oTnpaBku WHMpoOpMauum o

nHpopmaumm (Mc) pabote anropuTMoB B rpaduyeckui
UHTepdenc

Mepuog nposepku casu (mc) [ 1200 Nepunopg npoBepKn CBA3N UCMONHUTENS
anropMTMoB n rpaduyeckoro
NUHTepdenca

MopT nHtepnpetaTtopa Lua 5000 MNopT nHtepnpetaTtopa Lua

Pa3mep nayku cobbiTuin 100 Pasmep naykm cobbITUR,
OL4HOBPEMEHHO 3anuckiBaemon B b/1

MyTb co3gaHusa BPEMEHHOrO | NycTo MyTb co3gaHua BpemeHHoro charna

Lua

5.5.4.35 CepBep npotokona lec104

CepBep npoTtokona lec104 — mogynb, oTBEYaOLWNA 3a nepedady AaHHbIX no npotokony M3OK 61870-5-104.

Tabnuua 60 - Hactponku moayns "CepBep npotokona lec104"

Mpynna HacTpoek | HacTpoika 3HayeHue no | OnncaHue
yMOn4YaHuio
- Mmsa obbekTa CepBep npoTokona | -
lec104
Nmsa Knacca ansa | lec104Server -
nnarnHa
Nmsa danna nnarnHa iec104-server -
O6wwme OTaenbHbIN NOTOK Oa 3anyckaTb MOAyrb B OTAENbHOM MOTOKe
MpuoputeT mogyns 128 MpuoputeT mModynsa (cambin HU3KMA 1,

caMmblli BbICOKUIA 255)

Bpems oxungarus (mc) | 60000

BpeMﬂ OXunaaHuma oTeBeTa Ha KoMaHay

(mc)

WHTepBan nposepku | 1000

WHTepBan npoBepKn oTBeTa oT
obpaboTtumka
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Fpynna HacTpoek | HacTpoika 3HauveHue no [ OnucaHwue
yMOn4YaHuio
Kon-Bo nosTopos | 0 KonunyectBo MNOBTOPOB KOMaHAbl, €Cnu
KOomaHabl obpaboTumMk He oTBe4yaeT 3a Bpems
oXunaaHus OTBETa Ha KoMaHay
MOHWTOPUHT OTtcnexwuBsatb Het OTcnexuBatb BHYTPEHHME napameTpbl
napameTpbl mMoayns
JlornposaHue Het 3anucbiBaTtb AaHHbIE MOHUTOPWHIA B 10T
' BHumaHwme: Mocne

£ _1 UCMoNb30BaHMs  obsA3aTenbHO
OTKIIHouUTE HaCTPOWKY, Tak
KaK poTauus 3anvcen OaHHbIX
MOHWUTOPUHra B nor He

KOHTpOMnuMpyeTcs.

[wnarHoctnyeckas Oa OtBevatb Ha KOMaHAbl onpoca

WHpopmaLms OunarHocTnyeckon nHgpopmaumm

WHTepBan arperauum | 60000 WHTepBan arperauumn [MarHOCTUYECKMX

(mc) OaHHbIX

WutepBan  uamepeHun | 1000 WHTepBan uamepeHuin arpernpoBaHHbIX

(mc) ONarHoCTUYECKNX AaHHbIX

MpoTokon YnpasneHue kadectsom | [a YnpaBnatb Ka4ecTBOM

CoxpaHsTb Oa CoxpaHaTb nms nonb3oBaTens,

nonb3oBarens OTMpaBMBLLETO KOMaHAY yrnpaBneHns nnm
MOACTaHOBKY

Bpems oxunaaHus (mc) | 5000 Bpewmsa oXnaaHus pesynerata
NoACTaHOBKM

Bpewms accoumanmm (mc) | 5000 Bpems accouuauum 3HayeHus
C KOomMaHaon ynpaBneHusi unu
noacTaHOBKOW

Bpemsa  6ydepmsauyum | 180000 Bpemsa Oydepusaumm Ha pesepBHOM

(mc) cepBepe

Mepuopg 60 Mepwopg WHOPMUPOBAHUSA 00

WHOPMUPOBaHMS (CeK) OBHapyXeHUn pacxXxoXOeHUs BpeMeHU
WCTOYHUKA OaHHbIX 1 cepBepa

OnepexeHne Bpemenu 43200000 [onyctumoe  onepexeHne  BpeMeHu

(mc) WCTOYHMKA AaHHbIX OT BPpEMEHU cepBepa
(MuHMMYM O, makcnmym 43200000)

3anasgpbiBaHue Bpemerun | 2592000000 Jonyctumoe 3anasgbiBaHWe BpeMeHU

(mc) NCTOYHMKA AaHHbIX OT BPEMEHU cepBepa
(MrHUMYM 0, makcumym 2592000000)

YacTHble BbiBOg, Het BbiBOO, MHpOPMALIMOHHBLIX COOBLLIEHUN

WMHOPMaLIMOHHbIX

coobLLleHun

BbiBog, oTnagoydHbix | Het BbIBOA 0TNago4YHbIX COOOLLLEHNIA

coobLeHnn

Pa3smep odepean 100 Pa3smep oyepegu
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5.6 NMnakaTbl U METKKN

5.6.1 NnakaTbl

Bo Bknagke MNnakaTbl BbINONHAETCA HACTPOWKa BU3yanbHOro otobpaxeHus nnakatos (PucyHok 108).

+'_j Co3zpaTh HOBBIN MaakaT

Mnakatbl | [JUCneTyepckue MeTKM

Pepaktnposars Yaanuts

HE BKNOYATb!
PABOTAIOT NOAN

HE BK/IFOYATb! PABOTAKOT JTKOAN.

Mpuopwrer:

Y

2
i obwekT: PstGGIO1.SPCSO1

HE BKJTIOYATB!
paboTta Ha nuHUN

PABOTA
NOf HATIPSKEHMEM.
TIOBTOPHO HE BKNKYATH!

HE BKJ/IFOYATbL! PABOTA HA JIMHUW.

Mpuopwrer:

2

Ynpasnaemsiii o6sext: PstGGIO1.SPCSO3

PABOTA MOJ HAMPAXEHWEM. MOBTOPHO

HE BK/TFOUATb!

Mpuopurer:

2

Y

i o6wexT: PstGGIO1.SPCSOS5

3A3EMIIEHO
Pa3oMKHYT

3A3EMJIEHO
Mpuopurer: 1
Ynpasnsemeiii obwexr: PstGGIO1.SPCSO2

TpaH3uT PasoMKHYT
Mpuopurer: 2
Ynpaensemeiii obwexr: PstGGIO1.SPCSO4

PucyHok 108 - lNnakatbl

5.6.1.1 OcHOBHaA HacTpomnka

1. BbinonHute pgob6aeneHue nnakatoB B Redkit Builder (paspen [obaeneHue nnakamoe pokymeHTa «Redkit
Builder. PykoBogcteo agmuHuctpatopa. NBKM.62.01.29.000-410.01». Cka4yaTb MOXHO Ha ouLManbHOM

caute no ccoinike: https://prosoftsystems.ru/catalog/show/programmnyj-kompleks-redkit-scada?tab=docs).

2. Ha Bknagke Hactporkn y3na Redkit Configurator B y3en cbopa un o6pabotku gaHHbix (Redkit_Master v
Redkit_Slave — gna koHdwurypaummn ¢ pesepsupoBaHuem, Redkit System_Service — pns ogHOCepBEPHOrO
pexvmMa) gobasste Mogynb yoaneHHoro ynpasneHust nnakatamu (PucyHok 109).
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JoctynHele mogynn x
| HazeaHue WMma knacca mogyna
[ Mogyne sanucn NAC OperationalScheduleWriter
[[] Mogyne sanuck curnance e B TagRegistrator
[ Mogyne saxeata oBopygoeaHna TagContainerCaptureController
[ Mogyne konTpons cepeepos B/ PGWatcher
[ Mogyne oBpaboTkw BNaHkoE NepEKnHYEHNI SwitchoverProcessor
[ Mogyne oBpaboTki HENPWEAZAHHBIX CHIHANOE MeoBindingSignalsProtocol
[ Mogyne oTcnexumeanmua ofmena nnatdopmel CommandSniffer
[ Mogyns nepeaaun gaHHbix B Zabbix ZabbixConnector
[[] Mogyne npoBepkw ycTapesaHua TEros TaghgeChecker
[ Mogyne cumynaumm ynpasneHns TCSimulator
[ Mogyne cunxpornzaumm ¢ B PGSyncManager
[[] Mogyne yaaneHHoro 3anycka BNaHkos NepeKnHYEHNi AutoSwitchoverLauncher
[[] Monutopunr yuactua 8 OMNPY OprchPlugin
[ OTcnesxueaHue TONOACTMKM CUCTEME SystermWatcher
[[] MnaHnpoBLMK BEIZAYN KOMAHS YNPaBAEHNA TCS5cheduler
[[] Potauwma apxuea cobeimuii LogEventCompressor
[ PoTanma OAC OneratinnalSchedulesCleaner
38 anemenToB
| Mpuucrure i) Oruena |

PucyHok 109 - lo6aBuTL MoAynb yAaneHHOro ynpasneHusi nnakatamm
3. Tam xe B y3nax Redkit Workstation B8 mogyne APM Onepartopa ycTaHoOBUTE 4YEKOOKC Yy HaCTpPOMKU
OTo6paxaTb Ha cxeMe ninakaTbl 6e3 WabnoHoB 1 HaxmuTe MpumMmeHuTb (PucyHok 110).

JloBaenTh y3en

» Redkit_Configurator
¥ Redkit_System_Service
¥ Redkit_Workstation

[+ I+ +]
m @ @
5 5] (5

APM Onepatopa

Mogyne kgHTpona cepeepos b/l ¥ Monatopinr

[C] OTcnexunears napamerpel
[[] Neruposarne

[Anarnoctnyeckan MHQOpMaLnA

Hazeanne ‘

Bpema oxnganna (mc) 60000
Wutepean nposepiun (mc) 1000
Kon-sc nostopos komangel 0 :

Wutepean arperaumnm (mc) 60000
Wutepean uzmepennii (mc) 1000 5

¥ Yacrheie
[[] AsTomatnuecknii Bxog NOCE BbIXOAE N3 CECCN
OroBpaxaTe MUKpOCEKyHABI
OroBpaate Ha cxeme naakatel Bes wabnoHos

/Eyqiﬁmﬁnnu, B OHAAAH pexrme (cTpok)

Bydep TaBnnue Tekyimx AaHHeX (cTpok)

[nyGuHa nepeoHayaneHoil 2arpyscu jepesa
3agepxra cooByeHmnil cuHx poHnzaumMy coBermuii (mc)

3agepxxa cpabaTelBaHnA 3ByKOBOI cUrHanuzaLmm (mc)

:

ﬂ

PucyHok 110 - HacTtpoiika B mogyne «<APM Onepatopa»

4. lepesanyctute cepsuc Redkit.
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5.6.1.2 Co3paHne HOBOro nnakara

1. BoinonHute pobGaeBneHme HoBoro nnakata B Redkit Builder (pasgpen [obasneHue Hog020
rnrnakama 6 noaudeckul ysen PstGGIO pokymeHTa «Redkit Builder. PykoBoactBo agmuHucTparopa.
MBKM.62.01.29.000-410.01». CkavaTb MOXHO Ha odmumanbHOM canTe no ceeinke: hitps://prosoftsystems.ru/
catalog/show/programmnyj-kompleks-redkit-scada?tab=docs).

2. Otkponte Redkit Configurator n nepengute Ha Bknagky Mnakatbl U MeTKM.

3. Ha Bknagke MNnakatbl HaxmuTe Co3aatb HOBbIN nnakat (PucyHok 111).

[Nnakatsl | Aucnetuepckue MeTku

:j Co3paTtb HOBbIW NMAaakat s PegaktmpoBsartb Yaanutb
)

HE BKJ/IKOYATE! PABOTAIOT JTKOA M.
MpuopwureT: 2
Ynpasnaemobiii obvekt: PstGGIO1.SPCSO1

HE BKIIOYATb!
PABOTAIOT NOON

HE BKJ/IKOYATbB! PABOTA HA JIMHNI.
MpuopurerT: 2
Ynpasnsembivi obwvekr: PstGGIO1.SPCSO3

HE BKNIOYATD!
pabota Ha NUHKK

PucyHok 111 - Co3paTb HOBbIW NnakaTt
4. 3anonHute cdopmy (PucyHok 112) cornacHo Tabnuue 61.

Hoeeld nnakat x

HazeaHwe:

Mpuoputer: 1 - Huzkwid, 100 - Beicoknid

¥npaenaemeli obverT: PstGGIOL.SPCS0 i
LWnprHa: 400 px o | 5 px-400 px

PucyHok 112 - Co3gaHue nnakarta

RE|

Tabnuua 61 - Hactponku nnakarta

Hactpowka OnucaHue

3arpysnTtb nsobpaxeHune | 3arpyska nsobpaxeHus nnakara B ogHoOM 13 popmatos: *.svg, *.jpg, *.png

HasBanue HasBaHue nnakata

Mpuoputet MpuoputeT nnakata (1 — H13kun, 100 — BbicOKMIA). Ha MHeMoOcxeMe nnakaT
¢ Hanboree BbICOKMM MPUOPUTETOM pacnonaraeTcs Bbile ocTanbHbIX. Ecrin
YCT@HOBIIEHO HECKOJbKO MNf1akaToB C OAMHAKOBBIM NMPUOPUTETOM, TO BbILLE
pacnornoXeH ToT, KOTOPbIN 6bin YCTAaHOBMIEH NOCNEAHMM.
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Hactpownka OnucaHue

MBKM.62.01.29.000-410.01»)

Ynpaensiembin 06bekT: | MiHaekc obbekTa AaHHbIX nnakarta ua noruveckon mogenu (pasgen [obaeneHue
PstGGIO1.SPCSO rnnakamoe gokymeHta «Redkit Builder. PykoBoacTtBo agmuHucTparopa.

nponopLmn n3obpaxkeHusl nrakata CoxpaHsaoTCs.

npuHa LWvpuHa nnakata B nukcensx (no ymonyanuto — 400 px). MNpu nameHeHum
LUMPWHBI, BbICOTA aBTOMAaTUYECKN NEePeCcHnTbIBAETCS TaK, YTO UCXOAHbIEe

5. Haxmute Co3pathb.

5.6.1.3 NnakaTbl N0 yMon4aHuto

Mo ymonyaHuio B cucteme co3gaHbl Ntk nnakaTtos (Tabnuua 62).

Ta6bnuua 62 - NMnakaTbl N0 yMon4yaHuto

NoO HANFAXEHWEM.
B §]| NTOBTOPHO HE BKITHOYATB!

N306paxeHune HasBaHue Mpuopurter YnpaBnsiembit 06bekT | LLUnpuHa

HE BKJTFOYATb! PABOTAIOT |2 PstGGIO1.SPCSO1 400 px

HE BENKOYATE! §| ntogn.

PABOTAIOT NHOOM
3A3EMIIEHO 1 PstGGIO1.SPCSO2 400 px
HE BKNKOYATB! PABOTAHA |2 PstGGIO1.SPCSO3 400 px

HE BKNKOYATL! JIMHNI.

paboTa Ha AMHKK
TpaH3nUT pasoMKHYT 2 PstGGIO1.SPCS0O4 400 px

TpaHaut
pPa3OMKHYT
PABOTA Nopg 2 PstGGIO1.SPCSO5 400 px
PAEITA HAMPSAXXEHWEM.

5.6.1.4 PepaktupoBaHue nnakara

1. BbibepuTte nnakar.
2. Haxmute PepaktupoBaTtb (PucyHok 113).
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| D Co34aTb HOBbIW Maakar ‘ Pe,ﬂ,aKTHpDBaTbr} Ynanutb

HE BKJ/IHKOYATBL! PABOTAKOT JTIKOA M.
MpwuopurerT: 2
Ynpaenaembiii o6vekT: PstGGIO1.SPCSO1

HE BKITHOYATB!
PABOTAIOT KON

HE BKJ/THOYATB! PABOTA HA TMHWNIA.
MpwuopurerT: 2
Ynpaenaembiii o6vekt: PstGGIO1.SPCSO3

HE BKNIOYATbL!
paborta Ha nuHKMK

PucyHok 113 - PegaktupoBaTtb nnakar
3. NameHuTe HacTpomku.
4. Haxmnte CoxpaHUTb.

5.6.1.5 YopaneHue nnakara

1. BbibepuTe nnakar.
2. Haxwmwute Yaanutb (PucyHok 114).
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[Nhakathl

‘ .';j Co3aaTbh HOBbIW Naakar PepaktupoBats

Ypanutb

HE BKINOYATD!
PABOTAIOT NMOAN

MpwuopwureT:

HE BKNIOYATb!

paborta Ha nuHKMK Mpuopurer:

PucyHok 114 - Yoanutb nnakar
3. lNoarBepauTe yaaneHune nnakata B AManoroBOM OKHe.

5.6.2 IncneTyepckne MeTKu

HE BKJIKOYATB! PABOTAROT /KO W.

Y¥Ynpaenasembiii 06bekT: PstGGIO1.SPCSO1

HE BKJIKOYATB! PABOTA HA TIMHWW.

Ynpaenasembiii 06bekT: PstGGIO1.SPCSO3

Bo Bknagke [ucneTyepckue MeTKM BbINOMHSAETCSA rMbkas HacTpoka ancnetyepckmx meTok (PucyHok 115).

w [ucnetuepckie MeTKIA

4] CO3AaTH HOBYHO AMCNETUEPCKYIO METKY ] PejakTUpoBaTh Yaanuts

[Lonyek k pabote Ha N3N nog
HanpaxeHuemM
Mpuopnrer: 1
MepeHocHoe 3a3eMneHune MoepexaeHue
Mpuopurer: 1 Mpwopurer: 1
PenelHan 3aUMTa M/MNM asTOMaTHKS
Mpuopurer: 1

Mpwopwurer: 1

KoMMeHTapuid
Mpuopwurer: 1

PacwuHoBka
Mpuopnrer: 1

Aonyck k paboTe Ha OTKNKOUeHHBIX N3,
obopygosaHus NC

PucyHok 115 - iucnetyepckue MeTKu

5.6.2.1 Co3paHue HOBOM AUCNETYEPCKON METKU

1. HaxmuTe Co3aatb HOBYIO AMCNETYEPCKY MeTKy (PucyHok 116).
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Mnakatel | JAMCNeTyepckne MEeTKH

4] CO34aTb HOBYIO AV CNETUEPCKYHD METKY

| PenakTi poBaTh

Donyck k paboTe Ha N3N nog
HanpAxeHnem
MNpwopwurer: 1

|_|EFIEH QCHOE 3g3emneHn e
MNpuopwurer: 1

PucyHok 116 - Co3aaTb AMcneT4epcKyro MeTKy
2. 3anonHute cdopmy (PucyHok 117) cornacHo Tabnuue 63.

Hoeaa gucneTyepckan MeTEa X

HazeaHwue;

MpropuTeT: 1 2| 1-nuskmii, 100 - eeicoknii

PucyHok 117 - Co3aaHue gucneT4yepcKon MeTku

Tabnuua 63 - HacTporku gucneTyepcKnNX MeTokK

HacTtpomka OnucaHue

3arpysuTb nsobpaxeHue | 3arpyska nsobpaxeHus AUCneT4epckon MeTku B O4HOM M3 (hOpMaToB: *.svg,
*Jjpg, *.png

HassaHue HasBaHne gucnetyepckon MeTkun

Mpuoputet MpuoputeT ancnerdyepckon metkn (1 — HM3kMKM, 100 — BbicOKKA). Ha

MHEeMOCXeMe ancnetvyepcKkada MmeTka C Hanboree BbICOKNM NPUOPUTETOM
pacnonaraeTcA Bbille OCTallbHbIX. Ecnu YCTaHOBJ1IEHO HECKOJ1bKO
ancneT4yepcknx MeTok ¢ OgUMHaKOBbIM MPUOPUTETOM, TO BbiLLIE paCcnorioXXeHa Ta,
KOTOpas Obina yCTaHOBJI1€Ha nocnegHen.

3. Haxmute Co3paThb.
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5.6.2.2 [lucnetyepckKkne MeTKU NO yMONM4YaHUIO

Mo ymonuaHuio B cnucteme co3gaHbl CEMb ANCNETYEPCKMX METOK (Tabnuua 64).

Tabnuua 64 - Qucnetyepckme METKU MO YMONMYaHUK

U3o6paxeHue HasBaHue MpuopuTeT

Honyck k pabote Ha JIQI nog HanpshkeHneM 1
[onyck k paboTe Ha oTkntoYeHHbIX J13I, obopyaoBaHumn | 1
rnc

MNepeHocHoe 3a3emneHne 1
MospexaeHue 1
Penennas 3awmta n/unm aBTomaTtuka 1
KommeHTapun 1
PacwunHoBka 1

5.6.2.3 PepaktnpoBaHue aMcneT4epckon MeTKu

1. BblbepuTe AMCNETHEPCKYIO METKY.
2. Haxmunte PegaktupoBaTtb (PucyHok 118).
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Mnakatsl | Jucnetyepckne MeTKn ‘

+'_j Co34aTh HOBYHD AW CNETYEPCKYH METKY I Pegakti poBate I ¥oanuTe

N
Aonyck k paBoTe Ha N3M nog Jonyck k paboTe Ha oTKNKUYEHH bIX 1120,
HanpaxeHnem oBopyaoeaHun MNC
Mpuopwrer: 1 Mpuopwurer: 1

MepeHoCHOE 3a3eMAEHKE
Mpuopwrer: 1

MoepexaeHne
Mpuopwurer: 1

PucyHok 118 - PegaktupoBaTb AMCNETYEPCKYHO METKY
3. /IameHuTe HacTponKu.

4. Haxmnte COXpaHUTD.

5.6.2.4 YpaneHue gucneT4yepckom MeTKu

1. BbibepuTe OUCNETYEPCKYIO METKY.
2. Haxwmwute Yganutb (PucyHok 119).

Mnakatel | AucneT4epcEne MeTKn ‘

4] CO34aTh HOBYIO AN CMIETYEPCKYHO METKY PeaKTHpoBaTE I Yganute

W)
Aonyck k paboTe Ha N13MN nog Aonyck k paboTe Ha OTKIKOUYEHHBIX N131],
HanpA#eH nem ofopygoeanumn NC
Mpuopwrer: 1 MNpuopurer: 1

ﬂEpEH OCHOE 3a3eMNeHne
Mpuopwurer: 1

MNoepexgeHune
Mpuopwurer: 1

PucyHok 119 - Yaanutb agncneT4yepcKyro MeTKy
3. lNoaTteepauTe yaaneHne AnNcneT4epcKon MeTKN B AMarnoroBOM OKHe.

5.7 MKY

KoHdurypmnposaHue kntovda NMKY coctont 13 gByx 3Tanos:

1. Cosganue kntova NMKY B npoekTe 06opygoBaHus 1 NpUBA3Ka ero CUrHanos K annapaTHoMYy YPOBHIO B
Redkit Builder (pasgen CosdaHue kmtoda MNKY pnokymeHTta «Redkit Builder. PykoBoactso agmuHmucTparopa.

MBKM.62.01.29.000-410.01». CkavaTb MOXHO Ha odmumanbHOM canTe no ceeinke: https://prosoftsystems.ru/

catalog/show/programmnyj-kompleks-redkit-scada?tab=docs).
2. KoHdurypuposaHnue kntova MNKY B Redkit Configurator (PucyHok 120).
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MporpaMmMHEIil KIKY yIpaBneHnA

Berpoentan B whTepdeiic nanens MKY

Ypoeens cucremer - | MC v

Wcnonesoeate nporpammHeni knkod TY (Teneynpaenenna) | [
¥ ¥posHW ynpasneHna, oToBpamacmele B roNoBHON NaHENN
MNC (Moactanuma)
P3C (PaiioHHbIE 3NEKTPUHECKHE CETH)
LYC (LUentp ynpasneHua cetamu)

POY (PervoHaneHoe AMCNETHERCKOE YNPAENEHUE]

EEEEE

04Y (OBeeaMHEHHDE JUCMIETUERCKDE YPABNEHIE)
Ter cTatyca kntoya (3axeaqeH/ ceoBodeH)

¥ Terw 3axeata ypoeHa

MNC (MoactaHuna)

P3C (PaiioHHbIE 3NEKTPNHECKWE CETH)

LYC (LUentp ynpasneHua cetamu)

POY (PervoHaneHoe AMCNETHEPCKOE YNIPAENEHUE]

04Y (OBeeaMHEHHDE JUCMIETUERCKDE YNPABNEHME)
¥ Komanael nony4deruna MY

1

2

3

PucyHok 120 - MKY
3anonHuTe dopmy KoHUIypauum cornacHo Tabnuue 65 n HaxxmuTe NMpUMeHUTb.

Tabnuua 65 - KoHdurypupoBanue MKY

AnemeHT nHTepdenca HasHaueHue

BcTpoeHHasa B nHTepdeic naHenb BkntoyaeT otobpakeHne naHenu MNMKY B ronoBHOW naHenm

MKy uHtepdenca Redkit Workstation. Ecnn ncnonbayetcst naHens MNMKY
B BuAe wabnoHa Ha cxeMe, TO BCTPOEHHYIO MaHernb BO3MOXHO
OTKIMIOUUTB.

YpoBeHb cUCTEMBI Bbib6op ypoBHs 3axsata NKY. YcTraHaBnuBaeTcs TOT e YPOBEHb, KakK

n B cepeepe npotokona M3K-104 onpawumBaeMoro KoHTponnepa.

Wcnonb3oBaTtb nporpammHbin kntod TY | Bkmovaet B Redkit nornky otcnexveaHmsa nonoxeHus kntoyda TY npu
BbINOMHEHNW KOMaHA TeneynpasneHuns.

YpoBHM ynpaeneHusi, otobpaxaemble | BkntoyaeT oTobpaxkeHne ypoBHEN ynpaBneHnsa Ha BCTPOEHHOM

B rOrloBHOWM NaHenu nanenu MNKY B Redkit Workstation.
Ter crtaTyca kntoya Ter MOXeT NpUHMMaTh 3Ha4YeHus: 3axBadeH (1), ocsoboxaeH (0), He
(3axBayeH/ocBOOOXOEH) onpegeneH (Mnoxoe Ka4ecTso).

[obGaeneHuve: ... — Vmsa nnowagkn — Mms yctaHoBkn — [KY —
EPS1GGIO1 — ST — Ind1

Ter 3axBata ypoOBHS... Tern, KoTopble OTBEYaET 3a WHAMKALMIO YPOBHSA 3axBaTa M NOrMKy
pabotbl kntoya lMKY. Kntou MKY He mMoxeT ObiTb 3axBayveH Apyrnmun
YPOBHSAIMM, €cnn OH 3axBadeH Ha [1C.

- TC (MoactaHums): ... — Nma nnowagkn — Mivs ycTaHOBKY —
MNKY — EPS1GGIO1 — ST — Ind2

- PO3C (PanoHHble anekTpuyeckme cetn): ... — Nms nnowagkm —
Wma yctanoskn — MNKY — EPS1GGIO1 — ST — Ind3

- LYC (UeHTp ynpaeneHusa cetamm): ... — Mimsa nnowagkm — Umsa
ycTtaHoBku — MNKY — EPS1GGIO1 — ST — Ind4

- POY (PervoHanbHoe ancnetyepckoe ynpasneHue): ... — Nms
nnowagkn — Mms yctaHoekm — MKY — EPS1GGIO1 — ST —
Ind5

- 0Ly (ObbegnHeHHoOe gucneTyepckoe ynpaeneHue): ... — Mimsa
nnowagkn — Mwvs yctaHoskn — MNMKY — EPS1GGIO1 — ST —
Ind6
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AnemeHT nHTepdenca HasHauyeHue

KomaHabl nonyyexus MKy MoxeT 6bITb fobaBNeHo A0 Tpex KOMaHg ynpasneHus. 3TN KoMaHabl
OyoyT ogHoBpeMeHHO oTnpaeneHbl M3 Redkit B koHTponnep Ans
3axBaTta 1 0cBOGOXAeHUA Krtova.

HobaeneHue: Nmsa npoekta — Ums nnowagkn — Mmsa yctaHoBKkM —
MKY — EPS1GGIO1 — ST — SPCSON (rae N — nopsigkoBbI HOMeEp
obbekTa gaHHbIx SPCSO)

5.8 OTyeThbI

WMHCTpymMeHT co3gaHuMss WM pegakTMpoBaHWst OTYETOB B CUCTEME  peanus3oBaH  COBMECTHO C
nporpammon-reHepatopom otyetoB "NCReport Designer" 1 npoxoaut B Tpu aTana:

1. CosgaHune dopmbl otyeTta B Redkit Configurator.
2. Cospganne maketa popmbl otyeta B NCReport Designer.
3. ®opmumpoBaHue ot4yerta B Tpebyembin popmat B Redkit SCADA.

5.8.1 ®opma oTuyeTa

dopma oTtyera cosgaetcd B meHo OTyeTbl npunoxeHus Redkit Configurator.

CDopma oT4yeTa npeanonaraeT Hanm4ne OnoKoB AaHHbIX B 3aBMCUMOCTWU OT TOrO, YTO Tpe6yeTc;| OTO6pa3I/ITb B
oT4yeTe: Tabnuua XypHana, Tabnuua MsmepeanZ W1 TEeKCTOBOE norne.

- Tabnuua xypHana coaepXuT BblOpaHHbIA B CUCTEME XKypHar.

- Tabnuua nsmepeHuit cogepXuT BolbpaHHbIE B CUCTEME U3MEPEHUS.

- TecToBOE NoONe cooepXuT TpY BapmnaHTa TEKCTOBbIX AaHHbIX: nepuogd otyeTta, PO onepaTopa, AOMKHOCTb
onepartopa.

Anroputm cosgaHms hopmMbl OTYETA:

1. Haxmute KM no nesomy dpenmy meHo OT4yeTbl 1 BoibepuTe lo6aBuTb hopmy oTyeta (PucyHok 121).
MosiButca «dopma otyeta N», rae N — nopsiikOBbI HOMEpP OT4eTa.

[Lobaeuts hopmy oTueTa

T3

Dna goBaeneHua HoBLIX GOPM OTUYETa W H
JancHelllero wx peJakTHpOBaHUA, BOCNONL3yiiTeck (i
KOHTEKCTHEIM MEHHD : )

BuifepnTe aneMeHT AepeEa OTHETOB

PucyHok 121 - lo6aBneHue ¢hopmbi oTHeTa
2. Haxwmute KM no cosgaHHon popme otdeTa 1 BoibepuTte lo6aBuTb nuct (PucyHok 122). Mossutca «Jluct
N», roe N — nopsgkoBbIn HoOmep nucTta popmbl oTHETA.
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| HaliTu

CoXpaHuTb | | OTMeHUTL

Mopma otueral

Jobaeuts anct

Yaanute Gopmy

HazeaHne GopMLI 0TYeTa

‘ Dopma oTyeTa 1

MaKeT (HOpMbl OTUETa HE 33TRYKEH

[ 3arpy3uTs

| [ PeJAKTHPOBATE

PucyHok 122 - HanonHeHue dopmbl oTyeTa
3. Haxwmute KM no cosgaHHoMY nUCTY 1 BblibepuTe Heobxoammbii Bnok gaHHbIX: Tabnuuy namepeHun,
Tabnuuy xxypHanos unu TekctoBoe none (PucyHok 123).

‘ Haiitn |

CoxpaHuTe OTMEHUTE

v Mopma oTyera 1
MNMuerd

Nobaewe  *

3HKE AUCTa

h Tabauuy nmepeHui

Tl

¥aanute nuct Tabauly XypHanoe

TeKCTOBOE none

PucyHok 123 - HanonHeHue popmbI oTHeTa

OtpepnakTupynTte BblibpaHHble BOKM AaHHbIX (CM. pasaensl [JobaBneHne Tabnuubl smepeHun, [lobaeneHme

XypHanoB cobbiTui, [lobaBneHne TeKCTOBOro nons).

CospanTte makeT hopmbl oTHeTa (CM. pa3gen Maket doopmbl oTHeTA).
3arpyante makeT opmbl oTyeTa (PucyHok 124).

| Haiii Q|
> train_repnr‘ll

» [E]l train_report2

» [Ell ®opma oTueta 3
Dopma oTyeTa 4

[chpauwrb | [Omeuwrb |

HassaHue dopMel oTyeTa

| ®opma otyeta 4

MakeT dopMbl OTYETA He 3arpykeH

ABTOMaTUUecKoe GopMUpOBaHWE

PucyHok 124 - 3arpy3utb MakeT ¢popMbl oT4eTa
7. VIameHuTe Ha3BaHuWe oT4eTa, ecnm Heobxoammo (PucyHok 125).

| Haiii Q|
> train_repnrll

¥ [E]l train_report2

» [l ®opma oTuera 3
Gopma oTyeta 4

PucyHok 125 -

[chpauwrb | [Omeuwrb |

HazeaHue E DMbl OTUYETS

|| ®opma otyera 4 I
L |

MakeT popMel OTYETa He 3arpyskeH

[ 3arpyzuTte | [PeAaKIL‘pOBaIb |

ABTOMaTUYecKoe GopMUpoBaHME

PepaktupoBaHue Ha3BaHusA hopMbI oTHeTa

8. Hactponte aBTomatmnyeckoe hopMmpoBaHmne oT4yeTa C OTNPABKOW Ha SMEKTPOHHYIO MOYTY, ecnu
Heobxoammo (cM. pasgen HacTpovika aBToMaTMyYeCKO OTNPaBKu OTHETOB).

9. Haxmunte CoxpaHutb (PuncyHok 126).
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| Haiim

Q| I[ CoxpaHuTs | [ OTMEHUT

» [E]l train_reportl

¥ [E]l train_report2

»+ [F]l ®opma oTuera 3
®opua oTuera 4

Haszganue dopMel oTHeTa

| PopMa oT4eta 4

MakeT popMel OTYETa He 3arpyskeH

I 3arpysuTte | I Pegaktuposats

ABTOMaTUYECKDE QopMUpOBaHUE

PucyHok 126 - CoxpaHeHue

5.8.1.1 [lo6aBneHne Tabnuubl U3MepeHnn

Tabnwuue nsmepeHnii No ymonyaHuio npucsameaetcs Ha3BaHue TagTableN, rae N — nopsiakoBbIi HOmep Tabnuubl
namepeHunin. B crnyyae HeobxoaMmocTn oTpenakTupynte HassaHue Tabnuubl M3MepeHun (Ha3BaHMe Tabnuubl
M3MepeHUn [OMKHO ObITb TONbLKO Ha NNaTUHWLE), MHTEepPBan YCPeAHEHWSs, yYnTbiBaHWE HEBanMOHbIX 3HAYEHUN

(PwcyHok 127).

| HaiiTn

CoxpaHute | | OTMEHHTE

- ®opma otyetal

v et
TagTablel
LogTablel

[T Textl

Tabauua wamepexuil

| TagTablel

WMHTepBan ycpeaHenna

[] YunThigaTs HEBANWAHbLIE 3HAUEHHA

PucyHok 127 - PepaktupoBaHue Tabnuubl M3aMepeHu

Tabnuvua namepeHnin CocTounT U3 KornoHok. Haxkmute MNKM no tabnuue namepeHun n gobaebre KONMOHKY BPEMEHU
UIN KOMOHKY 3HadeHusi curHana (PucyHok 128).

‘ HaiiTu

CoxXpaHuTe | | OTMeHWTH

A Bopma otuera 1
MNMuer1

TagTablel
LogTablel
Textl

NobaenTs konoHky *

¥aanuTe Tabauly

Tabnuua u3MepeHui

Bpemenn

3HauYeHWA CUrHana

] ¥uuTeiEaTh HEBANWAHbIE ZHAUEHHA

Kaxxgon konoHke npucBavBaetcs naeHtudukatop colN, rae N — nopsakoBbii HOMEP KONTOHKM.

PucyHok 128 - HanonHeHune Tabnuubl M3aMmepeHui

Y KOFOHKM BPEMEHU B 06MacTu peaakTupoBaHusa oTobpakaeTcs MPUCBOEHHBIN naeHTudmukartop (PucyHok 129).

| Haiitn

COXpaHuTL | | OTMEHHTE

- @opma oTyeta 1
- Jinerl
£ TagTablel
coll: Bpemsa
2§ coll: AVG()
LogTablel
Textl

WaeHTudmKaTop KonoHkm: cold

PucyHok 129 - PeqaktupoBaHue KONOHKU BpeMeHu!

Y KOMOHKM 3HadYeHusd curHana B obnacTM pefakTupoBaHus OTODpaXaeTcd MPUCBOEHHBIN MAEHTUMUKATOP.
[lononHnTenbHO 4OCTYNEH BbIGOp 3Ha4YeHWsT arperaTHoM OyHKLWK;

- CpepgHee 3Ha4veHue;

-  MUHUManbHoOE 3Ha4yeHune;

- MaKCcumalibHOE€ 3Ha4eHune,
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cpeaHeKBagpaTuieckoe OTKMOHEHWE;
HanpasreHvne BeTpa (Moga);
nocnegHee 3HaveHue;

Ka4ecTBo.

O6s3aTenbLHO Ha3HaybTe MapaMeTp 3HaYEHMIO CUrHana ¢ NoMoLLbto kHornkn HazHaunTb napameTp (PrucyHok 130).

| Haiitn ‘ CoxpaHnTe OTMEHNTE

hd Dopma oTyera 1

WaeHTWGUKETOP KONOHKN: coll

KoNM4ecTe0 AeCATHYHBIX JHAKOE
DYHKUNA
‘ CpegHee 3HaJYeHue v

O6OpYAOBAHNE: HE HA3HAUEHOD
CurHan: HE HA3HAUEH

HazHauuTe napameTp

PucyHok 130 - PegaktupoBaHue KONMOHKN 3Ha4YeHUA curHana

Mpn HasHauyeHWM napameTpa OTKPbIBAETCS OKHO C [epeBOM OOLEKTOB: BblibepuTe Tpebyemblii napamerp u
HaxxmuTe HasHauuTtb (PucyHok 131).

HazHaueHwe napamerpa

X

Haiti

HazgaHue

VU Q2.VU1 Q2 Controller.Q2GGI01. MX.AnInl
V1 Q2. VI Q2 Controller, J2XCBRL.5T . Loc
BEnocknpoeka ynpaeneHna

MectHoe/JncTaHunoHHDE

MNonoxenwne
Tok.Paza B
Tok.@aza C

3HB-TP-220-2T

3HB-LP-220-2T
3HN-220-1 Bropas
3HN-220-2 Bropan

Np-220-1 Bropan

TP-220-2T

WpP-220-1 2T

b [Mepece NpucoeaUHEHNE

v | ¥ ¥ ¥ vy ¥ T

b [eHepaTopel CUrHaNoE
¢ Knwy wnnarneHWE

PucyHok 131 - HasHaueHue napameTtpa
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HasHauyeHHbI napameTp oTobpaXaeTcsi B Ha3BaHMM KONMOHKM U B ee obnactu pegaktnpoBanuns (PucyHok 132).

| Haiitn I CoxXpaHunTs | [ OTMEHHTE |

HazeaHue

* Qopma otuetal
F aeHTn bukaTop KonoHkn: coll

¥ fucrl
¥ TagTablel DYHKL WA
coll: Bpema | CpesHee IHaYEHNE v

coll: AVG(Tor.Maza A)

Cbopygoeanne: Mpoekr / 220 kB / Bropoe npucoeanHenune / B-220-2T

CurHanm: Tok.Daza A

HaszHauuTe napameTp

PucyHok 132 - HazaBaHune KONoHku

5.8.1.2 lo6aBneHue XXypHanoB coOObITUN

Tabnu1ue >xypHanoB No ymorndaHuo npuceamBaetcsa HassaHue LogTableN, rge N — nopsgkoBbI HOMep Tabnumubl
XypHana. B obnactu pepaktvpoBaHus BblOepuTe XypHan cobbiTuin onsi oTobpaXkeHust B OTYETE, HAcTponTe
npeadunsTpbl. HazBaHMe Tabnuubl 4OMKHO ObITb TOMBLKO Ha NatuHuue (PucyHok 133).

| Haiitn O.| [ CoxpaHnTe | I CTMEHNTE |

¥ [Z]l train_reportl

HazeaHue Tabanuel

| LogTablel
| oper
[Trldolg Hypran coBemmii
protecol_date | Bce cobeimua v

3 train_report?

o 1 MpegdunsTpel oTHETE
Z|l opma oTuera

P T [71 Bce anemenThl

[[ He kewTMpoEaHo
YPOBEHb BaXHOCTH
[ KewtnpoeaHo

Onuncanmne

[ Hekeutupyemo

OGopyaceEaHne W NapaMeTpel
3HaueHne

CocToaHue

DYHELMOHAMEHAA FpyNna
WeTourne

Y3en

(i

PucyHok 133 - PegaktupoBaHue Tabnuubl XXypHanos

5.8.1.3 [lo6aBneHne TeKCTOBOro Nons

TekcToBOMY MOS0 MO YMONUYaHMIo NpuceansaeTcs Ha3BaHue TextN, rae N — nopsaKoBbI HOMep TEKCTOBOO Mons.
[ns nobaBneHns B TEKCTOBOE More AOCTYMNHbI nepuog otyeTta, PUO onepatopa, AOMKHOCTb onepaTtopa (PUcyHok
134). Ha3BaHue nons AOMKHO ObITbL TONLKO Ha NaTuHULe.

[ Haiiru | I COXpaHHTL, I OTMEHHTE
|

b @opma oTyeta 1

- ﬂp\crl HazeaHwe nonA
= TagTablel

£t cold: spemn

[ Text1

£§ coll: AVG(AkTneHas mowHocTe.Pa) Ponb

ogTablel | - |

Mepuog otyeta
[Td Textl proa

Mepwoa oTueta
@O onepatopa

JonxHocTe onepatopa

PucyHok 134 - PepaktMpoBaHue TEKCTOBOro nons
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5.8.2 MakeT cpopmMbI oTUeTa

MakeT chopmbl oTyeTa co3gaerca n ocopmnsietca B nporpamme NCReport Designer, koTopas ycTaHaBnmBaeTcs

coBmecTHO ¢ Redkit.

3anyck NCReport n3 nanku ¢ Nporpammon B darinosoin cucreme: JlokanbHbin guck (C:) — Program Files —
Redkit-Lab — Redkit — NCReportDesigner.exe.

WHTepdpenc ocHoBHoro okHa nporpammbl NCReport Designer npeacrasneH Ha PucyHke 135.

[E] NCReport Designer 2.22.1
File Report Edit Wiew

Insert  Format Align  Window Help

DABBSADNBl~r~06 OD 8 S-

— O x

QO EERE®E -

ZNEEEFDOLMEEMA BRleas e 0=l

Arial

FEH O » | EEuom = .

‘Geometry editor (34
Property Value &
Section type
Section height 0,00
Object name - v
<
| Data Source Manager g x
Data Sources
E Data Sources
Variables

> System Variables
[~ Parameters

PucyHok 135 - OcHoBHOe okHO nporpammbl NCReport Designer

[anee HeobxoaMMO BbIMOMHWUTL ABa OCHOBHLIX 3Tana:

1. HacTtpoiika makeTa.
2. HacTtporka JaHHbIX.

5.8.2.1 HacTponka makeTta

MakeT hopMbl OTHETA MO YMONMYaHU0 cogepXkuT Tpu obnactu: Page header (BepxHuii konoHTuTyn), Page footer
(HvxHui konoHtutyn), Detail (PucyHok 136).

B reportl.ncr

1] 1

z

3

4 5 [ 7 ] ] 10 i1 12 13 14

7 Page header
k")

q
w
&
w
&

|

H
Lo bl

age footer

14

nnnnflnnnnf | o

PucyHok 136 - MakeT chopmbl oTHeTa

5.8.2.1.1 HacTtpo#ka NCToyHMKa AaHHbIX

1. HaxmuTte B wanke okHa Report — Data Sources. OTKpOeTCs OKHO CO34aHMsa UCTOYHUKA AaHHbIX.
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1 BblbepuTe T!N UCTOYHMKA AaHHbIX Item model (PucyHok 137).

[C] Datasource type ? et

Datasource types Create

[ S0L query
Cancel

(" Text

(" %ML

{ " String list
(e Item model

(" Custom

PucyHok 137 - Tun uctoyHmKa AaHHbIX

4. lepeumMeHynTe UCTOYHUK AaHHbIX B UMs Tabnuupl, kak B HacTporikax otdeta Redkit Configurator (PucyHok
138). imeHa [omkHbI NOMHOCTLIO COBNaaath.

[E] Data source settings

Data sources

*| %

7 X

Data source properties
Datz source type  [Item mods| ¥ Enabled
Data source ID LogTablel Parent datasource ID
Openingjrunning role |Begining of the report ~| Primary key column index |0 El:
Location type Parameter ~| [V Alow empty data source

Item model datasource

Item model 1D |LogTable1

I Use model appearance roles

Relation Data Speification

Q Coxpatiuts | | Otvenums

HazpaHWe GopMEl OT4eTa

| train_reportl

Maker popmbl oTueTa train_reportl.ncr

5. Haxmute OK.

I 3arpyauTte HPemxmpcaam

®opua orvera 3

bopwma orvera 4

L] AsTomatuueckoe GopMUpoBaHe

PucyHok 138 - HacTpoWiku MCTOYHMKa AaHHbIX

5.8.2.1.2 Hactpouka Detail Group u Detail

1. HaxmuTe B wanke Report — Details and Grouping. OTkpoeTcs okHO HacTporiku Details.

Haxmunte Groups.

ats

Haxmunte

4. Haxwmute OK (PucyHok 139).

162



Redkit SCADA 2.0. PykoBoacTtso agmuHucTtpatopa OC ALT Linux 8 SP. Bepcus 2.0.2208

[E] Data grouping [Detaill]

—Groups

Groupl

ol s |&

Group settings | Reset variables

—Identify

Group ID IGroupO

Group expression |

—Header and Footer

¥ Group header ISE,GG i

v Group footer |4,45 mm

r Reprint header on new page

—Pane break

Break condition {ogical expression)

r Always starts on new page

™ Reset page number

Cancel

PucyHok 139 - Hactpoiika Detail Group
5. B HacTtponkax Details BbiGepuTe NCTouHUK AaHHbIX (PrcyHok 140).

[E] Detail settings

—Details

Detaill

== =]

General | Spedial I

—Detail properties

Detsl D |Detaill

Height |7,62mm

Data source ILogTabIel

—Page break

Break condition {Jogical expression)

™ Starts on new page

OK

Cancel |

Apply

PucyHok 140 - Hactpoiiku Detail

6. MNepengute Ha Bknagky Special n Boidepute Show when no data is available (PucyHok 141).
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[E] Detail settings ? X
Detail1 db ~Options
2 Secondary data source | |
- Parent detail ID I
ﬁ ~Alternating rows
g Alternating mode | Disabled |
[v Use default background color
Background color I#dcdcdc
— Show options
[v Show when no data is available
Groups... | OK Cancel Apply

7. Haxmute OK.

PucyHok 141 - Hactpoiiku Detail

lMocne aTux HacTpoek obnacTb oTyeTa byaeT BbIMAAEeTb, Kak Ha PucyHke 142, T.e. MmakeT oopmMbl OTHYETA TENepb
copepxut 5 obnacten: Page header, Group header, Detail, Group footer, Page footer.

B reportZ.ner*

L] 1 2 3

4

5 & 7 ] 5 10 11 12 3

7 Page header
o

< Group header [Detail1.Group(]

iE|

< Detail [Detail1]
-

= Group footer [Detail 1. Group0]
o

7 Page footer
o

PucyHok 142 - MakeT ¢popmMbI oTHeTa nocrne HaCTPOWKU

5.8.2.2 HacTpouka gaHHbIX

Tenepb HeOBXOANMMO HAMOMHWUTbL OTYET AaHHbIMK. [prMMep HanoNHEHHOro AaHHbIMK OT4YeTa Ha PucyHke 143.
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“ Page header

E

<7 Group header [Detail 1.GroupQ]

ERlo) oper

2 —| JIOMmKHOCTL! dolg
- ata ¥ Bpemsa TPEeHUPOBKW: protocol_date

* | | Ne| para | peicteve |
< Detail [Detail1]
~ 1 icurrentrow: col3  icol4

1

= Group footer [Detail 1. Groupd]

< Page footer

E A

PucyHok 143 - MpumMep makeTa oTyeTa

Bcto wanky otyeta u wanky Tabnuusl Heobxoanmo AobaesuTb B obnacte Group Header, Bce TabnunyHble gaHHble
— B obnacTtb Detail, TekcToBble gaHHbIe nocne Tabnuubl — B o6nacte Group footer.

5.8.2.2.1 HacTpomnka TeKCTOBbIX AaHHbIX

TekcToBble [aHHble ecTb [BYX TWUMOB: CTaTM4yeckMe n guHamumyeckue. CTaTMyeckme — 3TO HeusmeHsiemasi
wabnoHHasa nHdopmaums (Hanpumep, HazBaHue ot4yeTa). AnHaM1M4eckne TEKCTOBbIE JAHHbIE — 3TO U3MEHAEMbIE
OaHHble, 3aBucsALme oT Bblbopa B Redkit (Hanpumep, PO onepaTtopa).

HaCTpOFIKa CTaTU4YeCKUX TeKCTOBbLIX AAaHHbIX

1. Bbibepute nHcTpymeHT Label (PucyHok 144).

[C] NCReport Designer 2.23.3
File Report Edit View Insert Format Align Window Help

DB LALL e B~ =B
—\ ;|||1D ;|| Vi M”%

PucyHok 144 - UHcTpymeHT Label
2. [obaebte ero B obnacte Group header nnn Group Footer.
3. Bnvwwnte HeobxoamMble aHHbIE, UCMONb3yS CTaHAAPTHBIE MHCTPYMEHThLI pegakTMpOoBaHMs TeKCTa U3 naHenu
WHCTPYMEHTOB.

HacTtponka AuHaMn4ecKux TeKCTOBbIX AAaHHbIX

1. Bbibepute nHctpymeHT Field (PucyHok 145).
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[C] NCReport Designer 2.23.2

File Report Edit View Inset Format Align Window Help

DB &ALk e B

o

NEBEESO @ mE Bk

&rial

= =B I U|=

PucyHok 145 - UncTpymeHT Field

2. [lob6aBbte ero B obnacte Group header nnn Group Footer.
3. Bnvwwnte HaumeHoBaHWe TEKCTOBOIO Orioka JaHHbIX, kKak B HacTporikax ot4yeTtoB Redkit Configurator (PucyHok

[F] Field settings. ID:HINA ? X
Field source type: IParametEr j Data type: IText LI
Field |
oper
Build expression...
General | Text I Numeric I Date/Time I
Description f title: I
emplate arg() string: |
ckground mode: Transparent ~ | Background color: I | User color 1 j
| Background only in Designer
I Pin to left
I Pinto right
 [5] train_reportl
Ha3saHue dopmMel oTueTa
Ttem ID: IHJINA = | train_reportl
Function ID: I
_ [T-Jdolg MakeT popmel oTuyeTa train_reportl.ncr
protocol_date
. = 3arpyaute Pepaktupogats
Conditional format... » train_repnrtZ [ ] [

» ] dopma otuera 3
‘Dopwma oTyeTa 4

[ AstomaTuueckoe hopMUpoBaHUe

PucyHok 146 - HacTpoika TeKCTOBbIX AaHHbIX

4. B rpade Field source type BbiGepute Parameter, B rpage Data type — Text (PucyHok 147).

166



Redkit SCADA 2.0. PykoBoacTtso agmuHucTtpatopa OC ALT Linux 8 SP. Bepcus 2.0.2208

[fll Field settings. [D:HIIMA

LI Data type: IText 'I

Field source type: IParameter

Field |
oper
General | Text | Mumeric | Date/Time |

Description [ title: I

Template arg() string: I

Background mode: ITransparent
™ word Wrapping

™ waord wrap anywhere

[ Automatic height

™ Hide repeated values

;l Background color:

r Backaround only in Designer

I [ User calor 1

[ Pin to left
™ Pin to right

[™ Use data source appearance roles

Identify | Print when | HTML | Dynamic position | Dynamic style | o |

ItemDD:  |HIINA

Function ID: I

Fone ID: IU 3:

Conditional format... |

Cancel |

PucyHok 147 - HacTpoiika TeKCTOBbIX AaHHbIX

5. Haxmute OK.

5.8.2.2.2 HacTpouka wanku Tabnuubl

LLlanka Tabnuubl HacTpanBaeTcs ¢ nomollbto HTML-koga.
1. Bbibepute nHctpymeHT Text (PucyHok 148).

icl MCReport Designer 2.23.3
File Report Edit View

Insert Format Align Window Help

DEBReALL

i

o

[543

= O B2 i M B M

l_r'"-l

Arial

He =B I U=

PucyHok 148 - UHcTpymeHT Text
2. [lo6aBbTe ero B obnacte Group header.
3. B obnactn HTML code (PucyHok 149) nobaBbTe Koa:

<html>
<body>
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<style font-family="Ubuntu" font-size="1lpt" font-weight="400" font-
style="normal">

td.empty {border-style:none;}

td.sl {border-color:black;border-style:solid;border-

width:thin;color:#000000;background-color:#C0C0CO; font-size:12pt; text-

align:center;width:42mm}

td.s2 {border-color:black;border-style:solid;border-

width:thin;color:#000000;background-color:#C0COCO; font-size:12pt;text-

align:center;width:42mm; font-weight:bold}

tr.rl4 {height:14mm}

</style>

<table border="1" style="border-color:#000000;border-style:solid"
cellspacing="0">

<tr class="rl4">

<td class="sl" style="padding:5px;">N</td>

<td class="sl" style="padding:5px;">IOara</td>

<td class="sl" style="padding:5px;">IemicTBre</td>

</tr>

</table>

</body>

</html>

rl Text properties 7 x

Text source

[tem source type: |5tatiu: j
File name: | & P

Text HTML code l

lntm1s -
<body>

<atyle font-familv="Ubuntu” font-size="1llpt" font-welight="400" font-
style="normal™>

td.empty {border-style:none;}

td.sl {border-color:black;border-stvle:sclid;border-
width:thin;color:#000000;background-color : $C0C0C0; font—-size: 12pt text—

alim:ocenter:width = 42mmt j
Options
[ Automatic height | Default size and margins I+ se system font settings
[ Break to page [ Adjust size in designer [ Plain text
[ Template mode [ size correction [ Pin to right

| Use data source appearance roles

Identify ] Print when ] HTML ] Dynamic position ] Dynamic style ] TDC]

[tem ID: |K‘3NDA Zone ID: |0 El:

Function ID: |

Ok Cancel |

PucyHok 149 - HTML-tabnuua

CoseTt: C nomoLlblo gpyrux komang v 3HaHun HTML oTpegaktupyinte Tabnuupbl noa ceou TpebosaHus.
4. Haxmwute OK.
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5.8.2.2.3 HacTpounka TabnmyHbIX AaHHbIX

1. Bbibepute nHctpymeHT Field (PucyHok 150).

File Report Edit View

icl MCReport Designer 2.23.3

Insert Format  Align

Window Help

DB & HE L&

REED

B> » &

=5 Q & m = B M

]

Arial

Ve J|B I U=

PucyHok 150 - UHcTpymeHT Field

. [obaBbTe ero B obnacte Group header.
BnuwunTte HaMmeHoBaHMe KOMOHKM, Kak B HacTpoikax ot4yeToB Redkit Configurator, ecnu gobasnserte Tabnvuy

namepenunn (PrucyHok 151). Ecnu gobasnsiete Tabnuuy XXypHanoB, TO HOMEP KOIMOHKN COOTBETCTBYET KOFTOHKaM

XypHana (Tabnuua 66).

» [Fl train_reportl
train_report2

-

N

Conditional format... |

¥ [F]| Popma otuerta 3
Identify | Print when HTML | Dyn, ¥ =] Nucr 1
tem:  |H2cDo \ period
¥ £22 TagTablel
Function ID: I \ ﬁ col0: epems
£S5 coll: AVG()

N

Tabnuua 66 - CTon6ubl XXypHana

£S5 col2 AVG()
i £S5 col3: AVG()
[Trloper
[T dol

£22 TagTable2
Dopma otyeta 4

[fl Field settings. ID:H2CDO ? b
Field source type: IDaE source ;I Data type: INumeric 'l
Field |
col4
Build expression... I
neral I Text Murneric | Date/Time I
tions Decimals
MNumber formating Decimal precision IU i’
[ \use localized settings Field width |.ﬁ.uto =
™ Blerk if value equals zero Brorsistearer IF
| Haiitu Q| [ CoxpaHute ] ’ OTMEHWUTE

MAeHTUdUKATOP KONOHKK: cold

DyHKLMUA

|cpe,quee 3HauUeHue v

O6opyaoBaHWe: He Ha3Ha4eHo

Curnan: He HazHaueH

[ HazHauuTe napamerp

PucyHok 151 - HacTpoiika TabnuyHbIX gaHHbIX

Ne cton6bua

OnucaHue

col0

UekBoKC onsi KBUTUPOBAHWS, NPUHUMAET 3Ha4YeHuns true v false
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Ne cton6ua OnucaHue

col1 KeutuposaHo/He ksutuposaHo (1 1 0 cooTBETCTBEHHO)

col2 YpOBEHb BaXXHOCTU COObITUSA, 3aNONHSAETCA KOAOM U3 HACTPOEK NpMopuTeTa B
XypHanax

col3 MopsgkoBbii Homep (ID) cobbiTus

col4 [arta n Bpems cobbITus

col5 OnucaHune cobbITuA

col6...colN Cronbupbl No NOPSIAKY M3 HACTPOEK XKypPHaroB

4. [1na konoHkn BpemeHu B rpacpe Field source type BbiGepuTe Data Source, B rpade Data type — Time, B
rpacpe Data/Time Bnuwmnte popmat aatbl (PrcyHok 152).

il Field settings. ID:F35HE 7 4
Field source type: |Data sOUrCE j Data type: |Time -
Field |
Build expression...
General ] Text ] Mumeric Date,Time l

Date / DateTime format: |hh:mm:ss

Identify l Print when ] HTML ] Dynamic position ] Dynamic style ] TOC ]

ItemID:  |F35HE

Function ID: |

Fone ID: |0 3:

Conditional format... |

o]

Cancel |

PucyHok 152 - HacTpoiika TabnuyHbIX gaHHbIX

5. [Ina konoHkun 3HadyeHus curHana B rpadpe Field source type Boibepute Data Source, B rpacdhe Data type —
Numeric, B rpache Numeric Boigenute Number formating n Format character = f (PucyHok 153).
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i Field settings. ID:H2CD0 ? x
Field source type: |Data source ﬂ Data type: |Mumeric hl
Field |
col4
Build expression...
General ] Text Murneric ] Date Time ]
Options Decimals
v Mumber formating Decimal precision |EI :l
[ Use localized settings Field width | Auto =
[ Blank if value equals zero ErE e |f
Identify l Printwhen | HTML | Dynamicposion | Dynamicstyle | TOC |
Ttem ID: |H2CDO Fone ID: |0 3:
Function ID: |

Conditional format... | Ok Cancel |

PucyHok 153 - HacTtpoiika TabnmyHbIX AaHHbIX

6. Haxmute OK.

5.8.3 HacTponka aBTOMaTn4eckon oTrpaBKu OT4YETOB

<. BHumanue: [lepen HacTpouKkonW aBTOMAaTUYECKOW OTMPABKM OTYETOB oOfpefenute, oTkyaa Oyayt

[ &% OoTnpaBnaTbcsa OTYeTHI: ¢ cepBepa unu ¢ APM. MmaesHoe TpeGoBaHue K MECTy OTNPaBKu OTYETOB — JOCTYN
K ceTn VIHTepHeT.

Mpoueaypa HacCTpOMKKN aBTOMAaTUYECKON OTNPaBKM OTYETOB:
1. Ha Bknagke Hactpoiiku yana gobasste Mmogynb leHepaTop OTYETOB B y3er:

a. Ecnu otnpaBka oT4yeToB OyAeT BbINOMHATLCA C cepBepa, To AobaBbTe MOAyfb B CepBepHblE Y3rbl
(Redkit_System_Service vnun Redkit_Master n Redkit Slave, B 3aBUCUMOCTU OT TMNa KoHdUrypauum).

b. Ecnu otnpaBka otyeToB ByaeT BbINOMHATLCA ¢ onpegeneHHoro APM, 1o gobasste modynb B
onpegeneHHble yanbl Redkit Workstation.

2. B mogyne eHepaTop OTYETOB BNULLUTE TEMY NMUCbMa C OTYETOM U COOBLLEHME, NPUKPENTIEHHOE K OTYETY
(PvcyHok 154).
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JoGasuTs y3en

Hazesanne

Hms obbexta | leHeparop oTyeToB

» Redkit Configurator
¥ Redkit_System_Service
ApXWEAPOBaHWE

leHepaTop oT4eTOR

Mcnons3oeaHwe aucka
KnuexT npoTokona lec104
KauenT npotokona lec61850
Mogynb 3anucK curHanos s BJ1
Mogyne 3axsata obopyaoBaHua
Mogynb koHTpONA cepeepos b/l
Mogyne obpaborkn BnaHKOR NEpekaoYeHW
Mogynb cuHxpoHW3aLmn c b
MAaHWPOBIL MK BRIAEYM KOM3HS YNIPEENEHNA
PoTauma apxuea coBbITHA
Cepeep obpabotku cobeiTuii
» Redkit_Workstation

+ M+

m m
] [

Wma knacca gna mogyna | ReportAutoGenerator
reportautogenerator

Wma daiina mogyna
¥ O6uwme
OTaenbHBI NOTOK
MpuoputeT mogyns 20
Bpemsa oxuaanua (mc)

WHTepsan nposepkn (Mc) 000

L

Kon-Bo NOBTOpPOE KOMaHAB!

¥ MoHWTOpUHT
[C] OTcnexneate napameTpes
[[] Nornposanne

JuarHocTyeckan MHd opMalna

AnTepsan arperaumm (mc) 60000
WHTepean usmepeHuii (Mc) 1000

¥ YacTHuie

4r

CoobueHwe |0THET Redkit

Tema

| Redkit

3. Haxmute NMpumMeHUTD.

PucyHok 154 - Hactponku Mmogyns «leHepaTop oT4eTOB»

4. Ha Bknagke HacTtponka no4toBOro KfMeHTa Haxxmute PegaktupoBatb 1 3anonHute hopmy No4ToBOro
KnueHTta cepsepa (PucyHok 155).

HﬂCTpOﬁK.H NOYTOEOrO KNKMEHTa

[ Pegaktnpoearts l

Y4yeTHelE 3anucK

Ponu

MaponbHaa NoAMTHES

JKCNopT 3anyck CTOpOHHEro

3NEKTPOHHEI aapec

¥ AyTeHTMGHKALKMA

Cepeep wcxodAwed noutel (SMTP-cepeep): |

| | Mognuce |

| Mopt 25

Mapone |

¥l Mcnonezoeate 551

5. HaxmuTte CoxpaHuTb.

PucyHok 155 - HacTpoiiku noutoBOro KnmeHTa

6. Ha Bknagke OTyeThbl y BbIOpaHHOIO A4S aBTOMaTUYECKON OTNPaBKM OTYETa Bblaennte ABToMaTuyeckoe
¢hopmunpoBaHue (PrcyHok 156).

al

[Tdoper

dolg

protocol_date
train_report2
Dopma oTuera 1

»

[ COXpaHuTE ] ’ OTMEHKTE ]

HazeaHue ¢opmMel 0TUETE

| train_reportl

MakeT opmel oTueTa train_reportl.ncr

T O

Iilt;;.ﬂmwmu eckoe GopMUpOBaHIE

PucyHok 156 - ABTomaTnyeckoe chopMmupoBaHue

7. 3anonHute hopMy aBTOMaTU4ecKon otnpasku otyeta (PucyHok 157) cormacHo Tabnuue 67.
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ApToMaTMYECKOE HOpMUDOBAHKME

[padme 2anycka npoyesypel GopMURCEAHNA OTYETE

B

Yac: | 1q

l pasz s | CyTHM

MuryTa: ’3_:

[myBuHa dopMUpoBaHNA: | € HaYana gHa

'I"DFIH\.-!ET H33EdHWA OTHETA

train_reportl 22YYVV.56MM. 30D %hh_%mm_%ess Yeperiod %depth

Qopmart cospasacmoro $aing: | pdf

JWpeKTOpUA coxpaHeHa

zip

| T/ TrainReports DGzop
Appeca oTnpaekw

| lenin@yandex.ru ¥aanure

| ¥YaanuTte

Nobasuth

PucyHok 157 - ®dopma aBTOMaTuyeckoro popmmpoBaHus

Tabnuua 67 - HacTporku aBTomMaTuyeckoro oopMmMpoBaHUs OTYETOB

HacTtpomka MopgHacTpoika OnucaHue
padumk 3anycka 1 pasB [MeprogmyHOCTb OTNPaBKM OTYETA: Yac, CyTKN,
npou,eqypbl dhopmMmpoBaHus mecs
oTyeTa
Mecsu/Mac/MuHyTa B kakoe BpeMs BbINONHUTL OTMPaBKy oT4yeTa

Mmy6uHa dopmupoBaHms

C Hayana mecsdua

C Havana gHsa

C Hayana yaca

3a npoweawmn mecsiy,

3a npolueawuii aeHb

3a npoweawmn Yac

3a N mecsueB

3a N gHen

3a N yacos

3a N MuHyT
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HacTtpowka

MopgHacTpomka

OnucaHue

dopmaT Ha3BaHUA OT4eTa

Mo ymonuaHuio: Umsa otyeta %YYYY.%MM.
%DD %hh_%mm_%ss %period %depth

dopmat cosgaBaemoro
thanna

PDF, XLS, HTML

Bbibop popmaTta otyeTa

ZIP

[pu3Hak cxXMmaHusa oT4yeTa B zip-apxvB

[MpeKTopusi coxpaHeHus

[vpekTopusi XpaHeHNs1 OTYETOB Ha cepBepe

Anpeca oTnpasku

OneKkTpoHHble agpeca, Ha KoTopble 6Gyaet
BbicraH otyeT. OgHO none BBoAa = OAWH
3MeKTPOHHLIW agpec.

Ons pobaBneHus OpyrMx agpecoB Haxmute
[Jo6aBUTL HWXe N BNULLUTE ellle 3MNEeKTPOHHbIN
agpec oTnpaBKu.

MpumevaHue: 1 — MpadmkoB 3anycka MOXET ObITb HECKONbKo. Haxmute Ha BKNagky «+» W 3anonHuTe
HaCTPONKM AN Apyroro rpaduka 3anycka npouenypbl OpMUPOBaHUSA OTHETOB.

8. HaxmuTte CoxpaHuTb.

9. lNosTtopuTte waru 8-10 gna apyrux opmM OTYETOB, €Cnv HeoBXoANMO.
10.Mepesanyctute cepauc Redkit.

5.9 YcTtapeBaHue n nogcraHoBKa

B meHio YcTapeBaHMe u noacTaHOBKA BbIMOSHAETCS BbIOOP TEroB Ans:

- ycTtapeBaHus (ctonbey YctapeBaHue);
- nogcTtaHoBku n 6riokmposkmu (ctonbel MoacTaHoBKa U 6rIOKMPOBKaA).

BbibepuTte Tern B cootBeTcTBYOLEM CTONOLE M HaxxmuTe MpumMeHuTb (PrcyHok 158).

MNpumennte* Haiftu

HazeaHwe

|J'1:TapEBaHnE | MNoactaHoeka u Grokuposka |0nncaHMe |

* MMpoekr
b 1T
b 2T
» 10kB
¥ 220xB
» BTopoe npucoegnHeHne
¥ [epBoe NpUCOEIMHEHNE
v B-220-1T
» QICILO1
¥ QLCSWIL
v ST
Beh
Loc

Lockey

PosA
PosB
PosC

r QIGGIOL

» QIMMXUL

OOODOORIOOO0OEEOREODEODOODOE

T 1 = = Y 1

Behaviour
Local control behaviour

MecTHoe/ QWcTaHUMOHHDE

Switch L1
Switch L2
Switch L3

5.10 MoHuTopuHr yyactusa s OlNnPY

PucyHok 158 - YctapeBaHue 1 noactaHoBKa

HacTpowika moHuTopuHra yyactus B OINPY cocTtonT 13 HECKONbKNX 3Tanos:
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1. BbinonHute gobasneHue anemeHTa MoHuTOpuUHr yvyactus B OMNMPY 1 caenalite npmuBA3Ky ero CUrHarnoB K
annapatHomy ypoBHto B npoekTe Redkit Builder (pasgen [JobasneHue anemeHma «MoHumopuHa y4acmusi 8
OriP4Y» pokymeHTa «Redkit Builder. PykoBogctso agmuHuctpatopa. NBbKM.62.01.29.000-410.01». Ckavatb
MOXHO Ha odmumManbHOM calnTe No cebinke: https://prosoftsystems.ru/catalog/show/programmnyj-kompleks-
redkit-scada?tab=docs).

2. TpoBepbTe, YTo UM npoekTa B Redkit Builder cootBeTCcTBYET UMEHM 06beKTa (pa3pen HassaHue npoekma
nokymeHnTa «Redkit Builder. PykoBogcteo agmunuctpatopa. NbKM.62.01.29.000-410.01»).

3. Cosparite NnonNuTUKy arperaumm AaHHbIX Ans MoHutopuHra yvactus B OlNMPY (Bpemsa xpaHeHus arperatoB =
12 mecsues, nHtepsan arperauum = 1 cekyHaa) npu cosgaHum cucteMol Redkit B Deployer (cm. n.10 pasgena
[MepBuYHOE KOHUIryprupoBaHue).

4. Otkponte Redkit Configurator.

3arpysute unm obHOBMTE NPOEKT Ha Bknagke OObeKkTHas Mogens.

6. B aton xe Bknagke otmeTbTe yekbokchbl B ctonbuax APM n ApxMBupoBaHMe Yy 31EMEHTOB MOHUTOPUHrA
yyactus B OlNPY (PucyHok 159).

o

| Haiti o

HazeaHue Onucanune |APM |ApxnanpoaaHue

* [poext
» 10 kB

» 220 kB

» T1

> T2

* TEecToBEIN CTEHS,

» Bpema

EOoOOOEE®
EOoOOOEE®

» KoHTponnepe

* Monwtopuar QFPY

» MonuTopudr yuyactua e OMNPY 1

&
<

» MonuTopudr yuyactua e ONPY 2
» TIKY
» [Moroga

E E EH|E &
E E EH|E &

» MpoTokons

» Cepeepel Redkit

O
O

PucyHok 159 - «MoHuTopuHr yyactus B OMPY» B pepeBe npoekra
7. lNepengnTte Ha BKNaaky HacTponku yana v BHyTpu B cepBUCHBIX y3nax (Redkit_System_Service
unn Redkit_Master n Redkit Slave, B 3aBUCUMOCTM OT TUNa KOHUrypaunm) HaxxMmTe Ha Mogyrb
ApxusupoBaHue (PucyHok 160).
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[obasnTs yzen

Cépoc

Hassanne

Wma obwexta | ApxuenposaHne

» Redkit_Configurator
* Redkit_System_Service

Apxusnposanie

Mcnonesosanne gucka

Knnent npotokona lec1(4
Knwnent npotokona lect 1850
Mogyne 3anuck curHance B 67

Mogyne saxsata oGopysosaHna

Mogyne konTpona cepeepos B/1

Mogyne obp K B NEpek

o [
- Wma knacca ana mogyns | TagCompressor
=
Wras dhaiina mogyns tagcompressor

b Ofwme

b MoHWTopUHD

Pacnucanue 33aaH0!  HUKOTAR

Mepuog | EXEAHEEHD v

Bpensa Hauana | 02:00

Mogyne cnHxponusaumn ¢ B

MonwTopusr yuacrus 8 ONPY

PoTauma apxnea cobbmmi
Cepeep ofpaboTkn coBeimmii

b Redkit_Workstation

MNaHWPOBLLMK BEIAAYM KOMAHA YNPaENEHNA

MoeTope! npu cwmnbke B -

Monutikn apxnEnpoBaHna;

TeHEPNPCBaTE COBLITUE O NPOLUEALLEN OUNCTKE 3pXWUBOE.

HazeaHne nomumuin

‘ Mepuog xpanenna | WuTepean arperaumm

Xpanenne noeogHox ganHen 30 4
g [= Monwuropunr OMNPY 360 8 1cex

OnepaTHEHbIE 360 8 1 muH

Heonepatuetbie 7208 30 muH

4 3nemenTa

PucyHok 160 - Moaynb «ApxuBupoBaHue»

8. Haxmute aBoiHbIM wwenykom JTKM no nonutuke apxmBnpoBaHusl, CosgaHHon ana moHuTopuHra OMNPY B n.3.
BbiGepute Tern moHntopuHra OMNPY n Haxxmute OK (PucyHok 161).

HaGop

TEMDE

x

BribepuTte Tern.

| Hariiti L

Hazeanne Onucanne

A Mpoekt

i)

2T

10 kB

220 kB

400 B

Bl

leHepaTopbl cMrHaNoE

Knrou ynpasneHnsa

4y * v v wv ¥ ¥ ¥
T T T T Y

-

Menutopuar OINPY

[#] MoHuTopuHr yyacTua 8 ONPY
> MoHuTepuHr yyacta g QMNPY 1
> MoHuTepuHr yyactia 8 QMNPY 2

¥ v v

[ mar
[ Cwunceci tpanchopmarcp 24 5
[[] Cwunoeoii tpaHchopmarop 2X 6
[ Tecr

9. Haxmute NMpuMeHUTD.

PucyHok 161 - BbiGop Teros ansi NoNIMTUKA apXMBUPOBaHUSA
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10.Ha aTon e Bknagke B cepBUCHbIX y3nax (Redkit System_Service unn Redkit_Master n Redkit Slave,
B 3aBMCMMOCTM OT TUNa koHdurypaumm) eoidepute Mogynb 3anucu curdanoB B B[, HarianTte cTpoky
«[nvHa oyepeau Ha 3anuck B B» n yBenuuste Tekyliee 3HaveHne o 20 000 TeroB (PucyHok 162). [ins

COXpaHeHust USMeHeHUNn HaxxmuTe NMpUMeHUTb.

NoBasus ysen

Hassanne
» Redkit_Configurator =NE]
~ Redkit_System_Service =5

ApxneuposaHue
Wcnonksosanue gucka
Knwent npotokona lec104
Knwent npotokaona lec61850
Maoayns 3axsata oGopyaosaHins
Mogyne koHTpOns cepeepos Bl

Mogyne 06paboTku GaaHkos nepi
Mogyns curxponmsauym ¢ B4
MonuTopMHr yuacTs B OMPY
MRaHIPOBLL MK BbYAA4M KOMaHA YNPasneHis
PoTauus apxuBa CoBEITHIA
Cepsep obpaboTku cobemuii

» Redkit Workstation B =

Wwma obbexta | Mogayns 3anucu curianos s B

Wma knacca gna mogyna | TagRegistrator

Wun gaiinamogynn | tagregistrator|

~ OBuwue
OtgenbHsIl noToK
MpnopuTer Mogyns 20
Bpemn oxcngaHA (MC)

WnTepsan nposepku (Mc) 1000

s

Kon-80 nosTopos KomaHas

~ Monutopusr
[7] Ovcnexvisars napamerps:
[] Nornposane

AnarHocTuyeckan uHgopMauma

WHTepean arperaunu (Mc) 60000
WHTepean namepeHuii (Mc) 1000
¥ YacTHeie

ApXWBMPOBaTL SHAYEHWA NP EALIMX NO ONPOCY AMCKPETHLIX CUTHAN0E

Bpema TpaH3aKLMK 3anack (Mc) 1000 2

!

JAnnHa ouepeay Ha sanucs B B,

| —

ANHHE O4Yepead XpaHeHHA TEroB MCTOUYHMKA ‘ 5

p[ay

3agepsxka curHxpoHMsaLM (Mc)
HTepBan 0BHOBREHMA cTaTACTHKY (CeK)

Wrepsan nposepku pesepsa (mc)

N Ssakme 0 ouepeay (cex]
Wiy SaHume 0B owubke Coxpa (cex)
Konnuectso sanuceii 00

KonmuecTso cexumii pns pacuera
O6Hoanenne unaexcos Tabauus (cex)
O6Hoanennii uHAEKCOB Ha OBHORNEHMWE CTATCTII
Moakniouennii k 54,

MoTOKDE 3aMMCK TekywLy WX 3HHbIX

b

Pasmep cexuyi arperatos (I6)

PucyHok 162 - YBenuueHue gnuHbl oyepeam Teros
11.Janee gobassre moayne Mogynu DMS B cepBucHbin y3en(bl) (Redkit System_Service nnn Redkit_Master n
Redkit Slave, B 3aBucumocT OT TMna koHdurypaumm) (PucyHok 163).

177



12.MMepevignTte Ha Bknaaky MoHuTopuHr yyactus B OMNPY.

13.[ns kaxpgoro obbekTa yyactusa B OlNPY HasHayeHbl BxoaHble napameTpbl 1 PacyeTHble napameTpbl
Ha COOTBEeTCTBYOLWMX Bknagkax (PucyHok 164). Tern k napameTpam CO34alTCs U NPUBA3bIBAOTCS

Redkit SCADA 2.0. PykoBoacTtso agmuHucTtpatopa OC ALT Linux 8 SP. Bepcus 2.0.2208

LocTynHbIE MOZYAW X
| HazeaHue Mma knacca mogyns

[T1 APM Oneparopa GuiPlugin

[l Apxuenposarme TagCompressor

[71 BeG-cepeep WasmServer

[71 rexepatop otueros ReportAutoGenerator

[T Mcnonssoeanuve gucka DiskSpaceChecker

[71 Kowseprep daiinos ocumnnorpamm OscFormatConverter

[71 | Kowgurypatop GuiPlugin

[T Nokanesie napametpel cucTembl SySensors

O omows lowpugn

[ Mogyne zanwew NAC OperationalScheduleWriter

[T Mopgyne sanucw curHanos & 64 TagRegistrator

[T Mogyne saxeata o6opyaosanns TagContainerCaptureController

[71 Mogyne o6paBoTku GaaHkoE nepeknoUeHWi SwitchoverProcessor

[Tl Mogyne o6paGoTku HENPUBA3aHHLIX CUrHANOB NoBindingSignalsProtocol

[71 Mogyne orcnexueanna obmena nnatdopme CommandSniffer

[71 Mogyne nepenaun ganmeix & Zabbix ZabbixConnector

[71 Mogyne nposepkw ycTapesaHua Teros TagAgeChecker

[ Momenns cinavnsiau von ua TCSimulator

28 3neMeHTOB

PucyHok 163 - lo6aBneHune moayns «Mogynu DMS»

aBTOMaTtu4deckn. MameHuTe nx, ecnu ato TpebyeTcsa ona peanusaumm Bawen cuctemsol. Nocne
pedakTnpoBaHusa Haxkmute NMpUMeHnTb.

m| MoHuTopuHr yuactus 8 OMPY 1

Aosaeums | Harim

Obopyaoeane

MotuTopwsir ysactua & OMPY 2

Bxoaribie napauerper ‘ Pacuérbie napamerpai | Hacrpoiikm oT4&To8. ‘

HowmHansHbie xapagfepncTikn

[Ter

3naueHmne

or
Thn perynatopa HacTors! pawenia TYpGHHE!

HounHansHas uactora f Hom, M

Cratnam 5, %.

Hotmmansnan wowHocTs TypBums: Pow, MB

Howmep 1 renepauyn (317 3KkcnopTa AgkHbn)

HeuyBCTBHTENHOCTE nepausHEn perynsTopos f Ha NP, My
'30H2 HEUYECTENTENBHOCTH NEDBHHHOTO PETy/MPOEHNA i, T,
WMepTean nonoca peryAATOpOE KTHEHOH MOLLHOCTH, Makcmyha f max wan, Ty

MepTaan nenoca perynsTopoe akTnanof MoLysocTH, Mtkinayha f min w, iy

MpeaentHoe smauente MoLMOCTH, makcunys Pmax npe, MBr
MpeaensHoe sHauenue MoLHoCTw, muryy Pmin npea, MBT
CXOPOCTS MaMEHERHA MOLLMOCT B ApEACnb oM Auanasore Ynpea MB1/uin

Howunnanenas rennosas mownocrs A3C Nrow, Ncanfs

sLARLS7. AR1S7Controller.EPS9GGIOL STIntInL
sL.ARLS].AR1S7ControllerEPS9GGIOL STIntn2
SL.ARLST.AR1S7Controller.EPS9GGIOL. MX.Anlnl
SL.ARLST.AR1S7Controller.EPS9GGIOL. MX.Anln2
SLARLS7AR1S7Controller.EPS9GGIOL. MX.AnIn3
sLARLS7 AR1S7Controller.EPSAGGIOL. MK Anlnd
SLARLS7. AR1S7Controller.EPSIGGIOL. M. Anln5
sLARLS7. AR157Controller. EPSIGGIOL. M. Anlng
<L.ARLS]. AR1S7Controller. EPSYGGIOL. M. Anln]
<L.ARLS]. AR1S7Controller. EPSYGGIOL. MX. Anlng
sLARLS7. AR1S7Controller.EPSIGGIOL.MX.Anlnd
sL.ARLS7.AR1S7Controller.EPSIGGIOL. MX.Anlnl0
sL.ARLS7.AR1S7 Controller.EPSIGGIOL. MX.Anlnl 1

o
. T3C rasomazyTrs sHeprobroxos
.| Tnapasamscckwii perymrop
. 50
. | oo
.00
.o | 50075
. 4005
. |5
.20
. 100
|3
.0

PucyHok 164 - BxogHble 1 pacyeTHble napameTpbl

14.MNepesanyctute cepsuc Redkit.

5.10.1 HacTpoika aBTOMaTU4e€CKOM OTIMPaBKU OTYETOB

ABTOMaTtu4yeckass OTnpaBka OTYETOB HAaCTpaMBaeTCs ANsl KaXOOW eauHWUbl reHepauuu, y4acTBYOLLEN B

mMoHuTopuHre OlMPY.

1. lNepenanTte Ha BkNagky HacTponkn no4ToBOro KnueHTa. 34ecCh BbINONHAETCA HACTPOWMKa NOYTOBOro

KrnveHTa cepBepa, OT KOTOporo OyaeT BbINOMHATLCS OTNpaBKa OTYETOB.
2. Haxwmute PepgaktupoBaTb 1 3anonHuTe opmMy KoHpurypuposaHus (PucyHok 165).
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3NeKTPOHHEIN agpec | server@prosoftsystems.ru | Moanuce |ARM

Cepeep ucxogawei noursl (SMTP-cepeep): | smtp.mail.ru | Mopr

Y AyTEHTAGHKALMA

Mapons

¥/ Mcnonb3oeats S5L

PucyHok 165 - HacTponka noytoBOro KnueHTta

w

HaxmunTte CoxpaHuTb.

MepenguTe Ha Bkragky MoHuTopuHr yyactusa B OMNPY.

5. Mo Tpe6oBaHuio. Ha Bknagke HacTponkn oT4eToB Yy Kakgoro MoHuTopuHra yyactus B OMNPY (PucyHok
166):

a. Bbibepute mecTo coxpaHeHus oTyeTa.

b. OtmeTbTe yekbokc OTNPaBNATL OTYET MO MOYTE U YKaXKNTE aApec nonyyarens.

m MoHuTopuHr yuactua s OMNMPY 1*

HobasuTe ‘ Haiitn BxoaHbIE NapameTpel ‘ PacugTHsie napameTpel | HacTpoiikn oT4gtos |
OBopyaosanne

>

MecTo coxpaHeHna oTuETa:

Morutopusr ysactia 8 OMPY 2 files///C:/OPRH

OTnpaenate oTHET N NouTe

Kowmy... ‘ user@prosoftsystems.u|

PucyHok 166 - OTnpaBnATbL OT4YeT Mo noyte
6. Haxmute NMpumMeHUTD.
7. lMNepesanyctute cepsuc Redkit.

5.11 YoaneHHbIW 3anycK 6naHKoB

B MeHio YaanéHHbIn 3anyckK 6GnaHKoB BLIMNOJIHSETCS HaCTp0l7IKa yAarieHHoro 3anycka HGDEKHIOHGHMVI.

CepBep Redkit oxxngaet komaHgy ycTaBkM MO NPOTOKONY TpaH3anTtoM vepe3d KC nogcTtaHuum OT ANCMNETYEPCKOro
LeHTpa. YcTaBka nmeet 3HadyeHue ot 1 go 32 767.

Mpun nony4yeHnn komaHgel cepsep Redkit: HaxoguT cooTBeTCTBYOLWMIA BNaHk — NpoBepsieT BO3MOXHOCTb 3anycka
— MepexBaTbiBaeT KoY yrnpaBneHus nogctaHuum — 3anyckaeT BbINoOMHeHe bnaHka.

[Mocne 3aBepLueHNss NepeknioYeHnn No GnaHKy KN4 ynpaeneHns NoACTaHLMM aBTOMaTMyeckn ocBoboxaaeTcs.
O xoge nepeknoYeHnin B AUCNeTYEepCKUi LEHTP nepedaeTcs Takas guarHoctnyeckas MHpopmauums:

cTaTyc BbINONHeHNs bnaHka;
HOMep TeKkyLen onepauun brnaHka;
KONMYeCTBO onepawui;

Kog MpUYMNHBI 3aBEPLUEHNS;

curHan 3anycka 6naHkos.

5.11.1 HacTtpouka yaaneHHOro sanycka 6r1aHKkoB nepeknovyeHumn

1. BboinonHute pobaBneHne anemeHTa YAaneHHbIW 3anycKk OGNaHKOB 1 caenanTe MNpUBSA3KY €ro CUrHamnos
K annapaTHoMmy ypoBHI0O B npoekte Redkit Builder (pasgen [obasneHue anemeHma «YOaneHHbIl 3aryck
bnaHkoe» gokymeHTa «Redkit Builder. PykoBogctBo agmunHucTtpatopa. NbKM.62.01.29.000-410.01». Ckavatb
MOXHO Ha odmumanbHOM canTe no ccbinike: https://prosoftsystems.ru/catalog/show/programmnyj-kompleks-
redkit-scada?tab=docs).

2. OtkponTte Redkit Configurator.

3. 3arpysute nnm obHoBUTE NPOEKT Ha Bkragke OObekTHast Mogernb.
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4. B aToWn e BKnagke oTMeTbTe Yekbokchl B cTonbuax APM 1 ApxuBupoBaHue y arieMeHTa YaaneHHbIN 3anyckK

6naHkoB (PucyHok 167).

| Haiiti

8]

Hazeanwne

Onucanue | APM | ApxvBNpOBAHKME

* [lpoekr

1T

T

10 kB

220 kB
400 B

EM

{4 ¥ ¥ v v w

¥ YaaneHHeIA 3anyck

Ty --——

<M EEEOOE

* [eHepaTopbl CUrHANOE
»  Kntou ynpasnequa
*  Monutopundr OTPY

IR EEEOOSR

PucyHok 167 - «YaaneHHbI 3anyck 6raHKoB» B AiepeBe NpoeKTa

5. Mepengnte Ha BkNagky Hactpoikn yana n gobaesste Mogynb yoaneHHoro 3anycka 6naHkoB nepektoyeHuin

B cepBucHbIN y3en(bl) (Redkit_System_Service nnn Redkit_Master v Redkit Slave, B 3aBUCMMOCTU OT Tuna

KoHourypauum) (PucyHok 168).

JocrynHele Mogynn |E|
| Haseanne | WA knacca mogyna |
[ Megyne opaoTkn BnaHkos NepeknoYeHni SwitchoverProcessor
[] Mogyne oBpaBoTkn HENPUBASAHHBL: CUFHANOE MNoBindingSignalsProtocol
[ Megyne otcnexueanna obmena naatgopuel CommandSniffer
[] Moayne nepegaun ganuex 8 Zabbix ZabbixConnector
[[] Mogyne nposepku ycTapesaHua TEros TaghgeChecker
[ Mogyne cumynaumum ynpasneHns TCSimulator
|:| Mo gynk CHHX POHHIALKKW C E,ﬂ, PGSyncManager
|:| Mogyne yaaneHHoOro ynpasnedna naakaramm RemotePosterController
[[] Menutopunr yuactua 8 OMNPY OprchPlugin
[[] OrtcnesxueaHue TONOAOTMW CUCTEME SysternWatcher
[[] MnanupoBwmK EBGaUM KOMaHA YNPEENEHNA TCScheduler
[[] Potauwa apxuea cobermuii LogEventCompressor
[ Potayms 0AC Operational5chedulesCleaner
[[] Cepeep oBpabotin coBeiTuii EtProcessor
[[] Cepeep npotokona lec104 lec1045erver
[[]| Cepeep npotokona lect1850 lec&18505erver
38 a3nemeHTOB
| Mpuaciurs [ Omuena |

PucyHok 168 - lo6aBneHue Moayns yaaneHHoOro 3anycka 6naHKoB nepeknoYeHnin
6. B HaCTpOVIKaX MOOYNA YKaXute JNOrnMH nonb3oBatend, nog rnpaBaMy KOTOPOro 6y,u,eT BbIMNOJTHATbCA 3anyckK

6naHkoB (PrcyHok 169).
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¥ YacTHeie

r
MHTepean nonemok ocecboxgerna MNKY (mc) 60000
Konwuecteo nonemok oceoboxgenna NKY 2
NoruH none3oceatens | root

PucyHok 169 - JlormH nonb3oBaTens
7. Haxmute MNpumeHnTsb.

8. Haxmute Ha Mogynb 06paboTki OGriaHKoB MepekrnioveHun 1 ybeamtechb, YTO B €ro YacTHbIX HaCTpoMKax

BbicTaBneHol (PucyHok 170):

a. MakcumaneHoe BpeMsi 6e3aencTemst Npu nokanbHOM 3anycke (Mc).
b. MakcumanbHoe BpeMsi 6e34eCTBMSA Npy yaaneHHoM 3anycke (Mc).

* YacTHele

MakcumaneHoe Bpema Be3gefcTEMA NpY NOKaNBHCM 3anycke (Mc) | 1200000 2
MakcumaneHoe Bpema GesgelicTEMA NpY yAaneHHoM 2anycke (Mmc) | 5000
MUHUMaNEHEIR CpoK ¥paHEHWA CTYETOE (CyTEH) | b

PucyHok 170 - Moaynb 06pa6oTku 6GrnaHKOB nepekno4eHnmn
9. lMepengute Ha BKNaaky YaanéHHbIN 3anyck 6naHkoB 1 Haxmute PegakTupoBatb (PucyHok 171).

Mpoekt  KypHanel CnWekd cocToRHMA  AnropuTvel  Mogynu  TnakaTel M MeTK MKY OrtyeTel  YeTapeBaHve W NOACTaHOBKE [BAELILLTA LY TR

QO nperpamme

[ resmamposan: o |
4»

Curnan 3anycka 6naxkde

JnarHocriyeckie cUrHans Bnaxka

CraTyc BeiNONHEHWA

Homep Tekylyer onepaLuumn

Kenuuectee onepauii

Kog MNPHYMHBl 33BEPLIEHHAA

PucyHok 171 - PepaktupoBatb

10.3anonHuTe c*)opmy crneBa:. B KaXaOM MoJie HaxXMunuTe m Bbl6epl/ITe COOTBeTCTBy}OLLI,VIIZ CcurHan m3 gepesa

npoekta (PvcyHok 172).
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[ OTMEHUT H MpUMEH U T

CHIHAN 3anycka GNaHKoE

| Mpoekr / B/ Yaanennsii sanyce / ¥Yaanedsslid sanyck Gna.., | !]

JWardocTMyeckne curHansl GnaHka

CTatyc BeINONHEH WA

| Mpoekt S BM/ YaanenHei sanyck / YaanenHeli samyck Bna... | E
HOMEp TEKZ)"LLI,EIH anepauum
| Mpoekr S BM/ YaanenHslid sanyck / ¥Yaanedreli sanyck Gna.., | !]
Konuuecteo onepaymii
| Mpoekt S BM/ YaanenHei sanyck / YaanenHeli samyck Bna... | !]
Kog NPHYUHBl Za3BEpLUEHNA
| -
HazHaueHwe napamerpa \ X
,
Haiitin , \
Hazeanwe \
¥ [lpoekt
r 10kB
r 220kB
» 400E
¥ Bl

¥ ¥YaaneHHbiid 3anyck

¥ Yaanenuslid sanyck Gnankos 1

Koa npudnHel 3aseplueHns BnaHka

Konndecteo cnepaumnii B Bnanke
Homep Tekywiei onepaunn Bnaxka
Cuwrnan sanycka BnaHkos
Cratyc BpinonHeHns BnaHka
leHepaTopkl CUrHaNoE
Kntou ynpasneHns
Monurtopunr OINPY

Tect

vy v w v

T

PucyHok 172 - MpuBsA3ka curHanos yaaneHHoro 3anycka 6naHkos
11.B okHe Ta6nuu,a COOTBETCTBUA KOMaHAO U 6naHkoB cnpasa y GnaHkoB nepeKmoquMVl YKaXuTte 3Ha4eHune
CurHana gnsa 3anycka OnaHka. 3HadyeHne curHana — aTo 4Yucro. ﬂ,ﬂﬂ y,EI,06CTBa pekomMmeHayeM MCnofib30BaTb
yMcno paBHoe naeHTudukatopy bnarka (PucyHok 173).
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TaBnuua cooTBETCTEMA KOMaHA W BNaHKoB

| Hakiti Q| [ JKCNOPTHPOEATE TABAMUY COOTBETCTEMA B TSV
3Hauenmne curdana | Maentudukatop Gnanka | 3Heprooﬁ'bEKT| HaumeHoeaHwe GnaHka
1 | 1 Mpoekt Beigog & pemont 220 kB / MNepeoe npucoeannenne / B-220-1T
P | 2 Mpoekt Brmouenne 220 kB / MNepeoe npucoegwnenne / B-220-1T
2 3nemeHTa

PucyHok 173 - Tabnuua cooTBeTCTBUA KOMaHA U 6naHKoB

12.Haxmute MpumennTb (PrcyHOK 174).

[ OTMEHN TR | MpUMEHN T T I

CWrHan 2anycka GnaHkoe

TabBnuua COOTEETCTEMA KOMaHA W BNaHKoE

| Haliti Q|

| Mpoekt £ BIM /7 ¥aanenHsid sanyck / ¥Yaaneddeld zanyck Baa..,

(]

3Ha4eHne cnrHa.na| WMaentndmratop Gnanka | L=
r

AWarHocTnyeckme curHansl BnaHka

CTaTyc EbINONHEH WA

1 |1 Mpg

| Mpoexr £ BM1 / ¥aanennwii zanyck / ¥aanedneiid zanyck Gna..,

=

Homep Tekylwed onepaunm

| Mpoekt £ BIM /7 ¥aanenHsid sanyck / ¥Yaaneddeld zanyck Baa..,

(]

Konnuecreo onepaymii

| Mpoewkr £ B/ ¥aanennwii 2anyck / ¥aanerdneiid zanyck Bna...

]

Ko NEpWYYHEl 33EEpLWeHK A

| Mpoexr £ BM1 / ¥aanennwii zanyck / ¥aanedneiid zanyck Gna..,

(-]

2 Mpg

PucyHok 174 - IpuMeHNTb HacTPOMKu

13.Mepesanyctute cepsuc Redkit.

5.12 YyeTHble 3anucm

B mMeHI0 YueTHbIe 3anucu BbINONHAETCA HacTporika y4eTHbIX 3anucen nonb3osatenen Redkit SCADA.

PabGouyas obnactb MeHo Y4yeTHble 3anucu cogepxut (PucyHok 175):

1. MaHenb ynpaBneHus y4eTHbIMK 3anucsamMm ¢ komaHgamu: lo6aButb, BriokupoBaTtb, Yoanurhb.

2. Tabnuvua y4yeTHbIX 3anucen.

3. lNaHenb pekBM3NTOB NOSMb30OBaTENS — OTKPLIBAETCA MPU HaXaTUM Ha Kakoro-numbo nonb3oBaTensi B Tabnuue
YUY€eTHbIX 3anucen. Ha naHenu otobpaxaerca nHgopmaLmsa o nonb3oBaTtene 1 kHornka PegaktupoBaTthb.
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Haiti o] | JoBasnTe Bnoxkwposate  ¥Yaanute
Penaxtnposats
MNonbsosatens ¥4eTHaA 3anuce | Cratyc ‘ ¥poseHs gocTyna
root root AkTHEEH Cynepnons3oeaTens
A E A Damuana

WMearos Mean Meanosnu | ivanov Axtneed | Onepatop, AJMUHUCTRaTOp VieaHoe
MnA VBaH
Otuecto VIEaH OBMY
AOMKHOCTE  LHkeHep
Torux ivanov

.

YposeHe gocTyna

AAMUHM CTRATOP H Oneparop ‘

2 3nemenTa

PucyHok 175 - YueTHble 3anucu

Onsi no6aBneHnst HOBOW YYETHOW 3anucy Haxmute Ha KHomnky [lo6aBUTbL Ha nNaHenu ynpaBneHus y4eTHbIMU
3anncsamu. OTKPOETCS OKHO CO34aHUs HOBOW y4eTHOW 3anucu (PucyHok 176).

Hoeas y4ETHaRA 3annce E
DamunnA | |
lImA | |
OTyecTeED | |
JonxHoCT | |
SIornH | |
Mapone | |

3a WTE GoTo
| MoETOpWTE NAaponk |

ABTOZ2aBEpLUEHNE ]
CEaHCA

_ KoHTakT 1 | |
Epema Gezgencrens go

5 MUH

SETOZABEPLUEHWA CeaHca i [oBaEuTs ]
AeyxgakTopHan ]
ayTeHTH bHKaLNA [ JobaenTe OTNeYaToK ]

Yposers gocryma

Cosgarto Oraeqa

PucyHok 176 - HoBas yyeTHas 3anucb

184



Redkit SCADA 2.0. PykoBoacTtso agmuHucTtpatopa OC ALT Linux 8 SP. Bepcus 2.0.2208

[na kaxgonm y4yeTHOW 3anmcu CO34aeTCs YHUKambHbIA FIOMMH, Naporflb U KOMOMHaLMA poren, onpeaenstoLlas
ypoBeHb poctyna. [dononHutenbHo 3apaetca PUO, OOMKHOCTL M KOHTaKTbl nonb3oBartend. [lonyckaetcs
3arpy3utb cpotorpacumio B popmartax *.png, *.jpg, *.svg.

ABTO3aBepLUeHNE ceaHca — BbiCTaBrneHne BpemeHn 6e3gericTBns 4o aBTO3aBepLUeHns ceaHca (B MUHYyTax),
nocrie KOTOPOro BbINOMHAETCA aBTo3aBeplueHue ceaHca B Redkit SCADA pnsi gaHHOW y4yeTHOW 3anucu.
MogpobHee B pasgene Pexum "Habnogarens”

[ByxdakTopHasa ayTeHTUdMKaumna — NpusHaK yCTaHOBKM JononHuTensHoro ycnosus sxoda B Redkit SCADA
no otnevyaTky nanbLla. HacTponky y4yeTHOM 3anncu ¢ AByxdaKTOPHOM ayTeHTudurkaLmen cMoTpuTe B pasgene
[ByxdakTopHas ayTeHTudurkaums.

5.13 Ponu

B meHto Ponu BbINOMNHAETCS HACTpoKKa ponen ans aoctyna K pyHkumnam npunoxeHun Redkit Workstation n Redkit
Configurator.

B lNMporpamme No yMON4aHuWo yCTaHOBIIEHbI TPU HEM3MEHSIEMbIE PONN C HAbopom npaB JocTyna K OyHKUMAM
cuctembl: AgMuHucTpartop, AamuHuctpatop UMb, Onepatop.

Haxmunte Ha ogHy 13 poren n cnpaBa 0TobpassaTcst ee xapaktepuctuku (PucyHok 177).

Ponu onpeaenAloT Habop Npae AOCTYNa K GYHKLWAM CHCTEMEI.
V3MeHAA HacTpoiikn 4OCTYNa B CyLeCTBYIOWel POy, Bbl BBTOMATHYECKH HIMEHAETE
WX ANA BCEX NONbI0BATENEN, KOMY Ha3HAUEHa 3Ta POk,

| cozgam nosyio pone

Hazaarue | Onucanne

Pegaktnposate

Hassamue ponw: | Agmsuctpatop

Onncarme: AguHmcTpaTOp CCTEMBI

I3 i 6
Agmnncrpatp AAMIHHCTPETOR MH$opMaLoHHOR BesonacHocT Dynkuun SCADA ‘ Mpoekter ‘ Mremokagpsi | Kyprane! ‘ Cruckn cocToRnmii | Ynpasnenue ‘ Yeragku |

Oneparep Onepatop SCADA

BROKNPOEKa H NOACTaHOEKE | Bnarku nepeknoUennii | Cropornee M0 |

| Boeryn (Mpocuotp) |
3anyck APM v

Muesokaape:

Nlepeso obuexros
TekyLInE AaHHEIE

Apss

Tpacukn

Oryetel

Ycraekn

VYnpasnenne okHamm

KBWTUpOBaHNE 3EYKOBOA CHTHANMIALMN
Kevmuposarive ecex cobuimaii

Bhakiu nepexnioueHmii

L N S S S SR SIS §

Mevats.

3 2nemenTa Coxpanenne kongurypaumm okon

PucyHok 177 - Ponn

Cos3paHue HOBOM ponu

1. HaxmuTte Ha kHomnky Co3pgaTb HOBYHO ponb. OTKPOETCS OKHO CO3AaHMs HoBoW ponn (PyucyHok 178).
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Hosan pons [x]

Hazganue ponu:

OnucaHwe:

3anyck APM
MHeMOoKa AP

JDepeso obwektos

Tekyuiue AaHHbIE

ApxuE

Fpadmkm

Cruetw

YcTasku

YnpaeneHne okHamn
KBUTHpOEaHWE 3BYKOBOR CUMHANU3aLMK
KEUTWpOBaHWE BCEX COBMTHIA
BnaHku nepexknroyeHia

Meuate

CoxpaHeHne KOHDUrypaLii OKOoH
nar

Anroputmel

| ) T e

Co3aath OTtmeHa

PucyHok 178 - CozpaHue HOBOW ponu

. 3anonHute pasgensl Hazeanune ponu n OnucaHue.

. HasHaubTe npaBa goctyna/mpocmoTpa COOTBETCTBYHOLWME 3TOM ponu. OnucaHne yHKUMIA NpeacTaBneHo B
Tabnuue 68.

. OTmeTbTe YekbOoKC y HeobXxoaAMMOro NpoekTa Bo Bknagke NMpoekTbl.

~. BHumaHwme: [lpu nonbiTke co3gatb HOBYI ponb 0e3 npaBa AocTyna XoTs Obl K OOHOMY MPOEKTY

£ !\‘1 Mporpamma BbigacTt ownbky (PucyHok 179).

Hosas pons x|

Haseanue ponu: | HaBarogarens

OnucaHwe: Habnwogaer

PucyHok 179 - Owmbka npy cosgaHumn ponm

186



Redkit SCADA 2.0. PykoBoacTtso agmuHucTtpatopa OC ALT Linux 8 SP. Bepcus 2.0.2208

5. Haxmute Co3aaTtb, 4TOObI COXpaHUTL BCE HACTPOMKM.

Tabnuua 68 - PegaktupoBaHue ponu

npoLleawmnx cyTkax

TEKYLLMX M npoLleawmx
cyTKax

Bknapka PYyHKLUMA OocTtyn MpunoxeHune YpoBeHb AocTyna
(no ymonuaHumio)
DyHKUMU 3anyck APM 3anyck NpuroXxeHus Redkit Workstation | AoMuHucTparop,
SCADA Redkit Workstation AomuHucTpaTtop Ub,
Onepatop
MHemokagpsbl OTobGpakeHne MeHo Redkit Workstation | AgMuHucTpaTop,
MHemokagpbl Onepartop
[epeBo 06beKTOB OTobGpakeHne MeHo Redkit Workstation | AamuHucTparop,
OepeBo 06LeKTOB Oneparop
Tekywime gaHHble OToGpakeHne MeHto Redkit Workstation | AamuHucTparop,
TeKywiue AaHHbIe Onepatop
ApxuB OToGpakeHne MeHto Redkit Workstation | AoMuHucTpaTop,
ApxuB Onepatop
padomkm OTobGpakeHne MeHo Redkit Workstation | AomuHucTparop,
Mpadukn Onepatop
OTyeThl OTobGpakeHne MeHo Redkit Workstation | AamuHucTparop,
OT1yeThl Onepatop
YcTtaBku OTobGpakeHne MeHo Redkit Workstation | AoMuHucTpaTop,
YcTtaBku Onepartop
YnpaBneHne okHamu YnpasneHne okHamu Redkit Workstation | AamuHucTparop,
MEHI0 AamuHuctpatop UB,
Onepatop
KeutuposaHue KsutuposaHue Redkit Workstation | AamuHucTpaTop,
3BYKOBOW 3BYKOBOW ApmuHucTpaTtop UB,
curHanusauum curHanusawmm Onepatop
KBuTupoBsaHue Bcex KsuTupoBsaHue Bcex Redkit Workstation | AoMuHucTparop
cobbITun CcobbITMIN B OKHaX
XypHanos
BbnaHku nepekntoyeHnn [ OTobpaxeHne Redkit Workstation | AomuHucTparop,
MeHlo BnaHkun Onepatop
nepeknoYeHnmn
MeyaTb MeyaTb pasnnyHbIX Redkit Workstation | AgMuHucTpaTop,
dopm Onepatop
CoxpaHeHune CoxpaHeHue Redkit Workstation | Onepatop
KOHdMrypauum oKoH KOHUrypaLmm OKoH
nar Hoctyn k menio NAC Redkit Workstation | AoMuHucTpaTop,
Onepatop
Anroputmbl OTobpaxeHne MeHio Redkit Workstation | Onepatop
Anroputmbl
MpocmoTp [ocTtyn kK npocMmoTpy Redkit Workstation | OnepaTtop
ocuunnorpamm ocuunnorpamm
M3meHeHune 3HayeHun | [JocTyn K USMEHEHUIo Redkit Workstation | AgMuHucTpaTop,
MNBP B Tekywux n 3HayeHun MNB6P B Onepatop
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Bknagka PyHKUUA Ooctyn MpunoxeHwne YpoBeHb gocTyna
(no ymonyaHwuio)
MoHuTOopuHr yyactusa B | OTobpaxeHne MeHio Redkit Workstation | AamuHucTpaTop,
ornpy MoHUTOPUHT yyacTus Onepatop
B OMNPY
3anyck koHdurypatopa | 3anyck npunoxeHusi Redkit Configurator | AoMuHucTparop,
Redkit Configurator AgmuHuctpatop Vb
KoHdpurypmpoBaHne KoHdpurypmpoBaHue Redkit Configurator | AoMuHucTpartop
CUCTEMHBIX CUCTEMHBIX
napameTpoB napamMeTpoB
YnpasneHue YnpasneHue Redkit Configurator | AomuHucTpaTtop,
dyHkunamu Vb dyHKunammn b AgomunHuctpatop b
KoHuryprpoBaHue YnpaeneHue 3anyckom | Redkit Configurator | AomuHucTpaTop
3anycka CTOPOHHEro ctopoHHero M0
no
MpoekTbl 3arpyxeHHble npoekTbl | [ocTyn k npoektam Redkit Workstation | AamuHucTparop,
Mpum.: bBonblWMHCTBO gﬂMMHMCTpaTOp Vi,
dyHkumn Redkit 6yget neparop
HEeOOCTYMHO ans
HacTpaMBaeMon ponw,
ecnM He BbiOpaH HU
OOWH U3  [OCTYMHbIX
NPOEKTOB.
MHemokagpbl | CxeMbl 3arpy>K€HHOro MpocmoTp cxem Redkit Workstation | AoMuHucTpaTop,
npoekTa 3arpy>eHHoro npoekTta Onepatop
KypHarnbl >KypHanbl npoekta lMpocmoTp co3pgaHHbix | Redkit Workstation | AamunHucTtpaTtop,
XXypHaros Onepatop
«Bce cobbitusi» (no [MpocmoTp XypHana Redkit Workstation | AoMuHucTparop,
YMOMYaHuio) Bce cob6biTus Onepatop
«KypHan Nb» (no [MpocmoTp xypHana Redkit Workstation | AoMuHucTparop,
YMONYaHuio) XypHan Ub ApmuHuctpaTtop UB,
Onepatop
Cnnckun Cnunckn coctoaHui MpocmoTp co3gaHHbix | Redkit Workstation | AamunHuctpaTtop,
COCTOSIHUI CMNCKOB COCTOSAHUI Oneparop
YnpaeneHue | OBbekTbl 3arpyeHHoro | PaspelueHue Ha Redkit Workstation | AamuHucTpaTop,
npoekTa ynpasreHne o6bLeKkToB Onepatop
cucTemsbl
YcTtaBku OOGbeKThI 3arpy>keHHoro | 3anuck u Redkit Workstation | AoMuHucTpaTop,
npoekTa pefakTMpoBaHue Onepatop
yCTaBOK Anis
n3mepsiembix
aHarnoroBbIX CUrHanoB
Bnoknpoeka n | O6bekThbl 3arpy>keHHoro | PaspelwueHne Redkit Workstation | AgMuHucTpaTop,
NMOACTaHOBKa | NpoekTa Ha GrOKMPOBKY Onepatop
1 NOOCTaHOBKY
OVNCKPETHBIX U
aHanoroBbIX CUrHamnoB
MpuaHakn O6bekTbl 3arpyxeHHoro | PaspelueHune Redkit Workstation |-
KayecTBa npoekTa N3MEHEHUS NPU3HAKOB

Ka4vyecTtBa
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Bknagka PyHKUUA Ooctyn MpunoxeHwne YpoBeHb gocTyna
(no ymonyaHwuio)

BnaHkn BnaHkun nepekntodeHnii | MpocmoTp, Redkit Workstation | AamuHucTpaTop,
nepekKntoyeHnn BbIMOSIHEHNE, Onepatop

paspaboTtka,

noanucaxue,

cornacosaHue 6naHkos

nepekntoyYeHnn
CTopoHHee CtopoHHee MO OToGpakeHne MeHto Redkit Workstation | AamuHucTparop,
no CtopoHHee MO Onepatop

5.14 NaponbHaa nonuTuUKa

B meHo MaponbHas NONUTUKA BLINOSHSETCA HACTPOWKa OMNpedeneHHOn nonutuku B obractu 6e3onacHocTu
cuctembl (PucyHok 180).

MpegynpeanTe 08 MCTEYEHMK Cpoka 3a (aHEeR):

YcTaHoBWUTE MWUHWUMANEHYHD 4NKUHY Napona (B cmecnax):

¥CTaHOBNTE MUHWMANBHEIA CPOK AEACTENA NaponA (B gHAX):

¥CTaHOBNTE MaKCUMaNbHBI CpoK AEACTENA NaponA (B gHAX):

HPCBE[’JHTI: HOBEI napofb H3 COBN3A4EHNE CO CTAPBIMI (konn4ecTeo I'IBrJC."IEﬁ:I:

HPCBE[’JHTI: KOAWHECTED HEYAAYHbBIX NONBITOK BECA3 NApOaA (konuuecTeo HEYAGHHbIX NonbIToOK):

HPCAC."I.‘{ZIITE."II:HCCTI: E."ICYJI[’JCBKII :-"HETHCﬁ 3anucK NoNbL30EaTENA (B I'-.IIIH';-'TBX]:

MNaponk gonxeH oTeEYaTE TpEBOBAHMAM CAOXKHOCTH (MCNONB30BAHWE NATUHCKKMK BYKE B pasHbX perncTpax, undp v xoTa Bel oguHd cneycnmeon _ @ # 5 % B )
ok 4 [ y P [ pax, ungp A Ly -

PucyHok 180 - lMaponbHas nonuTtuka

[nsa pegaktupoBaHus NaporibHOW NONUTUKM BbiNoMHUTE crnepyowme genctems (PucyHok 181):

1. HaxmuTe Ha kHOMKy PegakTupoBaTh.

. OTmeTbTE YekBOoKChl Y HEOOXOOUMBIX KOMaHA,.

2
3. N3meHuTe yCTaHOBIMIEHHOE 3Ha4YeHne, NCnoJib3yAa KHOMKU
4

Haxmnte CoXpaHUTb.

U BPYYHYHO.

¥CTaHOBNTE MWHWMANBHYHD ANKHY NapoaA (B CUMBCNax):

Maponke fonked oTEEYaTE TPEBOBAHMAM CNOXKHOCTH (MCNONBI0BAHWE NATUHCKWX BYKE B pasHBIX pEricTpax, undp u xota Bel oguH cneycumeon _ @ # § 5% 8% ~)

¥CTaHOEWTE MUHWMANEHEIR cpok geficTenA napons (B gHax): | 30

pegynp & poka 3a (gHed):
MpegynpesuTe 0 McTedeHnn cpoka 2a (gHei)

Y
v

[[] ¥cTaHoBnTE MaKCHMankeHEIA cpok AERCTENA Napona (B 4HAX):

[[] MpeeepaTe HOBLIA NapoAk Ha COBMN3AEHWE CO CTAPEIMK (KDAWYECTED Naponei):

D ﬂpDEEpHTb ECAWYECTED HEYAGYHBIX NONBITOK BEBOAZ NApOna (konuyecTeD HEYAIHHbIX NoNBITOK):

ﬂpCAC."I_‘EHTE."H:HCCTI: E."ICF’.H[’J‘CEF'.I.I ';-"-lETHCﬁ 33MUCH NOAL30BATENA (B MUHYTaEX):

PucyHok 181 - PepakTupoBaHue naponbHOM NOMUTUKN

Mpum.: HacTpounka n pegaktMpoBaHue NaposibHON MOSIMTUKU OTKPbITbl NOMb30BaTENIO C AOCTYMNOM K (PYHKUUK
YnpaBneHue dpyHkumnamm UB.

5.15 JkcnopT

B MeHI0 QKCNOPT BbINONHAETCS IKCMOPT HACTPOEK KOHpUrypaLmm cuctemol B popmate *.xml (PucyHok 182).
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[l Kondwurypauma cuctemel
] Ponm
] YyeTHele zanucn
[ Konurypauna xypHanoe
] Mogynn n nx KoHGUrypauna
[l NaponsHaa nonuTHEE
[l Npoekr
] AnropnTMmbl
] OTYéTHI
] KoHgurypauka cnvckoe COCTOAH KA
] BnaHkn nepeknYeHKii
1 Ky
] McTouHMKM ynpaBneHna
[C] MnakaTel 1 AWCNETYEPCKME METKH
Clnar
] MoHwuTopuHr ONPY

JKCNOPTHPROEaTE KOHPHUIYpaL K

PucyHok 182 - QkcnopT KoHdurypauum

[lnsa akcnopTa AOCTYMHbI:

Pornu.

Y4éTHble 3anucu.

KoHdpurypaums xxypHanos.
Moaynu n nx koHdurypauus.
MaponbHas nonuTuka.

MpoekT.

AnropuTtmsl.

OTYéTHI.

KoHourypaumsa cnnckoB COCTOSHUNA.
BrnaHku nepekntoyeHni.

MKy.

NcTouHmKM ynpaBneHus.

MnakaTtbl n gMcneT4yepckue MeTKM.
nar.

MoHuTopuHr OINMP.

5.15.1 BbinonHeHue 3KcnopTa

Mpum.:

3KCI'IOpT MOXET 3aHATb NPOAOITKUTENBbHOE BPpEMA.

Pasmep aKkcrnopTMpoBaHHOW KOHGUrypauum MOXET LOCTUraTb HECKOIbKMX rurabanT (B 3aBMCMMOCTU OT

obbema o06opyaoBaHus B NPOEKTE).

. B meHo SkcnopT 3anonHnTe YekBoKChbl Yy HEOBXOAUMbIX MYHKTOB.
. HaxmunTte dkcnopTtupoBaTb KOHUrypauumio.

BbibepuTe MecTo XpaHeHus haiina n coxpaHuTe.
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: Jlyywe apxvBMpoBaTh KOHUIypaLmuio Afst yMeHbLUEHUst oGbema Npy nepenade apyrum.

5.16 3anyck ctopoHHero 1O

B meHio 3anyck ctopoHHero MO ponyckaetrcs 0o6aBnsiTb OOMOSNHUTENBHBIE MPUOXKEHUS, KOTopble OyayT
otobpaxartbcs B Redkit SCADA. [lobaBbTe chann cTOpoHHero npunoxeHus B popmate *.exe (PucyHok 183).

Mpoekt  XypHanel CnWCKW COCTOAHWIA Anroputmel  Mogynn  TMaakatel Otyetsl  YueTHble 3anucK Ponu MaponsHas nonutuka  Knou 7Y Sxkcnopt EEELINGEailLLLTHeN O nj

3pecs MOXHO 334aTh BHewHee MO, 3anyckaemoe U3 APM.

[ pobaswmmno ][ Mewwowsmno |

‘ MyTe K aitny ApryMEHTbI

sHewHee MO X

HazsaHue: ‘ | I
MyTs K daidny: ‘ I EI

MapameTpel KOM3aHAHOMA CTPOKK ‘ |

Her zanuceit

OTmeHa | I Co3gare

PucyHok 183 - CtopoHHee MO

5.17 O nporpamme

MeHto O nporpamme nokasbiBaeT AaHHble 0 nporpamme (PucyHok 184):

- PEKBU3UThLI KIoYa NMLEH3MPOBaHUS;
- [JOCTYNHbIE onuuu;

- [OCTYMHbIe NMPOTOKOIbI;

- KpaTkas Bepcus Nporpammbl.

Coser: [lMonHas Bepcust MNporpammbl 0TOGpaxaeTcs HaBegeHMeM Kypcopa Ha KpaTKyto BepCuio.
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ll REDKIT 2.0
CONFIGURATOR

Kmou nn UyeHIHpoBaHWA

Cepeep knroyei 172.23.10.22
WaenTud ukatop knwouya 3B8A5D6F
JoctynHo APM 100
KOAWYECTBO CUrHANOE He orpaHW4eHo
KonwyecTeo apxMBMpYEeMBIX NapaMeTpoB He orpanvueHo
AocTynHbIe OnuMK:

Peszepenposarve cepeepoi Redkit SCADA

Mogynbs pacyeToB

WEB-cepeep

Mogyns BnaHkoB Nepekn KYeH A

CeTb

Pezepenposarwe cepeepoe B/J|
Mogynb OTUETOB

CAMNM

Mogyns GIS

MonuTopunr OMNPY

AocTynHblé NPOTOKObI:
M3K B087T0-5-101/104
Modbus TCP
M3K 61850
SNMP

I.II]I.IIRB

| 2.0.2208.187 rew 4216727 [300 "Pegrwt Nab". Bce npaga sawMuyeHs.

PucyHok 184 - O nporpamme
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6 JononHuTenbHble PYHKLUN

6.1 BuanmocTb TeroB B AepeBe NpoeKTa

Ter oToGpaxaeTcs B fepeBe NPoeKTa, eCni BbIMONHEHO OAHO M3 YCIOBMWIA:

- Ter npuBd3aH K annapatHOMY YPOBHHO;
- Ter y4acTByeT B allroputmMax;
- Ter umeet 3Ha4YeHue no ymomn4vaHuto.

6.1.1 NMpuBA3Ka TeroB K annapaTHOMY YPOBHIO

MpuBsa3ka Teros k annapaTtHoOMy ypoBHIO BbinonHseTca B Redkit Builder (pasgen Cesisb ¢ annapamHbiM ypo8HEM
nokymeHTa «Redkit Builder. PykoBoacteo agmuHuctpatopa. NBKM.62.01.29.000-410.01»).

6.1.2 YyacTtue TeroB B anroputrmax

HacTtpoiika TeroB, ydacTBywLWMx B anroputmax, BbinonHsetrca B Redkit Configurator (pasgen Anroputmbl
nokymenTa «REDKIT SCADA 2.0. PykoBoacTteo agmuHuctpatopa. RU.76499597.62.01.29-01 32 01»).

6.1.3 Tern c 3Ha4YeHNeM NO YMOM4YaHUIO

[ns BnanmocTn Teros B epeBe NnpoeKkTa, KOTopble He NpuBA3aHbl K annapatHOMY YPOBHKO M HE y4acCTBYIOT B
anroputMmax, MoryTt 3agaBaTbCd Takne 3Ha4eHusA no yMmondaHuio:

- CTPOKOBblE 3HaYeHust (pasgen M3ameHeHue onucaHusi 06bekmos 0aHHbIX U UX ampubymoe [OKYMeEHTa
«Redkit Builder. PykoBoactBo agmuHuctpartopa. NBEKM.62.01.29.000-410.01»);

- eOuHuubl nsmepeHus (pasgen PedakmuposaHue eduHuy, usmepeHus pokymeHta «Redkit Builder.
Pykosogcteo agmuHuctpatopa. [NbKM.62.01.29.000-410.01»);

- MHOXWTenu eguHuu uamepenus (pasgen PedakmuposaHue eOuHuy, usmepeHuss gokymeHTta «Redkit Builder.
PykosoactBo agmuHuctpatopa. NBKM.62.01.29.000-410.01»).

6.2 [IByxdakTropHasa ayTeHTU(pmMKaumua

6.2.1 NoppepxnBaemoe yCTPOUCTBO

YCTpoOMCTBO-CKaHep oTnevartkoB nanbues Futronic FS80H.

6.2.2 MNMpouecc cozgaHnA y4eTHOMU 3anucu

anIM.: MakcrMmanbHO BO3MOXHOE KONMYECTBO OTNeYaTKoB Afisi O4HOro nonb3oBartens = 5.

1. Ckavaunte n yCTaHOoBUTE p,pa|7|Bep noggep>xmsaemoro yCTpOIZCTBa-CKaHepa OoTnevyaTkoB nalnbla.

2. CospaiTe y4YeTHYHO 3anuMcb B MeHI0 Y4yeTHble 3anncn ¢ oTMeTkon [ByxdpakTopHas ayTeHTUdMKaums
(PvcyHok 185).

193


https://www.futronic-tech.com/pro-detail.php?pro_id=1543
https://www.futronic-tech.com/pro-detail.php?pro_id=1543

Redkit SCADA 2.0. PykoBoacTtso agmuHucTtpatopa OC ALT Linux 8 SP. Bepcus 2.0.2208

Coxpannte® f| OTMEHWTH

Tamunna | llBaH OB |
KmA | eaH |
OTuecTED | MEeaHoBKY |
JonmkHOCTE | HxeHep |
JornH | vanov |
| Hoewlil napons |
3a WTE oTo
ABTOZAEEPLUEHWE M KoHTakT 1 | |
CeaHca
; , 0BaEnThL |
Epema GezgelicTEnA 4o A
5 MKH
ABTOSABEQLUEHNA CeaHca
=l l [AoB3aBnTe OTNEYATOK |
JeyxdakTopHan

SYTEHTH I ALK A

| AdMWHW CTpaTOp X || Onepatop X

PucyHok 185 - MpusHak aByxdakTopHOM ayTeHTUhUKaumm
3. Ykaxute gonyctMMoe KayecTBO oTnedvartka (no ymonyanuio 85%) n Haxmute Havatb (PucyHok 186).

Co3gaHue oTnedvaTea X

JonyctiMoe KadecTso OTNeYvaTka:

ObkaTka: [ Haua'n:&[ OcTaHoBUTE l

HaunuTe obkaTky, UTobb
CKAHWPOBATE OTNEYaTOK

CoxpaHuTs oTneYaTok ] [ OtMeHa l

PucyHok 186 - CoznaHue ornevarka

Mpum.: Ecnu nocne Haxatusa kHonkn HavaTb oTobpaxaertca owmbka ckaHupoBaHusa (PucyHok 187), To
npoBepbTe NOAKIYeHNe N Hannyve ApanBepoB YCTPOUCTBA-CKaHepa.
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Co3gaHue oTneyartka X

Aonycramoe KadyecTeo OTNeYaTka:

OBkaTKa: | Hauath | | OCTaHOBWTE |

HauHuTe oBkaTky, UTobbI

CKAHWMPOBATL OTMNEUATOK
Owmbka CKAHWPOBAHMA

CoxpaHlTe oThedyaTok | | OTtMmeHa

PucyHok 187 - Owumbka ckaHMpoBaHus
4. lNpunoxuTte naney K ckaHepy. HayHeTca npouecc co3gaHus oTnedvaTka.

Mpn ycnewHom ckaHupoBaHuM OTODpasuTcs coobleHne «CkaHMpoBaHME YCNELWHO 3aBeplleHO (KayecTBo
otneyatka N %)».

Mpn HeycnewHoM ckaHUpoBaHuUM oOTOGpasnTCcsa coobleHne «HepoctatoyHoe KadecTBO oOTnevyaTka» WU
pekoMeHAaumm Ans NoBbILWEeHNs KavecTBa (CTpenkaMmuy ykasaHbl HanpasneHns aAsuxeHns nansua (PucyHok 188)).

Co3gaHve oTnevaTka X

JonycTiMoe KaJdecTeo oTnedaTka:

ObkaTKa: | Hauatk | | OcTaHoBKUTE

2
< »

b

HeaocraTouyHoe KadecTso oTnedaTta

CoxpaHnTe oTnedYaTok | | Otmena |

PucyHok 188 - HegoctaTouHoe KayecTBO oTnevaTka

6.2.3 Nopsaok Bxoaa B cUCTEMY

1. 3anyctute npunoxeHune Redkit.
2. Beegute pekBuM3nTbl NOMb30BaTENS.
3. Haxwmute "Bontn". MNMosiBuTCA coodlieHme - PucyHok 189.

REDKIT

SCADA

MNpwnoxuTe Naneu K ckaHepy ANA NPOBEPKM OTNEYarTka..

Hazap

PucyHok 189 - Bxoa B Redkit ¢ oTneyaTtkom
4. MpunoxuTe NaneL K ckaHepy.
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[Npn ycnewHom ckaHmposaHum Redkit npogosmknT 3arpysky 1 3anyctuTcs.

Mpun HeycnewHOM ckaHMpoBaHUM oTobpasnTtcsa coobueHne o6 ownbke (PucyHok 190).

CoobuweHune
Ownbka ayTeHTMdMKALMKM: OTNEYaToK He coBnan
HHW C OAHWM W3 COXpaHeHHbX OTNeYaTkos AnA
YKazaHHOro nonb3oeatens
JaKpbiTh

PucyHok 190 - Owmbka ayTeHTUdUKaumum

6.2.3.1 CmeHa napons nonb3oBarenemM

Ecnn gna nonb3oBatens Gbina BkNOYeHa ABYX(akTopHas ayTeHTudumKaums, TO nNpy CMeHe napons oyger
3anpawvBaTtbCcs OTnevaTok nansua (B T.4. NpyM cMeHe napons npu nepsom Bxoge B Redkit).

6.2.3.2 Nepenavya cMeHbI

Ecnn nonb3osarternb nepegaetr CMeHy [OpyroMmy nofb3oBaTtesnto, Yy KOTOPOro BKIlKOYEHa ﬂ,ByX(*)aKTOpHaFI
ayTeHTI/ICbVIKaLI,VIFI, TO MocJie BBOAa naponsa n0Tpe6yeTc;| CKaHupoBaHue otnedvartka nanbua.

6.3 UMnopT KoHUrypaumm

MmnopT koHdurypaumm BbinonHsetrcs B npunoxeHun Deployer npu cosgavum cuctemsl Redkit (pasgen
MepBrYHOE KOHUIrypupoBaHue):

1. Ha artane Bbibopa Tuna koHdurypaumm Bbibepute UMNopT KOHdwurypauum un 3sarpysute xml-cpavin
KoHurypauum (PucyHok 191).
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REDKIT 2.0

Deployer

Tun koH$Urypauuu EEEEEEERN

BeiGepuTe TN KOHGUIYPaLMK CO353B3EMOA CHCTEMEI,

O KoH@urypauna no yMonyadumw

@ MmMNopT KoOHGQUIypaunm

‘ D:/Redkit/TpeHaxep/trainer/train_config.xml | D
= Hazag | [ fdanee =
Mparpan s eE oo n o
3] repraT 2.0.2208
b y

PucyHok 191 - UMnopT KoHdurypaumm
2. Haxmunte Oanee.
3. Bobibepute koHUrypauuio ysnos UmnoptupoBaHHasa KoHdurypaumsa ysnos (PucyHok 192).
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REDKIT 2.0

Deployer

OI'IFIE,B,EHHTE COCTAE Y3N0E, BXOILALLMXY B CUCTERY,

) ABTOH OMH i y3en
':'O,EI,HH cepeep SCADA
':'Cepeep SCADA C pezepeoM

@) [imnopTMpoBaHHAA KOHQHUIYPaUKA Y3N0E

Kondurypauma yznoe EEEEEEERN

= Hazag || danee =

Mporpannid o n e

3] repraT

202208

PucyHok 192 - UMnopTupoBaHHasa KoHdurypaums

4. Haxmute Oanee.

5. lNMpopgomkuTe co3gaHne cucTeMbl cornacHo pasgeny NepBuyHoe KoHUrypnpoBaHue.

'“ BHumaHue: [locne nmnopta KoHurypaumm Bce MMetomecs yyetHble 3anucu nonb3oBaternen Redkit
[ &% Oyoyt 3abrnokvpoBaHbl. Pa3BrnoknMpoBka y4eTHbIX 3anuceil BLIMOMHSAETCA B MeHI0 YUYeTHble 3anucu

npunoxeHunst Redkit Configurator.

6.3.1 OwKnbKa npn MMNopTe cTapon Bepcumn KoOHcpurypaumm

Owwnbka: He ypanocb npounTatb Bepcuto cxembl B[. [Ona npogormkeHusi TpebyeTca oOOHOBReHue

KOHuUrypaumu.

MpwnyumnHa: obHoBNeHne makopHon Bepcumn Redkit u nonbITka MMnopTa cTapon Bepcum KoHurypaumm.

PeweHune: cnegyinTe ykasaHusam, npeactaBneHHbIM B OKHE ¢ owwmnbkon (PucyHok 193).
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REDKIT 2.0

Deployer

Tun koH$Urypauuu EEEEEENERN

Owwmbka: He y3an0Ck NPOYMTAaTE BEPCHKD CXeMbl B, JANA NpogonskeH s
Tpebyerca oBHoBNEHHE KOHGHIYPALWH.

1. ¥craHoeuTte MO Redkit, w2 koTopoil BBINOAHANCA IKCNOPT TEKYLLEH
KOH W rypau

2. MMnopTupyiTe KoHQUIypaLw o

3. OBHoeuTe Ha MO Redkit 1.3.2110.38

4, ObHoenTe cucremy B Redkit Deployer

IMoxeT noTpefoBaTecA oBHOBNeHWEe npoekTa B Redkit Builder

T pesrpandsd Ml A o n e

[ reokiT 2.0.2208

PucyHok 193 - Owmbka npu nmnopre

6.4 UHTerpauunna Redkit c cuctemon BuaeoHabnogeHus
Macroscop

CueHapuii ICNONb30BaHNUSA:

KA B nonoxeHun BknrouveHo. Korga KA crtaHoBuTca B nonoxeHve OTKNHOYEHO, TO Ha cepBep Macroscop
oTnpasnsetcs http-zanpoc.

Lua-ckpunt:

local curTag = scada.getCurrentTag("sl.VL1Q2.VL1Q2Controller.QICSWI1.ST.Pos")
local prevTag = scada.getPreviousTag ("sl.VL1Q2.VL1Q2Controller.Q1CSWI1.ST.Pos")
if (curTag.data == 1 and prevTag.data == 2) then

os.execute ('curl -X GET "http://<ip-ampec: mnopT cepBepa Macroscop>/<apryMeHTEH
http-3anpoca>"")

end

rae http://<ip-agpec: nopt cepBepa Macroscop>/<aprymeHTbl http-3anpoca> - 310

http://95.153.236.230:8889/command?
type=generateexternalevent&login=root&channelid=7432f3c5-013a-40aa-
a607-2dc374453b37&systemname=TESTcommand&information=preset1&information=Test"

CrtpykTypa n aprymeHThl http-3anpoca:

- http://<ip-agpec: nopT cepepa Macroscop> / (MOXeT N3MeHNTCH)
- command?type=generateexternalevent (He nameHsiemoe)
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- login=— norunH cepeepa Macroscop (M3MeHUTCSA B OkOHYaTensHom NHP)

- password= — naponb cepBepa Macroscop (M3meHuTcs B okoH4aTensHom MNMHP)

- channelid= — yHukanbHbIn ID kaxgon kamepbl (qobaButcs HenocpeacTeeHHo npu NHP Ha obbekTe)
Systemname= — Ha3BaHue BHeluHel cuctemsl (Hanpumep, OPY 220 kB)

- information= — cTpoka c nHdopmaumen o cobbiTun (Hanpumep «oTknoYeHne BrknodaTens Nel», no
cobbiTuio B Redkit)

- eventcode= — kog cobbITus (Mo cobbiTmio B Redkit, HAaMmeHoBaHWe koga UM Homep)

3anyck anropuTma OCYLIEeCTBNSieTCs Mo MNpUxody Tera (B AaHHOM criyyae Ter - MONoXeHWe BbIKIoYaTens
(s1.VL1Q2.VL1Q2Controller.Q1CSWI1.ST.Pos)).

6.5 JlorrmpoBaHue

6.5.1 NMpaBuna norrmpoBaHus

[MpaBuna norrmpoBaHus — HACTPOWKN BbIBOAA COOBLLIEHMIA ONpeaAeneHHoro Tuna n/mnm kateropum B log-cann.
MpaBuna norrmpoBaHus 3agatotcs B panine Redkit-Logging.ini (PucyHok 194). PacnonoxeHue:
/home/user/.config/Redkit-Lab/Redkit

[=] Redkit-Logging.ini E3
1 HI[Rules]
2 * . debug=false
k] gt .*.debug=£false
4 vknetwork?* .debug=false
5 ivkcore*.debug=false
5 * lua.critical=true

*_ lua.warning=false

*_ lua.info=false
*,lua.debug=false

1cC ifw.*=true

11 —ifw.developer.build=falsd

PucyHok 194 - ®ann Redkit-Logging.ini

dopmat npaBuna: <kateropusi>.<tun> = true/false, roe

- <KaTeropus> — Ha3BaHWE KaTeropum coodLeHns (3agaHa NporpaMMmnCTOM);
- <Tun> — TN coobLeHus: critical, warning, info, debug (onunoHanbHoO).

B HasBaHuu kaTeropumn COOOLLEHUSI MOXHO WCMONb30BaTb CMMBOM «*» B KayecTBe MOACTAHOBOYHOIO 3Haka B
Hauare, B KOHLe unu B 06enx nosnuusx.

CTpoKM, HEe COOTBETCTBYIOLLIME 3TON CXeMe, UTHOPUPYIOTCS.

[MpaBrna NpMMeEHSATCA cornacHo Nopsaky B dpanne. Ecnv HeCkonbko NpaBuil NPUMEHSAIOTCH K KaTeropum unm
TMny, To ByaeT NpMMEHEHO NpaBuro, KOTOPOE HUXE APYrMX, OTHOCALLMXCS K 3TOW KaTeropum unu tuny.

CogepxaHue ganna:

- *.debug=false — 3anpelLleH BbIBOA, BCEX OTNaA0YHbIX COOBLLEHNIA AS BCEX KAaTETOPUNA.

- qgt*.debug=false — 3anpeLLeH BbIBOA BCEX OTNAAOYHbIX COOOLLEHNIA AN KaTeropuii, UMsi KOTOPbIX
HaunHaeTcs ¢ "gt."

- vknetwork*.debug=false — 3anpeLleH BbIBOA BCEX OTNA0YHbIX COOOLLEHUIA OANA KaTeropui, MMsi KOTOPbIX
HauunHaeTtca ¢ "vknetwork".
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ivkcore*.debug=rfalse — 3anpeLleH BbIBOA BCEX OTNAA04YHbIX COOOLLEHNI NS KaTeropum, UMsi KOTOPbIX
HauunHaeTtce ¢ "ivkcore”.

* lua.critical=true — pa3peLleH BbIBOA KPUTUYECKNX COOBLLIEHNI OISt BCEX KATEropui, UMsi KOTOPbIX
OKaH4MBaeTcs Ha ".Jua".

* lua.warning=false — 3anpeLLeH BbIBOJ BaXKHbIX COOOLLEHN Asi BCEX KATETOPUI, NMSI KOTOPbIX
OKaH4ymBaetcs Ha ".Jua".

*.lua.info=false — 3anpeLyeH BbIBOA MHPOPMALMOHHbBIX COOBLLIEHWI AMNS BCEX KATEropuin, MMs KOTOpbIX
okaH4mBaetcs Ha ".Jua".

*.lua.debug=false — 3anpeLlleH BbIBOA OTNaA04HbIX COODLLEHWI OMs1 BCEX KAaTEropui, MMs KOTOPbIX
OKaH4ymBaetcs Ha ".Jua".

ifw.*=true — pa3peLueH BbIBOA BCEX COOOLLEHUI AN KaTeropui, UMsi KOTOpbIX HauMHaeTtcsa ¢ "ifw.",
ifw.developer.build=false — 3anpelleH BbiBOf Bcex coobLleHnn ans kateropum "ifw.developer.build".

Ecnun yctaHoBneHo npaswno norupoBaHus *.debug=true, 1o BbiBogATcs BCE coobuweHusa yposHsa DEBUG,
KOTOPble HE 3anpeLLeHbl HUXE.

6.5.2 HacTpouka norrmpoBaHus

Hactpovika log-dharina Redkit BeinonHsieTca B cootBeTcTByloweM ini-chavine Redkit. Hanpumep, Hactponka
log-chanina Redkit-Service 6yaet BeinonHATLCA B ini-cpaine Redkit-Service.

1. OTKpoWTe COOTBETCTBYOLLMI ini-chann.
2. Hwxe noa Bcemu 3anncamu gobasbte cekumio [Logger].
3. B cekumm [Logger] BnMwNTE HACTPOWKU N NX 3Ha4YeHne cornacHo Tabnuue 69.

Ta6bnuua 69 - HacTporku norrmpoBaHus

HacTtpowka MpuHUMaeMble 3HauyeHue no | OnncaHue
3Ha4YeHus yMOMn4YaHuio
logfile_path Myt /tmp/Redkit-Lab/Redkit/ MyTb go log-cainna.
<Wmsa npunoxeHus>.log
loglevel Debug Debug YpoBeHb nora
Warning
Critical
Fatal
Info
logsize N{K,M,G} ™ Pa3smep nora B dopmare
N{K,M,G}
logfree_volume N{K,M,G} 200K OcBoboxgaemMbin npu
nepenonHeHnu obbem
nora B oopmate N{K,M,G}
logcheck_period MWHYTBI 10 Bpemsa Mexay
npoeepkamu obbema fnora

MNpumep:

[Logger]

logfile path=D:\\Redkit\\Redkit Logs\\Redkit-Service.log

loglevel=Info
logsize=50M
logfree volume=4M
logcheck period=5

MapameTpbl npumMeHsitoTes nocne 3anycka Redkit.
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6.6 HacTpowuka cepBuca Redkit Keeper Service

CepBuc Keeper HacTpamBaetcsa no ymonyaHuio npu yctaHoBke Redkit. Ho B HekoTopbix crnydasix ObiBaeT
HeobXxoANMO U3MEHWUTb HACTPOWKN MO YMOMYaHWIO.

M3meHeHWe HacTpoek No yMOn4aHM Lo BbINOMHAETCS BpyYHYH0 B cekuuun [DBKeeping] koHdurypauunoHHoro cainna
Keeper.ini (PucyHok 195). PacnonoxeHue:

/home/user/.config/Redkit-Lab/Redkit.

= Keeperini £
-|[Platform]
listenAddress=127.0.0.1
listenPort=24235
serverkEnabled=true

E [DBEeeping]
address=127.0.0,1:5432
binDir=C:/Program Files/PostgresPFro/ll/bin
dataDir=C:/Program Files/PostgresPro/l1/dat3
aliveNotificationInterval=500

makeBackup=false
waitRiseUpTimecut=40000
pollInterval=500
waitPromoteTimeout=40000
autoFailOverOn=true
waitStopMasterTimeout=330000
startupAsMaster=strue
pgctlRetryCount=3
pactlRetryTimeout=1000
usebPgRewind=false
useSynchronousCommit=false
waitCtlUtil=true

controlFsync=false
dbLogPath=
backupParentDir=
e —

PucyHok 195 - ®ain Keeper.ini
Onucanune HacTpoek cekuun [DBKeeping] npeacraeneHo B Tabnumue 70.

Ta6bnuua 70 - Hactpownku cekuun [DBKeeping]

HacTtpowka 3HayeHue No yMon4aHuo OnucaHue
address Appec 1 NopT OTCNEXNMBAEMOro Anpec 1 nNopT oTCNeXxXmnBaeMoro cepeepa
cepBepa, ykasaHHble B N.4 pasgena B dpopmarte hostaddress:port

[MepBu4HOE KOHpUryprpoBaHue

binDir [yTb K AUPEKTOPUN UCMIOMHAEMbIX MMyTb K ANPEKTOPUN UCMOSTHAEMbIX
dannos, ykasaHHbI B N.14 pasgena dannos
[NepBrn4yHOE KOHMUTrypnpoBaHme

dataDir MMyTb K QUPEKTOPUM XpaHEHUSA AaHHbIX MyTb K AUPEKTOPUN XPAHEHUS AaHHbIX
B[], ykasaHHbIn B N.14 pasgena B
[MepBu4HOE KOHpUryprpoBaHue

aliveNotificationInterval | 500 MeproanyHOCTL ONOBELLEHMNS O
paboTtocnocobHocTH (MC)

makeBackup false CosgaHus 6akana nepeg pennukaumnemn
(true — pa/ false — HeT)
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Hactpowka 3HayeHue No yMon4yaHuo OnucaHue

waitRiseUpTimeout 40000 Mepuog oxunaaHMa aBToMaTUYECKOro
co3gaHusa pennukn (Mc)

pollinterval 500 MHTepBan onpoca COCTOSIHUS OCHOBHOTO
cepsepa B[l (mc)

waitPromoteTimeout 40000 WHTepBan, N0 NCTEYEHMN KOTOPOTO
HaYMHaETCs NPOLECC NPOMOTKM
pe3epBHOro cepeepa 4o OCHOBHOTO (MC)

autoFailOverOn true Mpu3HaK BKMAOYEHNS aBTOMATUYECKOrO
BOCCTa@HOBIEHWS yNaBLLUEro OCHOBHOIO
cepsepa (true — BkntoyeHo/ false —
OTKITHOYEHO)

waitStopMasterTimeout | 330000 Mepuog oxnaaHns NOATBEPXKAEHNS O
BbIKITHOMEHMM OCHOBHOrO cepBepa b/l
npv py4YHOM MOBbILLEHMMN cepBepa (MC)

startupAsMaster true 3anyck BbIKNOYEHHOrO NOKanbHOro
cepsepa B[, kak ocHoBHoro. B cnyyae
OTCYTCTBMSA OCHOBHOrO cepBepa B
knacrtepe (true — pa/ false — HeT)

pgctiRetryCount 3 KonnyecTBo NOMbITOK BbIMNOMTHEHUSA
yTunuTLl pg_ctl

pgctiRetryTimeout 1000 Bpems mexay nonbiTkamu BbIMOSTHEHNUS
yTunuTbl pg_ctl (mc)

usePgRewind false IMpu3HaK NonbITKN UCMONb30BaHNA
ObICTPOro BOCCTaHOBMNEHUSA YNaBLUETO
OCHOBHOrO cepBepa (true — ga/ false —
HeT)

useSynchronousCommit | false [Mpu3HaK ncnonb3oBaHWUs CUHXPOHHOMN
pennukaumm (true — ucnonbayetcs/
false — He ncnoneayetcs) HE
MCNONb30OBATb!

waitCtlUtil true Mpu3HaK 0XXngaHMs OKOHYaHUSA
BbIMONHEHNS] NePeKNOYEeHNs NoKanbHOro
cepsepa b[l (true — oxupaaTts/ false — He

oXuaaTb)

ctiUtilTimeout 300000 Tanm-ayT oXnaaHus BbINONHEHUS
nepeknyeHnst nokanbHoro cepeepa b/
(mc)

controlFsync false Mpu3Hak ynpaBneHns HacTpOnKown

CUHXPOHM3aLMM OCHOBHOro cepeepa b1
¢ anckom (true — ynpaensate/ false — He

ynpaensTb)
dbLogPath nycTo MyTb ons log-cbanna cepsepa b
backupParentDir nycTo [upekTopunsa pacnonoXxeHus pesepBHbIX

Konuin ocHoBHoro cepeepa b/l

pglsReadyTimeout 3000 Tarim-ayT BbIMNOMHEHUA MOAKITIOYEHUS K
cepsepy B[l npn onpoce ero cocTosHWsA
(mc). MnHMMansHo gonycTumoe
3HayeHue: 1000 mc.
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[daHHasa MHCTPYKUMA akTyanbHa Ans ogHocepBepHOW KoHdurypauun npu ycnosun, 4to cepsep u APM Redkit

Haxo4ATCAa Ha ogHon paboyen cTaHumn.

YcnoBusi:

- Cuctema Redkit HacTpoeHa.

- YcTaHoBMEH Kakon-nmbo BHELLHUA NPOCMOTPLLMK OCLMUNNIOrPaMM.

[Mpouecc HacTponku:

1. Ortkpowite cbann npoekta B Redkit Builder. B cBsiau ¢ annapaTHbIM ypoBHEM ybeanTech, 4TO Y Heobxoanumoro
knueHTa 61850 3anonHeH Yyekbokc Onpoc ocuunnorpamm (PucyHok 196).

Annapathbid yposetn

M3K 60870-5-104 Cepsep O
M3K 60870-5-104 Kanenr 0

4 M3K 61850 Knvent 4211
» TOR_300_DZAT_023 (TOR_300_DZT) 4211
Modbus TCP o]
Snmp 0

+ Hacrpoidkn knventa 61850

HanMeHOBaHWME MCTOUHMKS AGHHEIX

Onucanue UCTOYHMKS 4aHHEX

TOR_300_DZAT 023

TOR_300_DZT

) B patore

Pexaum -~
() OrkneoueH

IP-agpec 182.168. 50 . 1
Oxupats sasepwenme TY L]
ResvTms 17
Application Title 1.1.990.
AE Qualifier 2
Onpoc ocumanarpamm [m] |
Mepuog onpoca ocumanorpamm (cex) 60 =
Koawpoeka dafinoe ocLwanorpamm UTF-8 v
VHTepean arperauum (MiH,) 1

Curuan ceazu

JucneTuepckoe HAMMEHOBAHWE Mwma 61850 Mg

TOP 300 A3T 120 1.Cenze AR151.AR151Controller.EPS1LCCH1.ST.Chliv.stVal
MHTEHCHMBHOCTE NOTOKE AAHHBIX

JwcneTyepokoe HAMMEHOBaHWE Mma 61850 Mg

Obwextnana mogene TOR_300_DZAT_023

Mpwassaro curnance: 4211

Haiimi:
Wms Data type Onwucanme Mpueazka -
CTRLA LLNO LLND

PucyHok 196 - Onpoc ocumnnorpamm B Redkit Builder
2. Y6epguTech, 4TO B cepBepHOM y3rie gobaeneH mogynb KnueHT npotokona lec61850 (PucyHok 197).
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HazeaHue
» Redkit_Arm
b Redkit_Configurator
¥ Redkit_System_Service

-+ -+ M+
o @ @
o [ [

ApXWENpOBAHKE

HcnonezoeaHune AHWCEd

KnwnenT npotokona lecl04

Knwent npoTtokona lect1850 b4

Mogyne zanvcu curnance e b

Mogyne 3axeata obopygosanna

Mogyne koHTpona cepeepos B

Mogyne cGpaboTen BNaHKOE NEpEKAFDYEHMI
Mogyne cunxponnzagum c B
MAaHMpoBLIME BBIZAYM KOMaHS YNPAEAEHNA
Potauwa apxmea cobeimmi

Cepeep obpaBoTen coBbimwii

PucyHok 197 - KnueHT npotokona lec61850
3. YcraHoBuTe YekOOKC y HacTporiki Bknountb onpoc ocuunnorpamm (PyucyHok 198).
4. Ykaxute nepuog onpoca ocumnnorpamm (PucyHok 198).
5. YkaxuTte nyTb ANSA COXPaHEHWS OCLMNNOorpaMm 1 nyTb K NporpaMme npocmoTpa ocumunnorpamm (PucyHok
198).

[loBasuTs yzen
Hazeanue

» Redkit_Arm

b Redkit_Configurator
¥ Redkit_System_Service

Wma obvexta | Krment npotokona lec61850

Wma knacca gna nnaruna | lec1850Client
Wma daiina nnaruna iec61850-client

ApxuBNpOBaHUE » Ofme

[+l -+ ]
m @ [
EINE ]

Wenonssosanne gucka
¥ MoHnToprHr

Knuext npotokona lecl04

Knuent npotokona lecG1850 » Mpotokon
Mogyne 3anncwk curnance S\g[
Moaynb 3axeata oBopyaosaHiiy b Gl r et

Meayne koHTpona cepeepos BJl ¥ YacTHele

Moaynb obpaBioTkun BnaHkos NeperoNennil
| BiitounTs 0Npoc ocumanorpamm
Moayne curxpornsaumm ¢ B

TINaHAPOELLMK E5I384M KOMaHS yrpaEeRyA [C] Brntounte yaaneHne cTapbic ocumanorpanm

Potauma apxuea cobermmi [C] 3anmce #ypHanos obmeHa ¢ ycTpocTEamu

SECIy T G PesepeHbIil MOgyNE JEpKaTh B PEXHME ONpoca

[[] Xpanute ocynnnorpamme & B Bmecto gucka

JNUTENEHOCTE XPAHEHNA OCLMANCTPAMM, CYTKH 0

Kateropwa nHuumatopa 22

Mepwoa onpoca ccyunnorpamm (cex) 5 :

Bpema Hauana yaanenna cCUMAN0rPam, Hackt MUHY Tl

WaeHtndwkatop cepeepa 1

[MyTk ANA COXpaHEHWA OCUMANOTPAMM C:\Users\romasvrd\Desktop\work\osc

[MyTe kK NpOrpamMmMe NPoOCMOTRA OCLMAIOTPAMM | ssoftLaunchertdatalsignlab\2600\SignLab.exe

PucyHok 198 - HacTpowku onpoca ocuunnorpamm
6. Haxmute NpUMeHUTb.
7. lNepesanyctute cepsuc Redkit.

Ocuunnorpammbl 6yOyT ckadvMBaTbCs aBTOMATUYECKM C 3afdaHHbIM MepuogoM onpoca m3 n.4. Xop 3arpysku
MOXHO oTCcneauTb B nor-gavine Redkit-Service.log (no ymonyanuio: /imp/Redkit-Lab/Redkit). MNocne okoH4YaHus
CKayMBaHUS ocuunforpamm ¢ 3afaHHbIM Nepuogom onpoca B XypHane cobbituii Redkit Workstation 6yget
co3faBaTbCsi COObITUE.

OtobpaxeHune ocuunnorpamm BbinonHsetca m3 Redkit Workstation (pasgen Ocuuniogpammbl [OKyMeHTa
«REDKIT SCADA 2.0. PykoBoacTtBo onepatopa. RU.76499597.62.01.29-01 02 34 01». CkayaTb MOXHO Ha
oduumanbHOM canTe no ccbinke: https://prosoftsystems.ru/catalog/show/programmnyj-kompleks-redkit-scada?
tab=docs).
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6.8 Hactpowuka MNar

3anonHenne TOI BoinonHsetca B Redkit Workstation (cm. pasgen 147 pokymenta «REDKIT
SCADA 2.0. PykoBogctBo onepatopa. RU.76499597.62.01.29-01 02 34 01». CkayaTb MOXHO Ha
odhuumanbHOM canTe no cebinke: https://prosoftsystems.ru/catalog/show/programmnyj-kompleks-redkit-scada?
tab=docs). NpegBapnTensHO HEOHGXOAMMO BbINOMHUTL HACTPOWKY:

1. O6opynosanve MOl pomkHo 6bITb foBaBneHO Ha cxeMy M O6beaAMHEHO B YCTAHOBKY B pedakTope
Redkit Builder (cm. pasgen CosdaHue epaghudeckoli mexHoroaudeckol cxembl okymeHTa «Redkit Builder.
PykoBogcteo agmuHucTtpatopa. [NbKM.62.01.29.000-410.01»).

2. CvrHansl MAI gomkHbl 66T NPMBA3aHbI K annapaTHOMY YPOBHIO (cM. pa3gen Cessb ¢ annapamHbiM ypO8HEM
aokymeHnTa «Redkit Builder. PykoBogcteo agMuHuctpatopa. NBKM.62.01.29.000-410.01»). Y obopynosaHus
MAr yetblipe nornyecknx ysna:

a. PGGIO — AkTuBHas MOLLHOCTb.

b. PBRGGIO - NBP: MUMHUMYM, Harpy3ka, MakCUMyM.

c. PPBRGGIO — INMMNBP: MnHMMyM, Harpy3ka, MakCumym.

d. UDGGGIO - YAI': MMHUMYM, Harpy3ka, MakCUMyM.

B meHio MpoekT Redkit Configurator 3arpysuTe chann npoekTa ¢ HacTporkamu 13 n.1-2.

4. B mveHio Mopgynu Redkit Configurator go6asste mogynu Moaynb 3anmucu MNMAI v Porauua MNAC B y3nbl
Redkit_Master n Redkit_Slave.

5. [Ona Moaynb 3anucu MO yctaHoBute npuoputet B yane Redkit_Master = 101, B yane Redkit_Slave = 100.

w

' BHumaHue: [pu nepesarpy3ke npoekta B Redkit Configurator:

L5 . ecrm B 3arpyxaemMom npoekte ectb Te xe [IAI, 4To WU B paHee 3arpy>xeHHOM MpoekTe, TO
cywecTtsyowme 3HadveHms MO B Redkit Workstation He 6yayT 3aTpoHyThI;
- ecnu B 3arpyxaemom npoekte HeT MNAI, To cywecTtBytowme 3HaveHus MO B Redkit Workstation 6ygyT
yaaneHol.

6.9 HacTtpouka py4yHoro BBoaa

Py4Hown BBoA — noacTtaHoBKa 1M Bnokunposka.

1. lNpoBepbTe, UTO Ha BKNaake HacTpoiku yana B cepBucHblx yanax (Redkit System_Service nnn
Redkit_Master v Redkit Slave, B 3aBUCMMOCTM OT TUNa KoHdurypaummn) gobasneH Mogyns o6paboTkm
HeNpuBA3aHHbIX CUrHAsOB.

2. lNepengute Ha BKnagky YcTapeBaHue noactaHoBka. B ctonbue NMoactaHoBKa M GNOKUpOBKa YyCTaHOBUTE
YekBOKChI Yy CUrHanoB, Ans KoTopbix ByaeT Bo3MOXxHa nogctaHoBka u brnioknposka (PucyHok 199).
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HazeaHue |YcrapEBaHue MoactaHoeka W Bnokwpoeka | OnucaHwe
¥ Mpoekr
B IT [ [P
P 2T O ]
b 10kB [ [P
v 220xB
b Bropoe npucoeguHeHue [P [P
* [lepEOe NpUCOBIMHEHWE
¥ B-220-1T
v QICSWI
v ST
Beh [P Behaviour
Loc [l Local control behaviour
LocKey [P MecTtHoe/AncTaHumoHHoe
Pos MonoxeHue
PosA [ Switch L1
PosB O Switch L2
PosC ] Switch L3
r QIGGIOL O ]
P QIMMXUL & I
P QIMMXU2 (] (]
o QIMMXUZ & &l

3. Haxmute NpuUMeHUTb.

PucyHok 199 - NoactaHoBka u 6noknpoBka

4. Tlepengute Ha Bknagky Ponn. CosganTte ponb, B KOTOpoK Ha Bknagke MpusHaku kavyecTBa fanTe npaea
Anst 3BMeHeHnst NPM3HaKoB KayecTBa curHanam npoekta (PucyHok 200).
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Hazeanune ponu: | MpuaHakW kavecTea |

OnucaHue:

MpuzsHakk kaqecTea _

| Haiiti Q |

Pazpewero n 0B KauecTsa
v Mpoekr

4008

TeHEpaTOpL! CMrHANOB

Knrou ynpaeneHus
MonwTopunr ONPY

nar

Cwnosoil Tpancdopmarop 2X 5
Cunoeoii TpaHcdopmarop 2X 6
Tect

v ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥
HNERENEEREEEEREE

Co3aath OTmeHa

PucyHok 200 - CozpaHue ponu
5. Ha Bknagke Y4YeTHble 3anucu K y4eTHOM 3anvcu onepatopa gobassre ponb 13 n.4 (PucyHok 201).
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X

Hoean yuETHaR 3anWce

DamMUnua
Mns
OT4yecTEO
JonkHoCTE
NoruH
Mapone

Jarpyanre $oTo

ABTOZaBEpLUEHHe ]

ceaHca
KoHTakT 1

o 15 MUH
AeyxdakropHan [
ayTEHTUDMKALMA

e

WMeaHoe

WMean

MeaHoBMY

Onepatop

ivanov

l

Jobaente

AoBaBUTE OTNEUATOK

| Onepatop * || MNpu3HakK Kadectea * |

-/

OTtmeHa

PucyHok 201 - YyeTHas 3anucb onepatopa

6. MNepesanyctute cnyx0y Redkit.

6.10 Pexxum «HabnopgaTenb»

Pexum «Habniogatenb» — nocne aBTO3aBepLUEHWs ceaHca nog yyeTHou 3anucblo «Onepatop» B Redkit
Workstation BbinonHseTcst Bxog NoA y4eTHom 3anucbio «Habnrogartenby.

Ponb «Habnopatensay»:

1. JocTyn K NpOCMOTPY BCEX MEHIO.

2. 3anpeT ynpaBneHusi, NOACTaHOBKN, UBMEHEHMS YCTABOK, BbINONHEHUs1 BI, KBUTUpoBaHus.

6.10.1 HacTpouka pexuma «Habnopgarenb»

1. B meHio Moaynu B y3ane Redkit Arm wnn Redkit_Workstation (B 3aBUCMMOCTM OT Tuna KoHdurypauum) y
moayns APM OnepaTopa oTMeTbTe 4ekOOoKC y HacTporiku ABTOMaTM4eCKUIA BXOA Noche Bbixoaa U3 ceccumn
(PvicyHok 202). OaHHasa HacTponka Heobxoguma gns obecneyeHusi aBTomatudeckoro nepesanycka Redkit

Workstation nocne aBTo3aBepLUeHNA ceaHca NO TanM-ayTy.
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HazsaHue
» Redkit_Configurator

Wma obvekta | APM Onepatopa

PR e isenica Wma knacca gna mogyns | GuiPlugin
* Redkit Workstation Wmsa daiina mogyna guiplugin
APM Oneparopa » OBuwwe

[+ -+ +]
m @ @
s B @

» MoHuTopUHT

¥ YacTHeie

.*l ABTOMaTWYECKWIA EXOA NOCNE BLIXOAS W3 CECCHM

OTobpamaTe MUKPOCEKYHAR!

[[] OToBpaaTe Ha cxeme naakaTe 6es wabnoHos

Bydep Tabnauy, B OHAAIAH pexcume (CTpOK) lilﬁ
Bydep Tabans TEkYLL MK JaHHBIX (CTpOK) ,710"
FnyGwHa nepeoHa4YanbHON 3arpyskn gepesa ,71:
3agepka Co0BLLEHMA CHHXPOHW3aLMK COBRITHIA (MC) lizﬂlﬁ
3apepkka cpabaThiBaHWA 3BYKOBOW CUrHaNM3aLmK (Mc) lizmﬂ

PucyHok 202 - ABTOmMaTM4eCKui BXOA nocre BbiXxoAa U3 ceccum

2. B meHo Ponu co3gavite ponb Ans «Habnogatensa» ¢ HeobxogMMbiMmn npaBamu JOCTyna.

3. B meHI0 YueTHble 3anucu co3ganTe y4eTHyto 3anucb ansa «Habniogartens» ¢ ponbto 13 n.2.

4. Takke B MeHO Y4yeTHble 3anuMcu co3ganTe y4veTHyw 3anucbk Aans «Onepatopa», u3 koToporo byaet
BbINONHATLCA nepexon B «Habniogatens» ¢ HeobxoguMmbiMyi npaBamu goctyna. ObssatenbHO OTMETbTe
yekboKC y KOMaHObl ABTO3aBepLleHMe ceaHca U YCTaHOBUTE Bpems 3aBeplueHust (No yMOoN4yaHuio
BbicTaBneHo 15 muHyT) (PrucyHok 203).

Hoean yugéTHan 3anuce x
DamMunMa | HMeaHoe |
Kima | WeaH |
Ortuecteo | MeaHoBUY |
JonxHocTs | WMHxenep |
NoruH ivanov
Mapone | e |
3a WTh oTo | .o |
ABTO3aBeplUeH e
ceaHca
KoHTakT 1 | |
Bpema BesfeldcTBWA 40
MUH
BBTO33BEpLUEHMA CeaHca hd [ foBasuTs |
JAeyxdakropHan ]
ayTeHTUDUKALMA ’ OoBbaeuTe OTNEUYATOK |

e

| Onepartop * |

PucyHok 203 - ABTOo3aBepLUeHMe ceaHca
5. Banmgute B Redkit Workstation noa cospgaHHomM yyeTHOM 3anucbto «Habnopatena» M3 n.3 n CMeHUTe Naporsb.
6. 3anyctute TepmuHan.
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7. 3anyctute ytunuty configdeployer komangon:

redkit-configdeployer

8. Ykaxute IP-agpec n nopT ocHoBHOro cepsepa kritoden (PucyHok 205).

REDKIT 2.0

Deployer

PeKEMZWUTLI CEpEEpa KIKoued HE N

Cepeep knioueii | 172.23.10.85

Mop

SE,D,EETE' PEKEWM3INTR CEpEEPA KAHYER AnA COEgMHEHKMA
C KNHYOM MWLEHZMPOBEIHKMA.

Mponpasumwi counneo:

3] repkIT 202708

PucyHok 204 - PekBu3uThl cepBepa knioven
9. Bbibepute anda nepesanucu KoHUrypaumoHHeln dann Redkit.ini n yctaHOBUTE PEKBU3MTHI MOrb30BaTens
¢ ponbto «Habnwogatena» m3 n.3 (PucyHok 205). ABTO3anmyck BbINOMHAETCA C NpaBaMu Nornb3oBarerns,
ykasaHHoro B Redkit.ini ans aBTo3arpysku.
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REDKIT 2.0
Deployer
CoxXpaHuTe YUETHLIE AaHHLIE NOALIOBATENA EEN
/home/user/.config/Redkit-Lab/Redkit/Redkit ini ]
Bmbepute daiin 4nA COXpaHeHKA YYETHBIX AaHHBIX WK OCTaBLTE NO
YMOAYAHWHD W HasmuTe O
Mone3oBaTens | ivanov |
Mapons |
3afaiTe PEKEM3UTE NOML30EATENA W HaxmMKuTe 'OK' gna nepezannucu
KOHGWMIypaUnoHHEX
«Hasag || fanee» |
Nporpassanui wosn e
3] repkiT 2.0.2208

PucyHok 205 - PekBu3ntbl nonb3oBartens B configdeployer

Mepexon n3 pexnma «Habnogatenb» B «OnepaTop» BbINOMHAETCA C NOMOLLbIO koMaHabl Nepegaya cMeHbl B
Redkit Workstation.

6.11 Opyrue pexunmbl pabotbl Redkit Deployer

6.11.1 O6HOBNEeHUe cucTembl

Pexxum obHoBReHusa cuctemsl HyxeH, korga MK Redkit yxxe yctaHoBneH, HO Npu 3TOM BbILLNa HOBas BEPCUS C
nsmeHeHnsiM1 B 6ase gaHHbIX. Ecnn 910 npomnsowno, npu 3anycke NpuUrnoxeHne npeanoxnt 0BHOBUTL CUCTEMY
(PvcyHok 206).
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REDKIT 2.0

Workstation

CucTemHan ownbea: Bepona cxemel B Base JaHHBIK HUXE
TekyLed. Tpebyerca obHoBneHnE Basbl aHHBIX

Beixop,

Mporpam s E Do e

[3] repDkiIT 1332

PucyHok 206 - TpeGyeTcss o6HOBNEeHUe cucTembl

Mpoueaypa 06HOBNEHUA CUCTEMBI

1. 3anyctute npunoxenune Deployer.
2. Bbibepute cooTBeTcTBYOWMN pexxum (PucyHok 207). HaxxmuTte Oanee.

REDKIT 2.0

Deployer
Bribop pexuma paboTbl
O Cozgate cucremy Redkit SCADA

® o6HoBMTS o cTemy

) foBaeuts Y3en K cucreme

OY,U,EJ'IHTI: NOKAABH IR y3en cuiTeMel

O yaanuTs cucremy

Mipcnpansmd momn nes:

3] repkiT 202208

PucyHok 207 - O6HoBReHue cuctembl

213



Redkit SCADA 2.0. PykoBoacTtso agmuHucTtpatopa OC ALT Linux 8 SP. Bepcus 2.0.2208

3. Ykaxute pekBU3WUTbl OCHOBHOIO CepBepa, MOopT OCTaBbTe MO yMofYaHuio. Beeante vmsi nonb3osatens u
naponb u3 n.6 pasgena YcraHoBka Postgres. Haxxmute Oanee (PucyHok 208).

REDKIT 2.0

Deployer

Hactpoiika noaxnrouenuna k b, HE

YKaMMTE PEKBM3INTEI NoA KIHOYEHNA K cepBepy b/l codepsallemy cucTemy,

Cepsep | 172.19.16.188 |
Mlopr
VIMA CHCTEMBI | Redkit |

MMA nonb3oEarena | postgres |

Mapone | [T1] |
= Hazag |[ Janeg =
Mparpammnwid mown e
3] repkiT 20.2208
p. iy

PucyHok 208 - YkaxuTe peKkBU3nThbI
4. Ecnn Bce PEKBU3UTDI Obinn YKa3aHbl npaBusibHO, NOABUTCA COOGLLJ,eHl/Ie 06 ycnewHom obHoBMNEHUN
cuctembl. Haxxmute OK. (PrucyHok 209).

REDKIT 2.0

Deployer

loToEO | N |

OBHoBNEHWE CUCTEMEI YCMELIHD 33BEpLLIEHD,

Bravano |[ Ok

Mipcnpansmd momn nes:

3] repkiT 20.2208

PucyHok 209 - O6HOBReHWe cMCTeMbl 3aBepLUEHO
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6.11.2 YopaneHune cucremsl

Pexxum yoaneHna cucteMbl MOXeT ObITb UCMONb30BaH B HECKOMNbKNX cny4yaax:

Mpoueaypa yaaneHnsa cucTembl

1. 3anyctute npunoxenue Deployer.
2. Bbibepute cootBeTcTBYHOWMI pexnm (PucyHok 210). Haxvnte Oanee.

REDKIT 2.0

Deployer

Bribop pexuma paboTbl

O cozgate o cremy Redkit SCADA

) OBHOBNTE CHCTEMY

. loBaeuTk y3en K cucTeme

) ¥aanuTe NOKaNEHLIA y3en CHCTEMB

@) yaanute cucremy

Al T

3] repkiT

Janee =

202208

PucyHok 210 - YaaneHue cuctemMbl

MonHoe yoanexue MK Redkit. B atom cnyyae Deployer yganut 6a3y AaHHbIX U KOHUIYpaLUoHHbIe dhainbl,
4YTOObLI HE NPULLMOCE AenaTb 3TO BPY4YHYyto. [Tocne aToro nporpamma MoxXeT ObiTb yaaneHa yepes naHernb
yrnpaBneHunst cTaHgapTHbIM CnocobomMm.
YnaneHune 6a3bl AaHHbIX U KOHPUIypaLMOHHbIX haifnoB, C BO3MOXHOCTBIO BEPHYTHCS K ucnons3oBaHuio MK
Redkit nosxe.

JlokanbHoe yaaneHne Redkit Workstation (APM Onepatopa).

3. YkaxuTte PEeKBU3NTbI NOOKIMKYEHUA K cepBepy b, cojepxalwemy cuctemy. Beeaute nma nonb3oBatensa u

naponb 13 n.6 pasgena YcraHoBka Postgres (PucyHok 211). Haxxmute Oanee.
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REDKIT 2.0

Deployer

Hactpoiika nogxarouenuna k b, EEN

YKaKMTE PEKBM3NTBI NOLKHOHEHNA K cepeepy B, copepmalleny cuctemy,

Cepsep | 172.19.16.188 |
Mlopr
MIMA chCTEMBI | Redkit |

MmA nonb3osarend | postgres |

Mapone | s |
= Hazag | ’ Janeg =
Mipcnpansmd momn nes:
3] repkiT 202208

PucyHok 211 - Ykaxute peKBU3nTbI

REDKIT 2.0

Deployer

Wudopmayma EEN

YaaneHue cuectemel "Redkit” yonewno saeeplueHo,

Cepeep 172.2311.21
Mopt 5432
ma B Redkit

OLIHCI'HTI: NOKANEHEIE KOH QU YPaLWOHHBIE Gaiiel

Nanee =

My
[3] reDKIT 202208

A H A A T

PucyHok 212 - Ounctka KoHUrypaumMoHHbIX hainnos

5. O3HakoMmbTECb C pe3ynsTaTtoM O4UCTKM KoHdurypaumm (PucyHok 213). Haxmute OK.

4. Ecnv pekBM3NTbl yKa3aHbl BEPHO, MOABUTCA OKHO C MHGopMaumen ob ycnewHom yaaneHun cuctemsol. [Mpu
HeobXoOAMMOCTM OTMETBTE OUYUCTKY KOH(UIypaLUMOoHHbIX dannos (PucyHok 212). HaxxmuTe Oanee.
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REDKIT 2.0

Deployer

PezynbTaT OUMCTKM KOH(pHIypaumm EEE

¥aaneHue EhlﬁpEHHhIX INEMEHTOE KOH@UIYPALMKM YCMELWHO 3aBepLleH o,

Bravano |[ Ok

Mipcnpansmd momn nes:

3] repkiT 202208

PucyHok 213 - Pe3ynbsTaT 04MCTKU KOH(UIypaLMoHHbIX dannos

6.12 CmeHa xecTKux amckoB ansa bl

Ecnn B cucteme 6yayT BbINOMHATLCA AEWACTBUSI MO 3aMeEHEe UK PacLUMPEHMIO (PU3NYECKMX XKECTKUX OMUCKOB Ha
cepBepax, To HeobxoaMMo onpedennTbesl B NOTPEOHOCTU coxpaHeHus apxmsa B[, 1 B 3aBUCUMOCTU OT 3TOrO
BbINOMHUTL OnpeaeneHHbIi NOPSAOK AENCTBUN.

6.

12.1 CmeHa XXeCTKNX AUCKOB C coxpaHeHueM apxuBa b/l

1.

N

o0 krw

© N

6.

Cosparite pesepBHyto konuto B (pasaen CosgaHue pesepBHon konun BL).

Ckonupyiite KOHUIrypaumoHHble ini-hainbl N3 AMPEKTopun XpaHeHus (no ymondanuwo: /home/user/.config/
Redkit-Lab/Redkit) Ha CbEMHbIV HOCUTENb.

BbInonHuTe OeACTBUSI MO 3aMEHE UMK PaCLLUMPEHMMN KECTKUX OUCKOB.
MepeyctaHosute CYB[ Postgres.
MepeyctaHoBuTe Redkit.

Ckonupyiite KOH(UrypauMoHHble ini-oannbl M3 n.2 B OUMPEKTOPUIO XpaHeHus (no ymondauuwo: /home/
user/.config/Redkit-Lab/Redkit).

BoccraHosute B[] 13 pesepsHon konuu (pasgen BocctaHoBneHne B B pe3epBHOM Konun).
3anyctute dbctl n cospante pennuky (pasgen Ytunuta dbctl).

12.2 CmeHa XXeCcTKUX AUCKoB 6e3 coxpaHeHusa apxuBa b/}

oakrwbdz=

BbinonHuTe 3KCnopT kKoHUrypaumm (pasgen JKcnopT).

BbInonHuTe OeACTBUSI MO 3aMEHE UMK PaCLLUMPEHMIO KECTKUX OUCKOB.
MepeyctaHosute CYB[ Postgres.

MepeyctaHoBuTe Redkit.

BbinonHuTte nmnopt KoHdurypaumm (pasgen VMimnopt koHdurypaumm).
3anyctute dbctl v cospante pennuky (pasgen Ytunuta dbctl).
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6.13 CmeHa napons y nonb3oBaTtesii ¢ NpaBaMu ynpaBneHus
cnyx6on Redkit

lMocne cmeHbl Napons y nNonb3oBaTens ¢ npaeBamu ynpaeneHus cnyxbon Redkit System Service Heobxognmo
BbINONMHUTEL Mepes3anucb KoHdurypaumoHHoro davna Redkit-Service.ini vepe3 ytunuty configdeployer Ha
OCHOBHOM W pe3epBHOM CepBepax:

1. 3anyctute TepmuHan.
2. 3anyctute ytunuty configdeployer komangow:

redkit-configdeployer

3. YkaxwuTe IP-agpec n nopT oCHOBHOro cepBepa krtoven (PucyHok 214).

REDKIT 2.0

Deployer

PeKBM3WUTLI CEpBepa KnouYei HEN

Cepeep kniouelt | 172.23.10.22

Mo

EE,B,EETE' PEKEWM3INTH CEpBEDA KDY e ANA COEqWHEHWMA
C KAHYOM AWUEHZMPOBIHWA.

POTPAM MM B 00 NLNeRC

3] reokiT 2.0.2208

PucyHok 214 - PekBM3nUTLI cepBepa Knoven
4. Bbibepute gna nepesanucu koHurypaunoHHein dpann Redkit-Service.ini n ykaxute 0OHOBNEHHbIN Napornb y
cynepnonb3oaTens (PucyHok 215).
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REDKIT 2.0
Deployer
CoxXpaHuTe YUETHLIE AaHHLIE NOALIOBATENA EEN
/home/user/.config/Redkit-Lab/Redkit/Redkit ini ]
BribGepute dalin 4nA coXpaHEHWA YHETHRIX JaHHBX MAK OCTABRTE MO
MOTYAHWHD W HasmmTe O
MNonb3oBaTenb | ivanov |
Mapons |
3analiTe pEKEWIWTE NOALI0OEATENA W HaxMuTe 'OK' ana nepezanucu
KOHQWIypaunoHHBX Gainos.
«Hasag || fanee» |
3] repkiT 2.0.2208

PucyHok 215 - CoxpaHuTb Y4E€THbIE AaHHblIe

6.14 Co3paHue pesepBHOM Konuu b

6.14.1 Co3paHue pesepBHOM Konuu bl

1. Ha ocHoBHOM cepBepe oTkponTe yTunuty dbctl.

2. Haxmwute MKM no cTpoke ¢ agpecom OCHOBHOIO cepBepa U BbibeprTe komaHay Co3aaTb pe3epBHYHO
Konuio.

3. BbibepuTte gupekTtopuio, roe byaeT coxpaHeHa pesepBHas konusi B[,

BpeMFI COXpaHeHnA 3aBUCUT OT pa3Mepa B. MoxeT 3aHATb npoaoINKNTENibHOE BpeEMA (D,O HECKOJTbKNX qacos).

6.14.2 BocctaHoBneHue B[] ns pesepBHou Konuun

1. OctaHoBuTe cnyx06bl Redkit System Service Ha OCHOBHOM M pe3epBHOM CepBepax.
2. OctaHoBuTte Bce APM.
3. Ha ocHoBHOM cepBepe:

a. OrtkponTte ytunuty dbctl.
b. Haxmute TKM no cTpoke ¢ agpecom OCHOBHOIO cepBepa 1 BbibepuTe komaHay OctaHoBuUTbL cepBep B[.
c. OcrtaHoBuTte cnyxby Redkit Keeper Service.

4. Ha pesepBHOM cepBepe:

a. Otkponte ytunuty dbctl.
b. Haxmute KM no cTpoke c agpecom pe3epBHOro cepsepa 1 Bbibepute komaHay OctaHoBuTHL cepBep BA.
c. OctaHoBute cnyxby Redkit Keeper Service.

5. Ha ocHoBHOM cepBepe:

a. lNepenmeHynTe nanky data.
b. Co3naiiTe HOBYIO Nanky B 3TOM e AMPEKTOpuM C Ha3BaHueM data.
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CkonupyniTte B nanky ns n.n. 5.b coann base.tar (dpann base.tar nosiBNseTca Npun co3gaHnm pe3epBHO KONUK

B[).

Pacnakyite dain base.tar c noMoLb0 apxmsaTtopa.

e. Cospavite nanky ¢ HasBaHneM pg_wal B gupektopuu data.
CkonupywTe B nanky u3 n.n. 5.e avin pg_wal.tar (bann pg_wal.tar noaBnseTcsa npu co3gaHnm pesepBHOn

g.
h.

konuun B[1).
B nanke data ynanute cann recovery.conf.

HaxmuTe MNKM no nanke data v Bbibepnte komaHgy CBoMcTBa.
B cBoricTBax npegocTaBbTe MOSMHLIN AOCTYN K Nanke Ans BCEX.
6. 3anyctute cnyxby Redkit Keeper Service Ha OCHOBHOM U pe3epBHOM cepBepax.

6.15 CoxpaHeHuMe TeKywen KoHcpurypauum

KoHdurypaums — ato Habop KoHurypaumoHHbix ini-gpannos Redkit. o ymonyaHuto oHu xpaHaTes:

/home/user/.config/Redkit-Lab/Redkit.

OkHO coxpaHeHus Tekyllen koHdurypauum B Deployer nosensetcs, ecnu cuctema Redkit 6bina yxe paHee
yCTaHoBreHa 1 ckoHdurypmupoaHa (PucyHok 216).

REDKIT 2.0

CoxpaHenue Tekywen KoHGHUrypaumm

HEPEHEEMTE WX, ECAK 2TO HEDEXD,\'J,MMD.

Deployer

Ha AAHHOM XOCTE MMERDTCA KDHE‘JMF}"FIELI,IIIDHHI:'IE AdHHEBIE ,\'J,p}"l'l:lﬁ CHUCTEMEL

BriBop AMPEKTORWMW COXPAHEHMA CYLUECTEYHIWER KoHEMMypaLnum

(]

He coxpaHATe 1MEHDLLYHCA KOH GUIYpaLw

Ecrm He COXPAHNTE TEEKYLLY HD F.CH-:I:IIF;-'F&LI,IIF:_. BOSHWMEKHET PUCK NOTERN YHETHBIX

AAHHBIK, YTO MOMKET NPMEECTH K HEBOIMOXHOCTH PaboTel € CHCTEMON B
AaNsHEALLEM,
= Hazan || Janee =
T e i Hd W 3 1 P
[3] reDKIT 2.0.2208

PucyHok 216 - CoxpaHeHue TeKyLueln KoHdurypaumm

[Mpn nosiBNeHUn AaHHOro OkHa BbIGepuTe ycrosBue W BbINOMHUTE COOTBETCTBYIOLWMIN €My MOopsAoK OeNCTBUN
cornacHo Tabnvue 71.
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Tabnuua 71 - YcnoBus coxpaHeHuUs TeKyllen KoHdurypauum

YcnoBue Mopsipok aencreus
HyxHa Tonbko TekyLlas 1. OcTaBbTe MPEKTOPUIO MO YMOMYaHMIO B OKHE COXPaHEHMS TEKYLLEN
KOHdurypaLms koHdurypaumm B Deployer.

2. YOoCTOBEpPLTECH, YTO YEeKBOKC y koMaHabl He coxpaHAaTb umelolytoca
KOHpUrypaLmIo He 3arnosHeH.

3. Haxmunte Oanee.

TekyLlas KoHUrypaums HyxHa, |1, 3aiigute B ANPEKTOPUIO XPAHEHUS KOHUIYPaLIMOHHBIX haiinos:
HO Hafo nepeHecTu no ymon4anwuto /home/user/.config/Redkit-Lab/Redkit

2. lepeHecute BCe hannbl N3 3TOM AMPEKTOPUM B APYryIO Ha Ballen
pabouyen cTaHUUN.

3. OcTtaBbTe ANPEKTOPUIO MO YMOSMYaHMNIO B OKHE COXPaHEHUs TEKYLLEN
koHdourypauum B Deployer.

4. YpocToBepbTech, 4To Yekboke y komaHabl He coxpaHaTb umerowyrocs
KOHUrypaumio He 3arorHeH.

5. Haxmute [Nanee.

TekyLias koHdurypaums He 1. OcTaBbTe OMPEKTOPUIO MO YMOSTYaHMIO B OKHE COXPAHEHMUS TEKYLLEN
Hy>XHa KoHdurypaumm B Deployer.
2. 3anonHuTe YekboKC y KomaHabl He coxpaHATb TeKyLyro
KOHcpUrypauuio.

3. Haxmute Oanee.

6.16 Tuxas yctaHoBKa

Tuxass ycTaHoBka npepgnonaraeT yctaHoBky Ha OC 6es3 rpadmyeckoro uHtepdgenca. Ho ans nepBurYHOro
KOH(OMIrypmMpoBaH1s BCE paBHO notpebyetcsa paboyvasi CTaHumsa ¢ rpadpmyeckum nHtepdgencom. Noatomy tuxas
yCTaHOBKa BKIHOYaET ABa 3Tana HaCTPOMNKK:

1. MNpeaBapuTenbHOE KOHMUIypMpoBaHMe Ha paboyen cTaHumum ¢ rpadpmyecknum MHTepgencom.
2. Tuxas ycTaHOBKa Ha cepBepax 6e3 rpadudeckoro nHTepdenca.

6.16.1 NMpeaBapuTenbHoe KOHUrypupoBaHue Ha paboyen ctaHLUN C
rpacdouyecknm nHtepdencom

1. BbinonHuTe npeasaputenbHOe ckauMBaHWe maTtepuanoB cornacHo pasgeny "lNpeaBapuTenbHoe ckavvMBaHue
mMarepuanos".

BbinonHuTe goHacTpoviky cornacHo pasgeny "Ooxactponika OC ALT Linux 8 SP".

YcraHosute CYB[l Postgres cornacHo pasgeny "YctaHoBka CYB/[ Postgres”.

Ycranosute Redkit cornacHo pasgeny "YctaHoBka Redkit".

BbinonHuTe nepBu4HOE KOHpUrypmpoBaHue cornacHo pasgeny "lNMepeBuyHoe KoHUrypmposaHue".
3anyctute TepmuHan.

3anyctute ytunuty "configdeployer" komaHaoMm:

No kWM

redkit-configdeployer

8. Ykaxute IP-agpec oCHOBHOro cepBepa Kritodemn, NopT OCTaBbTe MO YMOMYaHUIO.
9. Buibepute ana nepesanucu KoHdurypaumoHHein pann  "Redkit-Service.ini" 1 ykaxute pekBu3UTbI
none3oBatens 13 n.11 pasgena "lMepBuyHoe KoHUrypmposaHume".

10.Mocne ycnewHon nepesanucu HaxxmuTe "OK".

11.Bce koHdurypaumoHHsle ini-dpannel B aupektopun /home/user/.config/Redkit-Lab/Redkit nepeHecuTe B Ty Xe
OupekTopuio Ha pabouyen ctaHumn 6e3 rpadmyeckoro nHTepdelica.
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6.16.2 Tuxasa yctaHOBKa Ha cepBepax 6e3 rpachuueckoro uHtepdenca

1.

U

9.

BbinonHuTe npegBaputensHoe ckadvBaHue MatepuanoB cornacHo pasgeny "lNpegsaputensHoe ckadvBaHue

mMaTepuanos".

BbinonHuTe goHACTpoWKy cornacHo pasgeny "[oHacTtporika OC ALT Linux 8 SP".

YcraHoBuTe CYB[ Postgres cornacHo pa3geny "YcrtaHoBka CYB[ Postgres".

Ortkponte TepmuHan.

BbinonHuTe ycTaHOBKY OBLLMX NaKeTOB KOMaHOoM:
sudo apt-get install <myTe OO IMPEKTOpPMM C HakeTamm> custom-gcc’
custom-gcc7-c++ libxcbutil-icccm libxkbcommon-x11 libxcbutil-image

libxcb-render-util libxcbutil-keysyms librsvg librsvg-devel libpcap
libpcap-devel libnet-snmp libnet-snmp-devel libxml++ libxml++-devel

. [lob6aBbTe nyTn ons YteHus GubnmnoTek, NoovYepenHO BbINOMNHAS KOMaHAbI:

sudo tee <<EOF /etc/ld.so.conf.d/local.conf > /dev/null
/usr/1ib64/gcc/x86 64-alt-linux/7

EQOF

sudo tee <<EOF /etc/ld.so.conf.d/alt custom.conf > /dev/null
/usr/1ib64/custom-gcc

EOF

sudo ldconfig

. [anTe npaBo Ha BbinosiHeHWe darna yctaHosku Redkit komaHaon:

chmod a+x /<noyTe ©§o wmcnojsHgeMoro oarnyia Redkit>/<umsa  wmcnojsHgeMoro  odania
Redkit>.bin

BobinonHuTe 3anyck ncnonHsemoro davina Redkit komaHgow:

sudo /<nyThb 0O MCIOOJHAeMoTo OGaniga Redkit>/<mMa mcnosHgeMoro o¢airna Redkit>.bin
install

ru.prosoftsystems.redkit.keeper

ru.prosoftsystems.redkit.service

ru.prosoftsystems.redkit.diagnostickeeper

Y6eautecn, 4to B anpektoputo /home/user/.config/Redkit-Lab/Redkit nepeHeceHbl cdannsl 13 n.11 pasgena
"MpenBaputenbHOe KOHUIYpUpPOBaHNE Ha paboyer cTaHLmmn ¢ rpadmnyeckum nHTepdercom”.

10.3anyctute cnyx6bl Redkit Keeper Service n Redkit System Service komaHgamu:

sudo systemctl start keeper
sudo systemctl start redkit

11.BbinonHute KomaHabl Ansa astosanycka cryx6 Redkit Keeper Service n Redkit System Service:

sudo systemctl enable keeper
sudo systemctl enable redkit

12.0O7kpoiite Keeper.log (pacnonoxeH B gupektopwuu /tmp/.private/user/Redkit-Lab/Redkit/) n ybeguteck, 4To HET

3anmcen o TOM, YTO Nonb3oBaTenNb He npowien npoBepKy no naporsiko.

13.MMoBTOpUTE Warn 1-12 Ha pe3epBHOM cepBepe.
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7 O6HoBneHue Redkit

7.1 O6HoBneHue Redkit B pexume pesepBUpoBaHUA

7.1.1 YcnoBus BbINOfIHEHUA OOHOBIEHUA

- Cucrtema Redkit yxe BBegeHa B akcnnyaTauuio.

- Ob6ecne4vyeHo pe3epBupoBaHMe KaHanos cbopa AaHHbIX.

- CoBeplueHa ngeHTMyHast KoHpurypaumsi yanos cepeucos Redkit.
- HacTtpoeHbl npMopuTeTLI MOAYNEN.

7.1.2 O603HauYeHud

< » AkTuBHag ceda3b 1 CP/IP

Cesasb no TCP/IP pasopBaHa

APM Redkit Y3en BKH4eH

Y3en oTknw4yeH

PucyHok 217 - O603Ha4yeHus Ha cxemax

7.1.3 UcxogHoe coCcTOosiHMEe CUCTEMbI

WcxoaHoe COCTOAHME CUCTEMEI

APM O M1 APM O Ne2

(APM Redkit] [ (APMRedxil)

p- - —

Ha ofow cepeepax CEpEUCE
W B[] 3anyLueHLl.
APMe OT B pabaTe.

Cepaep Redkit M22

Cepevc
Redkit

Cepeep Redkit N2

Cepeunc
Redkit
Cepeunc ¢ | Cepeuc
kesper | keeper

P s — = o I
OCHOBHOMW E3EPNBHEIH
A Y pesep

EaHan pennyraLn

PucyHok 218 - UcxogHOe cOCTOAiHME CUCTEMBbI
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7.1.4 Mpouecc o6HOBNEHUS

1. OTknoueHMe pe3epBHOro cepeepa OT JIOKanbHOW CETU.

OTknHMeHWe pe3epEHONO CEPEEPa OT NOKANLHOW CETH

APM O Net APM O Me2
p—
|AF’I‘\-“I Recﬂj — — |AP‘M Redkit

] OTENKUUTE CepEep
Redkit Ne2 ot ceTu.
[Mocne aToro oH
CTAHET OCHOBHEIM. B
STOM MO¥HO
ybeauTeeA, ecnm
NOKaNLHO 2anycTuTh
dbetl.

Cepeep Redkit M21 Cepesp Redkit Na2
P
* WL

Cepeuc
Redkit

Cepeuc

Cepeuc <
keeper keeper
Bl a=[ Bl
DCHOEHOM = DCHOEHON

PucyHok 219 - OTknioveHMe pe3epBHOro cepBepa oT flokanbHoOu ceTn
2. YcraHoBka Redkit, 3arpy3ka npoekta unm koHdurypaumm.

Yeranoexka Redkit, arpyaka npoekta unu koHdurypauum

APM Ol Me1 APM OTT M2

|APM Redkit ’ — —
| _ <:I Bepcua MO

OcTaHosnTe Redkit
Aans yaanenua Mo
WK Mepesarpysku
NpoexTa.

Cepeep Redkit Ne1 Cepeep Redkit Me2

Cepeuc
Redkit

o i e

B ——— Bl

OCHOEBHOM OCHOBHOM

Bepcua MO

B daine Redkit-Service ini yrazate
nodename = scada_master, T.e. yaen
cepeunca ¢ bonee BLICOKMM
NPHUOPUTETOM.

PucyHok 220 - YctaHoBka Redkit, 3arpy3ka npoekra nnu koHdurypaumm
3. 3anyck cepBuCOB Ha pe3epBHOM cepBepe.
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3anyck CEPEWCOE Ha Pe3epBHOM CepBepe

APM O N APM O Ma2

" T —
APM Redkit — —

&-_\l‘— JanyCTUTE CEPEMCEL

[ownarsca, Korga e
Redkit-Service. log
MORBWTCA 3ANKCE O
cTapTe EtProcessor.

Cepeep Redkit M2q

Cepeep Redkit MNe2 =
ry PEED |’ COHOBNEHHLIN |

.
CepeMc 777 Cepanc
Redkit Redkit
CepeMc - Cepanc
leeper kesper
{ OCHOSHOM - = OCHOEHOR J

e e

PucyHok 221 - 3anyck cepBUCOB Ha pe3epBHOM cepBepe
4. OcTaHOBKa OCHOBHOIO cepBepa.
OcTaHOoBKa OCHOBHOMD CeBepa

APM O Nt APM O Ne2
Y - T

Ocranoewnts B, a Takse
cepeuckl Redkit u keeper.

B 310T momeHT oBEeKT He
KOHTPOMWPYSTCA.
HebydepeampoEaHHbie JaHHbIE
TEPAKITCA.

Congen Redkit N1 Cepep Redkit Ne2
epeep Redki A Tﬁu\ ( OBHOENeHHbIiT )

Cepeuc
Redkit

< i Cepeuc
| { keeper
= — Bl

| ocHoeHOR

PucyHok 222 - OctaHOBKa OCHOBHOro cepBepa
5. BBog 0OHOBMEHHOro pesepBHOIO cepBepa B paboTy u OOHOBMEHWE KOMMIEeKTa OCHOBHOIO cepBepa
(nogpobHee cm. B pasgene OGHOBMEHUE CUCTEMBI).
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Beon obHOBNEHHOTO pe3epEHOIO cepeepa B paboTy W 0DHOENEHWe KOMMMNEKTa OCHOEHOTD CEPBEpa

APM O MNet
—_—]

Bepcwa MO |:>

B daiine Redkit-
Service.ini yrazats
nodename =
scada_slave, Te.
Y3EN CepEMCa C
Donee HU2KMM

NpUOPUTETOM. Cepeep Redkit Ne1

Bepcus MO |:>
Yrrr;. .

 —|
—

APH O 12
— APM Redkit
—

Cepeep Redkit Ne2

—:i

BrntouuTe B ceTb
0BHOENEHHEIN cepeep
W zamycTute APM

Cepeuc
Redkit

Cepeuc

FaHan pennueEalgi9

keeper
— Bl
OCHOEHOM
S—

PucyHok 223 - BBog 0GHOBNEHHOro pe3epBHOro cepeepa

6. Bog 06HOBIEHHOrO OCHOBHOIO cepBepa B paborTy.

Beon obHoBNEHHOTD OCHOBHOTD cepBepa B paboty

[ OBHOBNEHHLIR | APM O Ne
|APM Redkit —

—_

3anycTuTe CepEUCE
Redkit u keeper. =
3anyctute APM. C

nomowsk DBCH

OTCNEAMTE COZaH1E

pe3spEHOre cepeepa

it No
m@epﬂep Redkit Nz1

Cepeunc
Redkit

Cepeuc

APM QN Ne2 [ OBHOENEHHLIN l
|APM Redkit

C Redkit Ne2
E% [ OBEHOBNEHHBIA ]

Cepeuc
Redkit
Cepsuc

keeper

it

KEaHan pennyealian

i
.———————————
keeper
— BO
OCHOBHON
o

PucyHok 224 - BBoa 06HONBEHHOro OCHOBHOIO cepBepa
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7.1.5 Cuctema nocne ooHoOBNeHUsA

Cuctema nocne oDHOBNEHHA

[ OOHOBNEHHIA APM Ol Met
APM Redkitl —

| —

Cepeep Redkit MN21

L OOHoBNEHHBIA W

Cepeuc
Redkit

EaHan pennuyEagyu

APM OMNe2 [ OBHOENEHHLIN ]
— APM Redkit

Cepeep Redkit No2 rm

Cepeuc
LA Gt

B0

OCHOBHOH

PucyHok 225 - Cuctema nocrne o6HoBneHus
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8 OnncaHue pesepBUpPOBaAHUSA

8.1 Pexxnmbl pesepBupoBaHns moaynen npoToKkonos

Pexxumbl pesepsrupoBaHus mogynen npotokonos knueHToB MOK 60870-5-104, MOK 61850-8-1 MMS B Redkit:

- «FOPAYUNY PEXNM;
- «XOMNOAHbLINY PEXNM.

8.1.1 «lopsaYnMn» pexum pesepBUpPOBaHUA

K MCTOYHMKY OaHHbIX MOAKMOYEHbI OCHOBHOWM M pe3epBHbIi Mogynu npotokonoB. Oba nonyyarT gaHHble. Ons
3anucu B B[] oTnpaBnalTcs OaHHble TONLKO C OCHOBHOIO MoAyns npoTtokona. [pu 3TOM OCHOBHOW MoOAynb
coo0bLLaeT pe3epBHOMY MOAYMIO yOANUTb T€ JaHHbIE, KOTOpPble OCHOBHOW yxXe oTnpasun (PucyHok 226).

MCTOUYHKWE QaHHBIX

TCPIP TCPAP

PeaepEHLIA MOOYNb
npoToKona

OCHOBHOW MOOYNE
NpOTOKOMA

PucyHok 226 - «fopsiuni» pexum pes3epBMpoBaHUsA

Mpn noTepe cBA3N C OCHOBHLIM MOAYIEM NPOTOKOMNa, Pe3epBHLIN MOAYNb HAYMHAET OTnpaBnaTh B bl AaHHbIe,
BKItoYas Gychep HaKonneHHbIX AaHHbIX 3@ NEpUOA NOTEPU CBSA3U C OCHOBHLIM MOZYMEM U CTapTOM PE3EPBHOIO
mopynsi (PucyHok 227).
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HMCTOYHWE AaHHbLLX

TCHI/IP TCPRIP

PezepeH=IA MOOyNE
npoToKona

PucyHok 227 - «lopsiunii» pexum pes3epBMpoBaHUSA

8.1.2 «XonogHbIN» peXxum pesepBUpoOBaHUS

K MCTOYHMKY A@aHHbIX NOAKMOYEH TOMbKO OCHOBHOW MOAYIb MPOTOKONa. Pe3epBHbI MOAYNb NPOTOKOa HAaXoAMTCS
B pexume oxugaHusa (PucyHok 228).
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MCTOUYHKWE faHHBEX

TCPRIP TCPAP

PesgpEHBIA MOOYNE
npoToKona

OCHOBHOW MOOYNE
NpOTOKONA

PucyHok 228 - «XonogHbI» pexum pe3epBUpOBaHuUsI

Mpu noTepe CBsI3N C OCHOBHBLIM MOAYIEM NPOTOKOMNa, Pe3ePBHbIA MOAYIb MPOTOKONA NOAKMYAETCSH K UCTOYHUKY
OaHHbIX: HAYMHAET Nony4yaTb AaHHble 1 OTNpaBnseT ux ang 3anucu B b (PncyHok 229).

smmmmm—————— HMCTOUHWE AaHHLLX

TCP/F TCPRIP

PesepEHsId MoOyNE
npoToKona

PucyHok 229 - «XonoaHbI» pexum pesepBUpOBaHuUs

230



Redkit SCADA 2.0. PykoBoacTtso agmuHucTtpatopa OC ALT Linux 8 SP. Bepcus 2.0.2208

8.2 Pe3sepBupoBaHue cepBepoB bJ]

Cxema pe3epBupoBaHUSa B HOpManbHOM pexume npeactaeneHa Ha PucyHke 230.

Knactep Redkit
Redkit £« > Fedkit

KnacrepBO 4 AR
T - :. . .. o -__i
B & KaHan pennmeaumm — ==
s < = -

keeper - »  keesper

- DCHOBHOW cepeep doctl

PucyHok 230 - Cxema pe3epBUpOBaHUSl B HOPMaribHOM pexume

[pn notepe cBA3n ¢ ocHoBHbIM cepBepoM B[, pesepBHbI cepBep Bl aBTOMaTtMyeckn CTaHOBUTCA OCHOBHbIM

(PvcyHok 231).
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KnacTep Redkit

Redkit

I, PRI

Redkit

- OCHOBHOW cepeep

PucyHok 231 - NoTeps cBA3u ¢ OCHOBHbIM cepBepoM B[]

dictl

BbiBLLMIA OCHOBHOM cepeep aBTOMaTU4YeCKM BOCCTaHaBIMBaAeTCA U CTAaHOBUTCA pPe3epBHbIM. CepBepr B

nomeHsanunce ponsmu (PucyHok 232).
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Knactep Redkit
Redkit R Redkit
KnactepBO N
I ! KaHsn pennmcsgem -
- <
leeper -t » kesper
- OCHOBHOW cepeep doctl

PucyHok 232 - CmeHa ponen cepBepoB B[]

O6paTtHaa cmeHa ponen cepBepoB B[l BbINONHAETCA BpYYHYH 4Yepe3 KOMaHAbl KOHTEKCTHOMO MEHK B
rpacmyeckon ytunute dbctl (cMm. paspen Ytunuta dbctl).

8.3 Pe3sepBupoBaHue cepsucoB Redkit

Cxema pe3epBUpPOBaHNsA B HOPMasibHOM pexume npeacTaBneHa Ha PucyHke 233.
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Knactep Redkit

Redkit - : Redkit

KnacrepED 4

Ll
-

A

-

- OCHOBHOM capeep doct
PucyHok 233 - Cxema pe3epBMpOBaHUSA B HOPMalibHOM pexume

[Mpn notepe cBAsn ¢ ocHoBHbiM cepBucoM Redkit, pesepsHbin cepBuc Redkit aBTomaTtnyeckn craHoBUTCS
OCHOBHbIM (PucyHok 234).
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Knactep Redkit "
N\ /

it PR » Redkit

N

Knactep B
{_ V| )
T KaHan pennmaum ——
. o J> 2
- r . _‘-'-‘-._f
keeper - » keeper
<. - ocHOBHOI cepsep dbctl

PucyHok 234 - loTeps cBA3M ¢ 0CHOBHbIM cepBucom Redkit

BbIBLLMIA OCHOBHOW CcepBep aBTOMaTU4EeCKM BOCCTaHABMMBAETCS U CHOBA CTAHOBUTCH OCHOBHbLIM (PrncyHok 235).
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Knactep Redkit

Knactep BO

Redkit

KaHsn pennmesgey

II| s
J.[ - OCHOBHOI cepsep

PucyHok 235 - Cxema pe3epBUpOBaHUSA Nocrie BOCCTaHOBINEHUSA

dictl
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9 NMpumeHeHune a3bika Lua B Redkit

9.1 Paborta c Teramm

9.1.1 Tun Tera

Tun Tera — ycnosHo "tag". B Tune "tag" poctynHel cneayowme nons:

Tabnuua 72 - Nonsa Tuna "tag”

Mone OnucaHue MpuHMMaeMble 3HaYeHUs
data 3HayeHue Tera double nnu ctpoka
q KauecTBo, OTHOCSsILLeecs | cebinka Ha "quality" (onucaH Huxke)
OaHHOMY Tery
t Bpemsi obHOBNEHMSA Tera MUITIIMCEKYHAbI C HAa4Yana unix-anoxwu
units HasBaHue €aVHNLbI | CTpOKa
navepeHuss. Tak ke 3To
norne ectb Mpu obpalleHun
K Tery B nacnopte 6e3
dyHKUMI  (Hanpumep: local
units=XCBR1.ST.Pos.units).
Pacnonaraetca Ha Tom Xe
YPOBHe, 4yTO 1 q, t.
canControl Bo3smoxHocTb  ynpaBneHus | bool
obopynoBaHvem. 3T0 none
ecTb npm obpalleHnm
K Tery Ha Cxeme #
B nacrnopte  (Hanpumep:
XCBR1.ST.Pos.canControl).
Pacnonaraetca Ha Tom Xe
YPOBHe, 4To g U t.
name (c Bepcuu | lMonHoe nmsa Tera CTpoKa TMna
1.3.2005.1015) "VL3Q1.VL3Q1Controller.QS3XSWI1.ST.Pos.stVal"
displayName Ouncnetyepckoe cTpoka Tuna «lMonoxeHune»
HanMeHoBaHWe Tera
equipmentName Ouncnetyepckoe CTpoKa TMna «Mpoekt/220 kB/TepBoe
HanMeHoBaHune npucoeguHeHne/B-220-1T»
obopynoBaHusi
fullName lMonHoe HaumeHoBaHMe Tera | cTpoka TMna «MpoekT/220 kB/TepBoe
npucoegnHeHne/B-220-1T/MonoxeHne»
[nsa ynobctea BBEAEHbI HEKOTOPbIE KOHCTAHTbI:
Tabnuua 73 - KoHcTaHTbl nonen Tuna "tag”
MUmMA KOHCTaHTbI OnucaHue
IEC61850.intermediate_state [BYyXNO3MLIMOHHBIN curHan, NPOMEXYTOYHOE

COCTOAHUE

IEC61850.single_off

OOHOMNO3NLNOHHBIN CUrHan, oTkn

IEC61850.single_on

OOHOMNO3NLNOHHBIN CUrHan, BKN

IEC61850.double_off

[BYXMO3MLMOHHBIN CUrHar, OTKM
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MMA KOHCTaHTBLI

OnucaHue

IEC61850.double_on

[BYXNO3MLIMOHHbIN CUrHan, BbIKN

IEC61850.bad_state

[BYXNO3MLMOHHBIV CUrHarn, OLUMBGOYHOE COCTOSIHNE

MNpumep:

local tag var =
local tag value = tag var.data;
local tag quality = tag var.qg;
if (tag value IEC61850.single on)

9.1.2 Tun kayecTBa

then ..

.../ /nonyunnu obwekT THOa "tag"

end

Tun kavectBa — ycnosHo "quality”. B Tune "quality" gocTynHbl cnegytowme nonst (MMeHa M CMbICIT KOHCTaHT

COOTBETCTBYIOT cTaHdapTy IEC61850):

Tabnuua 74 - NMonsa Tuna "quality”

Mone OnucaHue NMpuHUMaeMble 3HaYeHUA
value 3HaJveHne Macku kadyecTea uint16
validity cm. IEC61850 IEC61850.good
IEC61850.invalid
IEC61850.reserved
IEC61850.questionable
overflow cMm. IEC61850 cMm. IEC61850
outOfRange cm. IEC61850 cm. IEC61850
badReference cm. IEC61850 cm. IEC61850
oscillatory cm. IEC61850 cm. IEC61850
failure cm. IEC61850 cm. IEC61850
oldData cMm. IEC61850 cm. IEC61850
inconsistent cMm. IEC61850 cm. IEC61850
inaccurate cMm. IEC61850 cm. IEC61850
source cm. IEC61850 IEC61850.process
IEC61850.substituted
test cMm. IEC61850 cm. IEC61850
operatorBlocked cm. IEC61850 cm. IEC61850
MNpumep:
local tag var = ...//nomyumnu oOwexT Tuna "tag"
local tag validity = tag var.q.validity;
local tag var = ....//nomyumnu o6wexkT Tuna "tag"
local tag g = tag var.q;

local
local
if (tag validity

tag source = tag g.source;
tag validity = tag g.validity;

BbIcTaBnATb Ka4eCTBO A5l TEFOB MOXHO C NOMOLLbIO 3HavYeHun yucen: 0 — good, 1 — invalid, 3 — questionable.

MNpumep:

IEC61850.questionable)

then end

tag=scada.newTag ("VL1Q1l.VL1QlController.QlMMXULl.MX.A.phsA.instCVal.mag.f")

tag.data=value
tag.g=scada.Quality (0)

// Tme 3Hauenue "(0"==apryMeHT, MNEepPeNaHHBN B OGYHKLMIO
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scada.saveTag (taqg)

Kpome gecaTnyHom CMcTeMbl CHMCIIEHNS MOXHO 3a4aBaTh B LUECTHAALATMPUYHON, NPy 3TOM BYKBbI 3arfnaBHbIe.
Mpumep:

tag=scada.newTag ("VL1Q1.VL1Q1lController.QIMMXUIl . .MX.A.phsA.instCVal.mag.f")
tag.data=value

tag.g=scada.Quality (0xAB)

scada.saveTag (taqg)

EcTtb ocobeHHOCTHU npu cpaBHEHUM Ka4ecTBa y TeroB:

—-— CpaBHMBATHL [OJS J HEJIb34d
if (tagl.g == tag2.q) then print ("equal") end -- OyneT ommOKa CpPaBHEHUS

-- Ho MOXHO CpaBHMBaTbL HOJsA J.value
if (tagl.g.value == tag2.g.value) then print ("equal") end

print (tagl.g.value) -- BepuHeT: 16384

—— MOXHO CpaBHMBATL C CO3INAaHHEM KaueCTBOM. HO yKa3BBAaTb HYXHO JIMOO IIOJIHOCTBHIO KAaUeCTRBO
(nmmbormecAaATUUYHOMBUIE , IMOOBUECTHANLATUPUUHOM) , INOOPYKAMUYy CTaHABJIMBATbH3HAUYEHUENIOJIEN
(validity, overflow m T.m.)

if (tagl.g.value == scada.Quality(16384) .value) then print ("equal") else print ("no
eq") end --BepHeT: "equal"

if (tagl.g.value == scada.Quality(0x4000) .value) then print ("equal") else print ("no
eq") end --BepHeT: "equal"

9.1.3 ®yHKUuM ansa paboTbl C Teramm

scada.newTag(name)
dyHkuMa "scada.newTag(name)": co3gaTb HOBYHO 3anuChb 41151 Tera ¢ yKasaHHbIM UMEHEM.
Tvna aprymeHTa: name — cTpoka.
Tvn Bo3BpaLlLlaemoro 3HadyeHus: tag.
Mpumep npuMeHeHus:
local tag = scada.newTag ("XCBR2.ST.Pos.stVal")

scada.getCurrentTag(name)

dyHkuma "scada.getCurrentTag(name)": nony4nTb NOCNEAHIO 3aNUCh Tera ¢ 3agaHHbIM UMEHEM.
Tvna aprymeHTa: name — CTpoka.

Twvn Bo3BpaLLaemMoro 3HadeHus: tag.

Mpymep npumeHeHus:

local tag = scada.getCurrentTag ("XCBR.ST.Pos.stVal")

scada.getPreviousTag(tag)

dyHkuma "scada.getPreviousTag(tag)": nonyunte npegplayLLyto 3anmMcb Tera OTHOCUTENBHO NepegaHHoMN.
Tuna aprymeHTa: tag.

Tun Bo3BpaLLaeMoro 3HaveHus: tag.

Mpumep npumeHeHus:

first tag = scada.newTag ("XCBR.ST.Pos.stVal")
local tag = scada.getPreviousTag(first tag)

scada.getTagsOverPeriod(name,start,stop)
dyHkumA "scada.getTagsOverPeriod(name,start,stop)": nonyunTb BCe 3anucuK 3Ha4yeHua Tera 3a nepuos.
Tvna aprymeHTa: hame — cTpoka; start,stop — Bpems B Buge cTpoku.

Tun BO3BpaLlaemMoro 3Ha4eHus: Cnmcok OObEKTOB, tag.
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MNpumep npuMeHeHus:

local tag = scada.getTagsOverPeriod ("XCBR1.ST.Pos.stVal", "22-04-2016
12:10:00.000", "22-04-2016 12:10:01.500")

scada.getTagByTime(name, time)

®yHkuma "scada.getTagByTime(name, time)": nony4nTb 3HaYeHMe Tera Ha 3agaHHbI MOMEHT BPEMEHM.
Tuna aprymeHTa: name — cTpoka, time — cTpoka.

Tun Bo3BpaLLaemMoro 3HadeHus: tag.

Mpumep NpuMeHeHus:

local tag=scada.getTagByTime ("XCBR1.ST.Pos.stVal", "22-04-2016 12:10:01.500")

scada.saveTag(tag)

dyHkuma "scada.saveTag(tag)": coxpaHuTb 3anmchb.
Tvna aprymeHTa: tag.

Mpumep NpuMeHeHUs:

scada.saveTag (tag)

scada.saveTagArray(tag) (c Bepcuu 1.3.2005.1020)

®yHkuma "scada.saveTagArray(tag)": rpynnoBoe coxpaHeHue Teros.
Tuna aprymeHTa: maccuB u3 tag.

MNpumep npuMeHeHus:

a = {}

all] = tagl

al2] = tag2
scada.saveTagArray (a)

MV TakK:
a = {tagl, tag2}
scada.saveTagArray (a)

scada.canSaveTag(tag)

®yHkuma "scada.canSaveTag(tag)": npoBepuTb, €CTb NW y NONb30BaTENs NpasBa Ha COXpaHeHue 3HaveHus Tera.
Tuna aprymeHTa: tag.

Tvn Bo3BpaLlLaemMoro 3HadyeHus: bool.

Mpumep NpuMeHeHus:

tag = scada.newTag ("GGIO1l.ST.SPCSOl.stval")
if scada.canSaveTag(tag) then ... end

scada.canControlTag(tag)

dyHkuma "scada.canControlTag(tag)": npoBepuTb, eCTb N Y NONb3oBaTeNs NMpaea Ha ynpaBfieHUe C NMOMOLLIbHO
3TOro Tera.

He paboTtaeT B WwabnoHax obopygoBaHus (ans wabnoHoB obopyaoBaHus none canControl).
Tuna aprymeHTa: tag.

Tvn Bo3BpaLLaemoro 3HavyeHus: bool.

Mpumep NpuMeHeHus:

tag = scada.newTag ("GGIO1.CO.SPCSOl.0Oper.ctlVal")
if scada.canControlTag(tag) then ... end

scada.substitute(tag,on,SubstitutionMode)

dyHkuma "scada.substitute(tag,on,SubstitutionMode)": ynpaBneHne nogcraHoBKow Tera.
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Tvna aprymeHTa: tag — Ter 4ns noacTaHOBKW, On — BKIOUYUTL/BbIKMOUNTE, SubstitutionMode - Tmn nogctaHoBku.
Bbibop Tvna nogcraHoBkm SubstitutionMode:

- SubstitutionMode.auto — ecnv ang gaHHOro curHana ecTb CBA3b C KOHTPOMNEPOM, TO NOACTAHOBKA
BbIMOSHUTCS yAaneHHO (Ha KOHTPONNep), eCnu CBA3U HET, TO NOACTaHOBKa OyaeT BbINOnHeHa nokanbHO (B
Redkit).

- SubstitutionMode.remotely — nogctaHoBKa BbINOMHWUTCA yAaneHHo (Ha KOHTponnep).

- SubstitutionMode.locally — noagcraHoeka 6yaet BoinonHeHa nokansHo (B Redkit).

- SubstitutionMode.interactively — BbI30B MUHTEPaKTUBHOIMO MEH0 MOACTAaHOBKM 3HAYEHUSA (TONbKO ANs
NnacrnopToB U MHEMOCXEM).

MpyMepbl NPUMEHEHWS:

tag = scada.newTag ("GGIO1l.ST.SPCSOl.stval")
tag.data = IEC61850.single off

scada.substitute (tag, true)

tag = scada.newTag ("CSWI1.ST.Pos.stVal")

tag.data = 2

tag.g.value = 0

scada.substitute (tag, true, SubstitutionMode.interactively)

scada.substituteOn(tag,block,SubstitutionMode)
dyHkuma "scada.substituteOn(tag,block,SubstitutionMode)": noactaHoBKa Tera ¢ BO3MOXHOW Br1IOKMPOBKON.

Tvna aprymeHTa: tag — Ter anst nogctaHoBku, block — Hago nun GnokmposaTte Npuém Tera, SubstitutionMode — Tnn
NOACTaHOBKM.

MpyMep NpUMeHeHus:

tag = scada.newTag ("GGIO1l.ST.SPCSOl.stVval")
tag.data = IEC61850.single off
scada.substituteOn (tag, true, SubstitutionMode.interactively)

scada.substituteOff(tag,SubstitutionMode)

dyHkLMA "scada.substituteOff(tag,SubstitutionMode)": cHATWe noacTaHoBKM Tera.

Tvna aprymeHTa: tag — Ter Ansa cHATUSA nogcTaHoBku, SubstitutionMode — Tvn nogcTaHoOBKM.
Npumep npuMeHeHus:

tag = scada.newTag ("GGIO1l.ST.SPCSOl.stval")
scada.substituteOff (tag, SubstitutionMode.interactively)

scada.blockTag(tag,on,SubstitutionMode)
dyHkuma "scada.blockTag(tag,on,SubstitutionMode)": Gnokuposka Tera.

Tuna aprymeHTa: tag — Ter Ang MNOACTaHOBKW, On — BKIYeHue/BbikntodeHne, SubstitutionMode — Tun
NMOACTaHOBKM.

MpyMep NpUMeHeHus:

tag = scada.newTag ("GGIO1l.ST.SPCSOl.stVal")
scada.blockTag (tag, true, SubstitutionMode.interactively)

scada.control(commandTagName, commandValue, actionText, checkTagValue, checkTO)

dyHkLMA "scada.control(commandTagName, commandValue, actionText, checkTagValue, checkTO)": oTnpaska
TY ¢ npoBepkov B TOM Xe 0ObeKTe AaHHbIX, YTO U KOMaHAa ynpasneHus. Vicnonb3yeTcsi TONbKO B CKpUnTax
nacrnopTtoB 1 WwabnoHoB obopynoBanHus B Redkit Builder.

He pabotaet 4epes Telnet. Micnonb3oBatb sendTCCommand.
Twuna aprymeHTa:

- commandTagName — ynpasnswowmi Ter, CTpokKa;
- commandValue — 3HayeHue gnga KomaHabl, CTpoka unu double;
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- actionText — TekcToBOE OnMcaHme npouecca, ctpoka (Hanpumep, «BkntoueHne», « OTknoueHne»,
«[lMepekntodeHner);

- checkTagValue — Tpebyemoe 3HaveHune Tera onsa nposepku (oba3ateneH). Ecnv B Tere oxmngaercst 4icno, To
TUN AaHHbIX — double. Ecnn B Tere oxumgaeTcst CTpoka, TO TMM AaHHbIX — CTPOKa.

- checkTO — TanmayT B cekyHaax, uncno (0 — 65535, 60 cek N0 ymonyaHuo Unm nNpu BbIXoae 3a AvManasoH).
Mpumep NpuMeHeHus:

BixJlloUeHMe BHIKJIOUATEJNS (IIPpOBepka OCYUWEeCTBJISAETCS 10 NPMBA3AaHHOMY TeIl'y COCTOSHUS -—
"CSWI1l.ST.Pos.stVal", TamMmayT OpoBepku ycTaHoBJeH 30 CeKyHX) :
scada.control ("CSWI1.CO.Pos.Oper.ctlval", 2, "Bxmwouenume", 2, 30)

BxJIOUEHME BEIKJIOUATEJISA (IIPOBEepkKa OCYWECTBJISETCHS IO MNPMBA3AHHOMY TeTy COCTOSHMUS —
"CSWI1.ST.Pos.stVal", TamMayT OPOBEPKM OCTaBJIEH IO yMoJuaHMio: 60 cexkyHI) :
scada.control ("CSWI1.CO.Pos.Oper.ctlval", 1, "BuoxjwoudeHue", 1)

scada.makeCommand(commandTagName, commandValue, actionText, checkTagName, checkTagValue,
checkTO)

DyHKLMA "scada.makeCommand(commandTagName, commandValue, actionText, checkTagName,
checkTagValue, checkTO)": otnpaeka TY ¢ BO3MOXHOW NPOBEPKON. Micnonb3yeTcs TONbKO B CKPUMNTax NacnopToB
n wabnoHoB 0bpynoBaHus B Redkit Builder.

He pabotaet 4epes Telnet. Micnone3osatb sendTCCommand.
Tvna aprymeHTa:
- commandTagName — ynpaBnstoLLmii Ter, CTPOKa;

- commandValue — 3HayeHue ansa komaHabl, CTpoka unu double;

- actionText — TekcToBOE OnMcaHue npouecca, ctpoka (Hanpumep, «BkntoueHne», « OTknoueHne»,
«[lMepekntodeHner);

- checkTagName — Ter ons npoBepkn NPOXoXAeHUA KOMaHbl, CTPOKa;

- checkTagValue — Tpebyemoe 3Ha4eHune Tera gna npoeepku (oba3ateneH npu Hanuydmm checkTagName).
Ecnu B Tere oxugaetcs uncno, To Tun AaHHbiX — double. Ecniv B Tere oxugaeTtcs cTpoka, TO TUN JaHHbIX —
CTpoOKa.

- ¢checkTO — TanmayT B cekyHgax, uncno (0 — 65535, 60 cek No ymonyaHuio unu npu Boeixode 3a AnanasoH,
MMEET CMbICN TONbKO Npu Hannyum checkTagName).

MpyMep NpUMeHeHus:

BxioueHMre C NPOBEPKOM [EePEeKJIIUYEeHMH :
scada.makeCommand ("GGIO1l.CO.SPCSOl.0per.ctlval", 1, "Bryouenue",
"GGIO1.ST.SPCSOl.stval", 1, 30)

scada.sendTCCommand(tag, recvTagName)

®yHkuma "scada.sendTCCommand(tag, recvTagName)": oTnpaBuTb kOMaHZy TeneynpasreHus U NpoBepuUTb
nepekntoyeHne. TpebyeT 3axsaTa [KY,

Ecnn <rechagName> — nycTtasa CTpokKa, TO 6yp,eT npon3BeaeHa nonbiTka aBTOMaTU4eCKoro onpeaeneHnda Tera
Anda YTeHnA COCTOAHUA.

Ecnu Ter npoBepku ykasaH, TO NoATBEPXXAEHWE BbINOMHEHUSA oOMnepauun BbINOMHAETCA MO Hemy. Ecnn Ter
NMPOBEPKM HE yKa3aH, TO Ter coCTosAHMS BepeTca n3 aToro xe obbekTa AaHHbix ¢ fc="ST".

Twuna aprymeHTa: tag, recvTagName — nms tera gnsi npoBepKu.

Mpyumep npumeHeHuns:

tag = scada.newTag ("GGIO1l.CO.SPCSOl.0per.ctlvVal")
tag.data = IEC61850.single off
scada.sendTCCommand (tag, "")

scada.progKeyCmd(commandValue, checkTO)

dyHkuma "scada.progKeyCmd(commandValue, checkTO)": 3axsat kntoya [KY. Ncnonb3yeTcs TONbKO B CKpunTax
nacnoptos 1 wabnoHos obpynosaHus B Redkit Builder.

Tuna aprymeHTa:
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- commandValue — 3HayeHne gnga komaHgbl, single nnu double;
- checkTO — TarimayT B cekyHgax, ymcno (0 — 65535, 60 cek Mo yMON4YaHWO Unun Npu BbIXoAde 3a AnanasoH,
MMEET CMbICI TONbKO Npu Hannyum checkTagName).

MNpumep npMMeHeHus:

Baxeatr I[IKY:

scada.progKeyCmd (IEC61850.double on, 30)
OcepoboxneHue IIKY:

scada.progKeyCmd (IEC61850.double off, 15)

scada.canProgKeyCapture()
®yHkuma "scada.canProgKeyCapture()": Bo3BpaLlaeT BO3MOXHOCTb 3axBaTa 1KY.
Twuna Bo3BpaLaeMoro 3HadeHus: bool.
Mpyumep npumeHeHus:

if scada.canProgKeyCapture () then ... end
Mpum.: TMpu paboTe B MHOrONPOEKTHOM pexuMe A58 naeHTndmnkaumm nogctTaHummM Heobxognmo ykasatb
npecdwmkc nogctaHuun. Hanpumep: scada.canProgKeyCapture("s1"), roe s1 — npedukc nogcrtaHumu.
scada.canProgKeyCaptureDesc()
dyHkuMA "scada.canProgKeyCaptureDesc()": Bo3BpalLLaeT CpoKoBOe onMcaHue BO3MOXHOCTU 3axBaTa.
Mpumep: "3axBaTt HeBo3MOxeH. KY 3axBayeH Ha ypoBHe LIYC."
Twuna Bo3BpaLlaeMoro 3HadeHus: string.
Mpyumep npumeHeHus:

local desc = scada.canProgKeyCaptureDesc ()
Mpum.: lMpu paboTe B MHOrONPOEKTHOM pexuMe A58 naeHTndmnkaumm nogctTaHumm Heobxognmo ykasatb
npecdwukc nogctaHuun. Hanpumep: scada.canProgKeyCaptureDesc("s1"), rae s1 — npedmKc NnoagcTaHumm.
scada.progKeyCaptured()
dyHKkLMA "scada.progKeyCaptured()": knio4 3axBayeH YypoBHEM YCTAHOBKM.
Tvna Bo3BpalLaeMoro 3Ha4yeHuns: bool.
Npumep npuMeHeHus:

if scada.progKeyCaptured() then ... end
Mpum.: TMpu paboTe B MHOrONPOEKTHOM peXMMe A58 naeHTnudmnkaumm NogcTaHummM Heobxoanumo ykasaTtb
npedukc nogcraHuun. Hanpumep: scada.progKeyCaptured("s1"), rae s1 — npedmkc nogctaHumm.
scada.progKeyLevelName()
®yHkums "scada.progKeyLevelName()": BosBpaLllaeT ypoBeHb ycTaHoBku MNMKY.
Tvna Bo3BpalllaeMoro 3HayeHus: string.
Mpymep npumeHeHus:

local levelName = scada.progKeyLevelName ()
Mpum.: Tlpn paboTe B MHOrONPOEKTHOM pexume ONna uaeHTudMKauum nogctaHuum Heobxooumo ykasaTb
npedmkc nogcraHuun. Hanpumep: scada.progKeylLevelName("s1"), rae s1 — npedukc nogctaHumm.
scada.progKeyStatusDesc()
dyHkumaA "scada.progKeyStatusDesc()": Bo3Bpawyaet onucaHume coctosaHua MKY.
Mpumep:

1. «[KY cBoboaeH»
2. «[TKY 3axBa4eH Ha yposHe MC»
3. ..

Tuna Bo3BpaLLaemMoro 3HayeHus: string.
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MNpumep npuMeHeHus:

local statusDesc = scada.progKeyStatusDesc ()
Mpwum.: lMpu paboTe B MHOrONPOEKTHOM pexXMMe A58 naeHTndmnkaumm nogcTaHumm Heobxoanmo ykasaTtb
npedwukc nogctaHuun. Hanpumep: scada.progKeyStatusDesc("s1"), rae s1 — npedmKc NoacTaHUmK.
scada.progKeyEnabled()
®yHkuma "scada.progKeyEnabled()": coctosHue MNKY (Bkn/BbIKN).
Tvna Bo3BpalLaemMoro 3Ha4yeHuns: bool.
Mpumep NpuMeHeHus:

if scada.progKeyEnabled() then ... end
Mpum.: TMpu paboTe B MHOrONPOEKTHOM peXMMe A58 naeHTudmnkKaumm NogcTaHumMmM Heobxoanumo ykasaTtb
npedwukc nogctaHuun. Hanpumep: scada.progKeyEnabled("s1"), roe s1 — npedumkc nogctaHumu.
scada.getAggregatedTags(tagName, start, stop)
dyHkLMA "scada.getAggregatedTags(tagName, start, stop)": Bo3BpaLLaeT cnMcok arperaTtoB ¢ OKHOM B 2 MUHYThI.
Tvn apryMeHTOB:

- tagName — ums Tera, CTpokKa;

- start — Hayano uHTepBana BpemMeHu, CTpoka Tuna "<day>-<month>-<year>
<hour>:<minutes>:<seconds>.<milliseconds>" (Hanpumep "11-04-2019 13:00:00.000");

- stop — KOoHeL nHTepBana BpeMeHu, cTpoka tuna "<day>-<month>-<year>
<hour>:<minutes>:<seconds>.<milliseconds>" (Hanpumep "11-04-2019 13:00:00.000").

Tvna BO3BpaLlaemMoro 3Ha4yeHunsa: CnmcokK arperatoB Tuna tag.
OCcoBeHHOCTN UCMOMNb30BaHUSA:

- arperarbl CO6VIpaPOTCFI Ha nMHTEepBarne B 2 MWHYThI, d)OpMI/IpyI'OTCFI aABTOMAaTU4YECKMU;

- KOPPEKTHbI UHTepBan HadnHaeTca ¢ 00 MUHYT KaXOoro Yaca 1 Kaxable 2 MUHYThI, TO €CTb pesynsraThl
Nony4aroTcs KpaTHble 2 MUHYTaM;
- HayanbHoe BPeMsl — HECTPOroe HepaBeHCTBO, KOHEYHOE - CTPOrOe.

KoppekTHble nHTepBansi:

- hh:00:00.000 — hh:02:00.000 // MMHMManbHbLIA KOPPEKTHBIN UHTEpBan

- hh:00:00.000 — hh:00:00.001 // T0 X camoe 4TO 1 BbiLle NOMY4YMM, HO NO hakTy 3TO 3HAYEHUA 3a 2-X
MUHYTHBIN nHTepBan ¢ hh:00:00.000

JocTynHble nons arperata:

.min — MUHMManbHOE 3Ha4YeHne Ha UHTepBarne

.max — MakcmarbHOEe 3Ha4YeHne Ha UHTepBarne

.average — cpefHee 3HavyeHune Ha nHTepeane

.count — KOIMYECTBO 3HAaYEHUN B arperarte

lastTagValue — 3Ha4yeHne nocnegHero Tera, NonasLUEro B arperar
JlastTagTime — Bpems permctpaumm nocrnegHero Tera, NonaeLLEro B arperat
Mpun aTOM KaxabIi KOHKPETHBIN arperar sBnsieTcs 06bekToM Tuna tag.

I'Ipwmep MCcnonb3oBaHNA arperaTtoB:

local tagName = "VL1Q1l.VL1QlController.QlGGIOl.MX.AnInl.mag.f"
local start = "11-04-2019 13:00:00.000"
local stop = "11-04-2019 13:30:00.000"
local tags = scada.getAggregatedTags (tagName, start, stop)
scada.debug ("Aggregated tags count: " .. #tags)
if #tags == 0 then
scada.debug ("Nothing to do.")
else
local min = 0
local max = 0

local avg = 0
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local valCnt = 0
for tNum, tag in pairs(tags) do
if min > tag.min then
min = tag.min
end
if max < tag.max then
max = tag.max
end
avg = avg + tag.average
valCnt = valCnt + tag.count

end
avg = avg / #tags
scada.debug ("Result for tag " .. tagName .. " from period " .. start .. " -
" .. stop)
scada.debug ("Average value: " .. avg)
scada.debug ("Mininum value: " .. min)
scada.debug ("Maximum value: " .. max)
scada.debug ("Values count: " .. valCnt)
end

BbiBOA, ckpunTa 13 npumepa:
[DEBUG 16.04.2019 11:34:17.875]: QVariant (QByteArray, "Aggregated tags count: 15")

[DEBUG 16.04.2019 11:34:17.875]: QVariant (QByteArray, "Result for tag
VL1Q1.VL1QlController.Ql1GGIO1l.MX.AnInl.mag.f from period 11-04-2019 13:00:00.000
= 1

[DEBUG 16.04.2019 11:34:17.875]: QVariant (QByteArray, "Average value:

51,530310641376")

[DEBUG 16.04.2019 11:34:17.875]: QVariant (QByteArray, "Mininum value: 0")

[DEBUG 16.04.2019 11:34:17.875]: QVariant (QByteArray, "Maximum value: 99,903291")
[DEBUG 16.04.2019 11:34:17.875]: QVariant (QByteArray, "Values count: 888")

scada.equipmentDispNameByTag(<tag>)

dyHkuma "scada.equipmentDispNameByTag(<tag>)": Bo3BpallaeT CTPOKY C AUCMNETYEPCKMM HaMMEHOBAHUEM
06opynoBaHus, K KOTOPOMY NPUHAANEXUT Ter.

Tun aprymeHTOB: tag.
Tuna Bo3Bpalaemoro 3HavyeHus: string.
Mpumep npumMeHeHus:

tag = scada.getCurrentTag ("VL1Q1l.VL1QlController.QlGGIOLl.MX.AnInl.mag.£f")
return scada.equipmentDispNameByTag (tag)

scada.equipmentDispNameByTagName(<tagName>)

®yHkuma  "scada.equipmentDispNameByTagName(<tagName>)": Bo3BpaljaeT CTPOKy C AMNCMIETYEPCKUM
HammeHoBaHVeM 000pyLOBaHMS, K KOTOPOMY NPUHAANEXUT Ter ¢ nepegaHHbiM umeHem 61850.

Tun aprymeHToB: <tagName> — cTpoka ¢ UMeHeM Tera.
Twuna Bo3BpaLaeMoro 3HadyeHus: string.
Mpumep npumeHeHus:

return

scada.equipmentDispNameByTag ("VL1Q1.VL1Q1lController.QlGGIOLl.MX.AnInl . .mag.£f")

Mpum.: Ecnv atn pyHKUMKM ncnonb3yoTes B hopMax, TO MMeHa TeroB NULLYTCA Tak, Kak B npuMmepax. A ecnu
NCMNOonb3yTCA B anroputmax, To — nonHoe ums, Hanpumep: "VL1Q1.VL1Q1Controller.Q1XCBR1.ST.Pos.stVal".

9.2 Pabota ¢ BHewHum NO

9.2.1 ®yHKUuuM ans padboTbl ¢ BHewHUm MO

scada.execSW(<name>, <args>)
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dyHkuma "scada.execSW(<name>, <args>)": 3anyckaet BHellHee 1O Ha cepBepe ¢ nepedaHHbIMU apryMeHTamMm.

Ecnu aprymeHTbl He nepeaaHbl, TO BbIMOMHSETCA C apryMeHTamu, 3anvcaHHbIMK B KOHdUrypatope.

Tvn aprymeHTOB:

- <name> — nms BHewHero 0 (ToyHo kak B KoHdurypaTope);
- <args> — CTpoKa C apryMeHTamu.

Mpumep npumMeHeHus:

scada.execSW ("explorer", "E:\\testfiles")

9.3 Paborta c coobiTUAMU

9.3.1 Tun cobbITHA

Tun cobbiTus, ycnosHo "event”. B Tune "event" goctynHbl nons u3 Tabnuupl 75.

Tabnuua 75 - Nona Tuna "event”

MNone OnucaHue NpuHUMaeMble 3HaYeHUA

time Bpems BO3HUKHOBEHMS, unix time | double

description OnucaHue Ctpoka

ackStatus Cratyc KBUTUPOBaHUSA scada.NotAcknowledged
scada.Acknowledged
scada.NotAcknowledgeable

state CocTtosiHme CTtpoka

value 3HayeHune Yucno

eventClassld

WaoeHTndukartop knacca cobbitus

scada.Undefined
scada.SystemInfo

scada.SystemErrors
scada.SystemWarnings
scada.DiskOverflow

scada.ArchiveCleanup
scada.RotationStart

scada.SwitchServer
scada.UserlInfo
scada.Substitution
scada.Anotations
scada.Control
scada.ReportCreated
scada.lSInfo
scada.lSUserInfo
scada.ISWarnings
scada.lSUserWarnings
scada.lSErrors
scada.ChangeLimits
scada.Acknowledge
scada.Posterinfo

scada.lSUserSession
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Mone

OnucaHue

anIHVIMaeM ble 3Ha4YeHusA

eventClassType

Tun knacca cobbITus

scada.DiscreteSignal
scada.SignalSubstitution

scada.Interlock
scada.QualityChange
scada.Telecontrol
scada.MeterageLimit
scada.UserAction
scada.System

eventClassDescription OnwucaHune knacca cobbiTust Crtpoka

importanceLevel YpoBeHb BaXXHOCTU Yuncno ot 0 go 255

importanceLevelName Mma ypoBHSA BaXXHOCTU CTtpoka

source NcTouHmMK Ctpoka

tagName Nwms Tera Crtpoka Tvna

"s1.VL1Q1.VL1Q1Controller.CSWI1.ST.Posg

tagDisplayName Ovcnetyepckoe  HammeHoBaHue | CTpoka Tuna «[lonoxeHune»
Tera

equipmentName Oncnetyepckoe  HammeHoBaHue | CTpoka Tuna «[lpoekt/220 «kB/MNepsoe
obopyaoBaHus npucoeguHexune/B-220-1T»

fullName

NonHoe HanmeHoBaHue Tera

Ctpoka Ttuna «[llpoekt/220 «kB/lMepBoe
npucoegunHerne/B-220-1T/MonoxeHne»

OnuncaHne KOHCTaHT npeacTasneHo B Tabnuvue 76.

Tabnuua 76 - KoHcTaHTbl TUNa "event"

AMA KOHCTaHTBLI

OnucaHue

scada.Undefined

Knacc cobbiTvsa He onpenenéx

scada.Systeminfo

CuncteMHas nHdpopmauus

scada.SystemErrors

CuctemHas owwmnbka

scada.SystemWarnings

CuctemHoe npegynpexaeHue

scada.DiskOverflow

ﬂepenonHeHme ONCKa

scada.ArchiveCleanup

Ouunctka apxuBa CUrHamnos

scada.RotationStart

3anyck npopexvBaHus/ycpeaHeHUsl CUrHanoB B apXuee

scada.SwitchServer

MepekntodyeHne cepBepa

scada.UserInfo

Monb3oBaTernbckoe coobLeHe

scada.Substitution

lMNoactaHoBKa 3Ha4YeHWs curHana

scada.Annotations

Pabota c nnakatamm

scada.Control

YnpasneHue yctponcteamm

scada.ReportCreated

CospaHue otyeTa

scada.lSInfo

Uudopmauua NB

scada.lSUserlInfo

Monb3oBaTenbckoe cooblieHne Nb

scada.lSUserWarnings

Monb3oBaTenbckoe npeaynpexaeHne b

scada.lSErrors

Owwnbka Nb
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MMA KOHCTaHTBLI OnucaHue

scada.ChangeLimits

N3meHeHune ycTaBok

scada.NotAcknowledged

CobbITHe He KBUTMPOBaHO

scada.Acknowledged

CobbITHEe KBUTMPOBAHO

scada.NotAcknowledgeable

CobbITe HEKBUTMPYEMO

scada.DiscreteSignal

[VcKpeTHbIN curHan

scada.SignalSubstitution

MoacraHoBka curHana

scada.Interlock Bnokuposka curHana

scada.QualityChange

MN3meHeHne kayecTBa

scada.Telecontrol YnpaeneHune o6opyaoBaHNEM

scada.MeterageLimit

Bbixoa 3HayeHus curHana 3a yCTaBKu

scada.UserAction [encTtere nonb3oBatens

scada.System CwncreMHoe cobbiTne

scada.System|S CobbiTne Vb

scada.UserlS CobGbiTne b, cBszaHHOE C AeNCTBMSIMI Nonb3oBaTens

scada.ChangeLimit

CobbiTe 06 M3MEHEHUN YCTaBOK

9.3.2 ®yHKUuM ansa paboTbl ¢ COObLITUAMMU

scada.writeSystemEvent(desc, eventClass, tag, state, value)

dyHkuma "scada.writeSystemEvent(desc, eventClass, tag, state, value)": 3anmcbk cucteMHoro cobbiTus B XKypHar.

Tvn aprymeHTOB:

desc — onucaHune cobbiTus (cTpoka);
eventClass — knacc cobbiTus;

tag — Ter;

state — cocTosiHueE;

value — 3HauyeHue;

orldent - uctouHmk ynpaeneHus (uenoe 4ncrno). Ecnm nuctoyHuk He ykasaH, nubo nepegaHo 3HayveHue 0, TO
CcreHepupoBaHHOE CobbITE He ByaeT MMETb UCTOYHMKA YNPaBNEHNs.

Mpumep npumMeHeHus:

local tag = scada.getCurrentTag ("GGIOl.ST.DPCSO2.stVal")
scada.writeSystemEvent ("writeSystemEvent ()", scada.SystemInfo, tag, "Bkiwouenmue", 1)

local tag = scada.newTag("sl.VL1Q1l.VL1QlController.QIMMXUl.MX.A.phsA")

scada.writeSystemEvent ("Keutupoauue",
scada.writeSystemEvent ("KBuruposaHmue",
1, 1)

scada.writeSystemEvent ("Keuruposanue",
0)

scada.writeSystemEvent ("KeuTuporaHue",
1, 12)

scada.writeSystemEvent ("KBuruposaHmue",

scada.writeSystemEvent ("KeuruposaHue",
1, 123)

scada.writeEvent(desc, tag, state, value)

scada.UserInfo,
scada.UserInfo,

scada.UserInfo,
scada.UserInfo,

scada.UserInfo,
scada.UserInfo,

tag,
tag,

tag,
tag,

tag,
tag,

"without
"hasta la

"without

"hasta la

"without
"hasta la

dyHkuma "scada.writeEvent(desc, tag, state, value)": 3anncek cuctemHoro cobbiTus B XXypHar.

Tun AprymMeHToB:

desc — onucaHue cobbiTus (CTpoka);

orIdent", 1)
vista baby",

orIdent", 1,
vista baby",

orIdent", 1)
vista baby",

248



Redkit SCADA 2.0. PykoBoacTtso agmuHucTtpatopa OC ALT Linux 8 SP. Bepcus 2.0.2208

- tag-rTer;

- state — cocTosHUE;

- value — 3Ha4yeHue;

- orldent - uctouHuk ynpaenenua (Lenoe 4mcno). Ecnn nctouHmk He ykasaH, nnbo nepegaHo 3HadeHue 0, To
creHepupoBaHHOE cobbITe He ByaeT MMETb UCTOYHMKA YNpaBneHus.

Mpymep npumeHeHus:

local tag = scada.getCurrentTag ("GGIOl.ST.DPCSO2.stVal")
local str = "CucTemHble ommbxm"
scada.writeEvent (str, tag, "Bxiaouenue", 1)

local tag = scada.newTag("sl.VL1Q1l.VL1QlController.QIMMXU]l.MX.A.phsA")
scada.writeEvent ("KeuTtuporaumue", tag, "without orIdent", 1)
scada.writeEvent ("KeuTtuporaume", tag, "hasta la vista baby", 1, 1)
scada.writeEvent ("KButuporsanue", tag, "without orIdent", 1)
scada.writeEvent ("KButuporauue", tag, "hasta la vista baby", 1, 12345)
scada.hasEvents(spontaneous) (He nogaepxuBaetcsa REPL)
®yHkumsa "scada.hasEvents(spontaneous)": npoBepka HanUM4mMs HEKBUTUPOBAHHbIX COObITUI ANns 060pyaoBaHMS.

Tun aprymeHTOB: spontaneous — HeobsizatenbHbli napameTp (bool). Ecnm napamertp true, To yHKUMS
BO3BpaLLlaeT, ecTb M HEKBMTUPOBaHHbIE COOLITUIA Ans 06opygoBaHUA MO UCTOYHUKY «Camonpon3BOSbHOY.
Ecnun napametp nycton unu false, To pyHKUMS BO3BpaLLaeT, ecTb Nn Nobble HEKBUTUPOBAHHbIE COObLITUA ONS
obopynoBaHus.

Twn Bo3BpaLlaemMoro 3HadeHus: bool.

scada.events() (He nogpnepxuBaetca REPL)

®yHkuma "scada.events()": maccmB u3 nocnegHmx 100 HEKBUTUPOBaHHbLIX COBLITUI Anst 060pya0BaHUS.
Tvn BO3BpaLLAEMOr0 3HAa4YEeHUSI: MaCcCuUB.

Mpymep npMMeHeHus:

JocTyn K DBJIEMEHTaM MacCHBa OCYLEeCTBJSeTCcs B LMKkJe Buza for v in array do
end, HanpuMmep:

for event in scada.events () do

if (event.source == "caMoOOpoOM3BOJILHO")
then .... end

end

JIN &

for event in scada.events () do

scada.debug (event.description)

scada.ackTagEvents(tag)

®yHkuma "scada.ackTagEvents(tag)": kBuTupyeT Bce cobbITUSA Mo Tery.
Tun aprymeHToB: tag — Ter.

Npumep npuMeHeHus:

local tag = scada.getCurrentTag ("GGIOl.ST.DPCSOZ2.stVval")
scada.ackTagEvents (tag)

scada.ackEquipmentEvents(tag)

dyHkumsa "scada.ackEquipmentEvents(tag)": kBuTupyet Bce cobbITMs N0 060pyAOBaHUIO, CChIfika Ha KOTOPbIN B
Tere.

Tun aprymeHToB: tag — Ter.
Mpumep npumMeHeHus:

local tag = scada.getCurrentTag ("GGIOl.ST.DPCSO2.stVal")
scada.ackEquipmentEvents (tag)
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9.4 ®yHKUMM Ana pabdboTbl C oT4YeTaMMU

Onsa dyHKuMn paboTbl C OTYETAMKU NCMONb3YETCs Modynb "reports”.
Tekywimn Habop PyHKLMIN NO3BONSAET CreHepMpOBaTh U COXPaHUTb OTHET Ha MalLlMHe.
reports.createReport(<reportName>, <startTime>, <endTime>)

®yHkuma "reports.createReport(<reportName>, <startTime>, <endTime>)": Bo3BpaliaeT 0ObEKT oT4yeTa C
nepegaHHbIM Ha3BaHWEM U NEPUOLOM.

Tun apryMeHToB:

- <reportName> — cTpoka, cogepxaLlas nmsa otyeTa (coBnagaeT ¢ KOHurypatopom);
- <startTime> — cTpoka ¢ Ha4anbHbLIM BpeMeHeM oTyeTa B oopmaTte "dd-MM-yyyy hh:mm:ss.zzz";
- <endTime> — cTpoKa C KOHeYHbIM BpeMeHeM oTyeTa B popmate "dd-MM-yyyy hh:mm:ss.zzz".

Tun BO3BpaLLAeMOro 3HaveHust: report.

reports.saveToPdf(<reportObj>, <path>)

reports.saveToExcel(<reportObj>, <path>)

reports.saveToHtml(<reportObj>, <path>)

reports.saveTolmage(<reportObj>, <path>)

®PyHKUMM "reports.saveToPdf(<reportObj>, <path>)", "reports.save ToExcel(<reportObj>, <path>)",

"reports.saveToHtml(<reportObj>, <path>)", "reports.saveTolmage(<reportObj>, <path>)": coxpaHsalT OT4eT B
cooTBeTcTByoWM opmat (PDF, CSV, HTML, JPG).

Tun AprymMeHToB:

- <reportObj> — 0O6beKT 0TYeTa;

- <path> — cTpoka (MonHbIN NyTb AN COXPaHEHWS C 9KPaHUPOBAHHBLIMW OOpaTHLIMK cnalamMu, Hanpumep, "C:\
\Users\\p.eremenko\\Documents\\train1report.pdf").

saveToPdfSendMail(<reportObj>,<path>,<addresses>,<subject>,<body>)
saveToExcelSendMail(<reportObj>,<path>,<addresses>,<subject>,<body>)
saveToHtmISendMail(<reportObj>,<path>,<addresses>,<subject>,<body>)

DyHKLMM "saveToPdfSendMail(<reportObj>,<path>,<addresses>,<subject>,<body>)",
"saveToExcelSendMail(<reportObj>,<path>,<addresses>,<subject>,<body>)",
"saveToHtmISendMail(<reportObj>,<path>,<addresses>,<subject>,<body>)": COXpaHsoT oTyer B

cooteeTcTByowmn popmart (PDF, CSV, HTML) u oTcbinaet Ha noyty.
Tun aprymeHTOB:

- <reportObj> — 06BLEKT OTHETA;

- <path> — cTpoka (MOnHbIN NyTb ANs1 COXPAHEHUS C SKPAHUPOBAHHbLIMW OBpaTHbLIMU cralamu, Hanpumep, "C:\
\Users\\p.eremenko\\Documents\\train1report.pdf");

- <addresses> — agpeca 4n1a oTnpaBK/ 3NEKTPOHHOIO NMUCbMa;

- <subject> — Tema nucbma,;

- <body> - Teno nucema.

O6wmi npumep NPUMEHEHMS:

start =
scada.getCurrentTag ("AR1S14.AR1S14Controller .EPS45GGIOl.MX.AnInl.instMag.f")
stop =
scada.getCurrentTag ("AR1S14.AR1S14Controller.EPS45GGIOl.MX.AnIn2.instMag.f")
startTime = scada.timeToString(start.data, "dd-MM-yyyy hh:mm:ss.zzz")

stopTime = scada.timeToString(stop.data, "dd-MM-yyyy hh:mm:ss.zzz")

rep = reports.createReport ("trainl", startTime, stopTime)

reports.saveToPdf (rep, "C:\\Users\\p.eremenko\\Documents\\trainlreport.pdf")

reports.saveToExcel (rep, "C:\\Users\\p.eremenko\\Documents\\trainlreport.csv")
reports.saveToHtml (rep, "C:\\Users\\p.eremenko\\Documents\\trainlreport.html")

reports.saveToImage (rep, "C:\\Users\\p.eremenko\\Documents\\trainlreport.jpg")
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reports.saveToPdfSendMail (rep, "C:\\Users\\p.eremenko\\Documents\
\train2report.pdf", {"addressl@mail.ru", "address2@rambler.ru"}, "Report", "Hi!
This is report.")

9.5 PaboTta c nnakatamwu

9.5.1 Tun nnakara

Twn nnakata - "Poster". B Tune "Poster" gocTynHbl cnegyrowme nons:

Tabnuua 77 - NMonsa Tuna "poster”

Mone OnucaHue MpuHuMmaemble 3Ha4YeHUA
name HasBaHwue ycTaHOBNEHHOrO Nnriakara | CTpoka
comment KommeHTapuii  npu  ycTaHOBKe | CTpOKa
nnakara
t Bpewms ycTtaHOBKM nnakaTa MUNNNCEKYHAbI c Havyana
Unix-3aMnoxu
id YHUKanNbHbIV nageHtudumkartop | int
nnakarta

9.5.2 ®yHKUUM ana paboTbl ¢ nnakatamum

posters.setPoster(<tagName>, <templateName>, <comment>)
®yHkums "posters.setPoster(<tagName>, <templateName>, <comment>)": yctaHaBnvuBaeT nnakar.
Tun aprymMmeHToB:

- <tagName> - CTpOKa (Hel'IOJ'IHOG nnn nonHoe nMmA Tera, NnpuHaanexatwlero O60py£I,OBaHVII'O, Ha KOTOprIZ
yCTaHaBIIMBaeTCA ﬂ.l'IaKaT);

- <templateName> - cTpoka (MMs nnakaTa, KOTopbI TpebyeTcs BbICTaBUTb (JOMKHO ObITb TOYHO Kak B
KoHdpurypatope));
- <comment> — cTpoka (KOMMeHTapui A4S yCTaHOBKU Mnrakara).

MpyMep NpUMeHeHus:

posters.setPoster ('CSWI1.ST.Pos.stVal', 'DOWN', 'comment')
posters.setPoster ('CSWI1.ST.Pos.stVal', "TpaH3uT pa33oMKHyT", 'comment')

posters.unsetPoster(<tagName>, <templateName>, <comment>)
®yHkums "posters.unsetPoster(<tagName>, <templateName>, <comment>)": cHumaeT nnakar.
Tun aprymMmeHToB:

- <tagName> - cTpoka (HenonHoe vnu NosiHoe UMsi Tera, NpMHaasexallero o6opyaoBaHWio, Ha KOTOPbIN
yCTaHaBnvBaeTCs Mrnakar);

- <templateName> - cTpoka (MMs nnakaTa, KOTopbi TpebyeTcs CHATb (QOMKHO ObITb TOYHO Kak B
KOHcpurypaTtope));
- <comment> — cTpoka (KOMMEHTapui Ans CHATUA nnakara).

MpyMep NpUMeHeHus:

posters.unsetPoster ('CSWI1.ST.Pos.stVal', 'DOWN', 'comment')
posters.unsetPoster ('CSWI1.ST.Pos.stVal', "TpauzsuT paszoMkHyT", 'comment')

posters.getCurrentPosters(<tagName>)
®yHkuma "posters.getCurrentPosters(<tagName>)": nony4yaeT Bce nnakaTtbl, yCTaHOBIEHHbIE HA 0OOpyAOBaHMeE.

Tun aprymeHToB: <tagName> - cTpoka (HernosiHoe unv norHoe 1Ms Tera, NpuHaanexallero o6opyaoBaHmio, Ha
KOTOpbI/ yCTaHaBNMBAETCSA MNakar).
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Tvn Bo3BpaLLLaemMoro 3Ha4yeHus: Tabnuua obbekToB Poster.
Mpumep npumeHeHus:

for P,V in pairs (posters.getCurrentPosters ("CSWI1.ST.Pos.stVal")) do
print (ps[p] .name .. " -—— " .. ps[p].t .. " -= " .. ps[p].comment) end

posters.isPosterSet(<tagName>, <templateName>)

dyHkuma "posters.isPosterSet(<tagName>, <templateName>)": Bo3BpaLlaeT true, ecnu nnakaT yCTaHOBMEH Ha
obopynoBaHue.

Tun aAprymMeHToB:

- <tagName> - CTpOKa (Hel'IOJ'IHOG nnn nonHoe nMmAa Tera, npuHaanexatwero O60py£I,OBaHVII'O, Ha KOTOprIZ
yCTaHaBIIMBaeTCA ﬂ.l'IaKaT);

- <templateName> - cTpoka (MMs nnakaTa, KOTopbi TpebyeTcs CHATb (JOMKHO ObITb TOYHO Kak B
KoHurypatope)).

Twun Bo3BpaLlaeMoro 3HadeHus: bool.
Mpymep npMMeHeHus:

if posters.isPosterSet ('CSWI1.ST.Pos.stVal', 'DOWN')
then return "YcraHorjyen"
else return "He ycTaHoBJeH"

end

9.6 PaboTa c yanamu v nnaruHamm

9.6.1 Tun y3na

Tun y3na — "node". B Tune "node" ecTb nons:

Tabnuua 78 - Nona Tuna "node"

Mone OnucaHue MpuHMMaeMblie 3Ha4YeHUA
name Uma y3na CTpoOKa
nodePlugins MaccuB nnarnHoB MaccuB 3N1eMeHTOB ¢ Tunom "plugin”

9.6.2 Tun nnarvHa

Tun nnaruHa — "plugin”. B Tune "plugin” ectb nons:

Tabnuua 79 - Nonsa Tuna "plugin”

Mone OnucaHue MpuHuMaeMblie 3HaYeHUA

name Wmsa nnarvHa CTpoOKa

9.6.3 ®yHKUUM ana paboTbl C y3namMu u nnaruHamu

scada.nodes|()

®yHkuma "scada.nodes()": dyHKuMs, KOTOpasi NPedocTaBnsieT OOCTYN K dneMeHTaM MaccuBa, cogep)kallero
CTPYKTYpbl C "UMEHaMU y3510B 1 COOTBETCTBYHOLLUMU UM MacCnuBaM C MMeHaMn nnarnHoB.

scada.plugins()

®yHkuma "scada.plugins()": dyHKUMSA, KOTOpas npegocTaBnser AOCTyn K 3feMeHTaM maccuBa C MMeHaMmu
nnarvHoB.

O6wmi npumep NPUMEHEHMS:

for node in scada.nodes () do
print ("\nNode " .. node.name)
for plugin in scada.plugins (node.nodePlugins) do
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print ("\nplugin:\t" .. plugin.name)
end
print ("\n")
end

9.7 Moaynum

9.7.1 Nlo6aBneHne moayrnen B CKpUNTbI

ocalNameOfModule = require "nameOfModule", rzme:
localNameOfModule — mmMsa MOZyJisg, DO KOTOpOMYy ofOpamaeMcsd K 3TOMYy MOINYJIO B CKPUIITE;
nameOfModule — mMsa BarpyXaeMoro MOIYJIL.

9.8 YcTaBku

[nsi yCTaHOBKWM YCTaBOK Yepes3 anroputMbl HEOOXOANMO U3MEHUTL P aTpMbyTOB AaHHbIX OGBEKTHOW Mogenu.
YCcTaBKu OTHOCATCA K yHKUMOHanbHoMy 6rioky CF, o6bekTy gaHHbIx rangeC v cnegyrowmnm atpudytam AaHHbIX:

- min — MUHUMYM

- Max — MakCumym

- hhLim — BepxHss aBapuinHas rpaHuua

- lILim — HWXKHAS aBapyHIas rpaHuua

- hLim — BepxHsas npegynpegnTensHas rpaHmua
- ILim — HWKHAA NpegynpeanTenbHas rpaHuua
- limDb — gpebesr

- maxRateC — ckopocTb

Mpumep:
local newTag =

scada.newTag ("VL1Q1.VL1QlController.QlGGIOl.CF.AnIn2.rangeC.hLim.f")
newTag.data = -4

9.8.1 ®yHKUuM ansa paboTbl C ycTaBKaMun

scada.setLimit(name, value)
dyHkuMA "scada.setLimit(name, value)": 3anncb ycTtaBoK 13 NacnopToB M anropuTMoB.

MpoBepka HanuWuus curHana, Kk KOTOPOMY OTHOCWUTCS AaHHas ycTaBka, M MpoBepka MNpaea Ha 3anucb
OCYLLECTBSAITCS CUHXPOHHO. 3anuck 3HavyeHus B B[l ocyLLecTBMSETCS aCUHXPOHHO.

Tun aprymeHTOB:

- nhame — Ha3BaHwue yctaBku B popmate 61850 (CF.PPNV.rangeC.hhlim);
- value — HOBO€E 3Ha4yeHune YyCTaBKu.

MpuMep ckpunTa B nacnopTe:

scada.setLimit ("GGIOl.CF.AnInl.rangeC.hhLim.f", window.Input 33.text)

MpuMep ckpunTa B anroputmax:

scada.setlLimit ("s1.AR1S1.AR1S1Controller.EPS1GGIO]l.CF.AnInl.rangeC.min.f",
param 1)

9.9 lNMpouue pyHKUUN

window.ConfirmationDialog(header, message, acceptButtonText, rejectButtonText)
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dyHkuma "window.ConfirmationDialog(header, message, acceptButtonText, rejectButtonText)": cosgatb guanor
NOATBEPXKAEHWS.

. BHumaHume: YcrtapeBwee API. OctaBneHo onsa nogaepxku yxe CyLLecTBYOLMX NPOEKToB. BmecTo Hero
L _1 pekomeHayeTtca ncnonb3oatb 06bekT window.ConfirmDialog

Twun AprymMeHToB:

- header — cTpoka 3aronoska;

- message — CTpoKa CoobLLeHus;

- acceptButtonText — TekCT Ha KHOMKe NOATBEPKOEHUS (MOXET ObITb MYCTON CTPOKON);
- rejectButtonText — TEKCT Ha KHOMKE OTMEHbI (MOXET ObITb MYCTOW CTPOKON).

Twvn Bo3BpaLLaemMoro 3HadeHus: tag.
Mpumep npumMeHeHus:

if window.ConfirmationDialog ("nonrrepxneHue",

"BLHIOEMICTBUTEJILHO XOTUTE B TUXMATKUX bpaHIily3ckuxOyynok?", "Ia!", "He! ") ==window.accepted
then print ("aam")
else print ("By»") end

window.openScheme(scheme)

dyHkuma "window.openScheme(scheme)": oTKpbITb BUPTYarnbHy0 CXeMy 13 nacnopra.
Tun aprymeHTOB: scheme — nmsi BUpTyanbHON cxembl 6e3 KaBblYek.

Tvin Bo3BpaLLaemoro 3HadyeHus: bool.

Mpumep NpuMeHeHus:

window.openScheme (VSchemal)

scada.timeToString(time,format)
dyHkuma "scada.timeToString(time,format)": nepeBog unixtime B cTpokoBoe NpeacTaBreHne.
Tvn apryMeHToB:

- time — unixtime (ms);
- format — dopmat npeacraeneHus (cornacHo QString QDateTime::toString(const QString &format) const).

Tun BO3BpaLLA@eMOoro 3Ha4eHus: CTpoKa.
MpyMep NpUMeHeHus:

scada.timeToString (tag.updateTime, "dd-MM-yyyy hh:mm:ss.zzz")

scada.debug(message)

®yHkuma "scada.debug(message)": BbIBOA, OTNIA004HOMO COOBLLEHNS.
Tun aprymeHToB: CTpoKa.

MNpumep npuMeHeHus:

scada.debug ("BuoumMo, dYTO-TO nomjo He Tak")

scada.stringToTime(time,format)
®yHkums "scada.stringToTime(time,format)": nepeson BpeMeHn, 3agaHHOro B BuAe CTPOKU B unixtime.
Tun apryMeHTOB:

- time — cTpoka co BpemeHeM;
- format — dopmaTt npeacraeneHus (cornacHo QString QDateTime::toString(const QString &format) const).

Tun BO3BpaLlaemMoro 3Ha4eHua: 4NCcrno MnnnncekyHa ¢ Hadana unix-aMnoxu.
Mpumep NpuUMeHeHUs:
scada.stringToTime ("17-04-2018 13:47:30.245","dd-MM-yyyy hh:mm:ss.zzz")

time
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dyHKkLMA "time": Bpems BbI3oBa ckpunTta.
Tun aprymMeHToB: YNCNOo MUNNnceKyHa ¢ Havdana unix—enoxm, €CTb BHYTpPU ntoboro anroputma.
Mpymep npumeHeHus:

scada.debug (scada.timeToString (time, "dd-MM-yyyy hh:mm:ss.zzz"))

9.10 Pabota ¢ opmamu

OO6palLeHne k anemeHTam ynpaeneHus nacnopta obbekTa OCyLLECTBIAETCA MO UMEHMW.
None BBoaga: nmsa "text"

Yekbokc: cBoncTeo "isChecked"

Mpumep:

local var = text.isChecked

9.11 3anyck 3agay no Tammepy

3anyck 3agad no TakMepy MCnornb3yeTcs TONbKO B CKpUMTaxX NacrnopToB U wabnoHoB obopynoBaHusa B Redkit
Builder.

OaHopa3oBbIv 3anyck Tanmepa
dyHkuMa "scada.singleShot(interval, callback)": ogHopa3oBbI 3anyck Tamepa.
Twun aprymeHTa:

- interval — nepuog Taimepa B MUNNNCEKYHOAX;
- callback — cdoyHkums lua, kKoTopas 6yaeT BbINONHeHa nNpu cpabaTtbiBaHMM Tanmepa.

Mpymep npumeHeHuns:

local func = function() window.buttonl.enabled = false end
scada.singleShot (5000, func)

Wnn:

scada.singleShot (5000, function() window.buttonl.enabled = false end)

MosicHeHuWe: Yepes NATb CekyHA KHomka button1 cTtaHeT HeakTUBHOM.
MHoropa3oBbIf 3anyck Tanmepa

Tanmep mogenvpyetcst 06bEKTOM, Y KOTOPOro eCTb CBONCTBA U METOAbI:
- timer = scada.Timer() — co3gatb OObEKT Tanmepa;

Mpum.: BaxHo, 4TOObI 0OBLEKT Tarimepa Obif NomelleH B rnobanbHyo NepeMeHHYH, NHavye OH BbIMAET M3
obnacTv BUAMMOCTMN N YHUUTOXUTCS.

- timer.interval = 5000 — 3agaTb nepuoa Tanmepa 5 cekyHg,;

- timer.action = function () ... end — 3agaTb aencTeume, BoINONHAEMOE Npu cpabaTbiBaHUN TauMepa;

- timer:start() — 3anyctuTb Tanmep;

Mpwum.: lpu BbI30BE METOAa 06bEKTa cTaBUTCA ABoeToume!
- timer:stop() — ocTaHOBUTbL TanMmep;

Mpum.: lpu BbI30BE MeTOAa 06bEKTa cTaBUTCA ABoeToume!
- if(timer.isActive) then ... end — npoBepuTb, paboTaeT N1 cenyac Tanvep.

Ecrnv mbl BbI3biBaeM MeTog oObekTa (MCMOMb3YHTCA KpyrMble CKODO4YKM), TO MCMOMb3yeM [OBOETO4YME:
object:method(), ecnin xe Mbl obpalaemMcs K CBOMCTBY (6e3 Kpyrmnbix CKOGOYEK), TO ncnonb3yem Touky: local prop
= object.property; object.property = "this is a property".

[Mpumep (KHOMKa No Tanmepy HECKOMNbKO pa3 MEHSET COCTOAHME aKTUBHOCTH):

function initTimer ()
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if (wtimer == nil) then
wtimer = scada.Timer ()
wtimer.interval = 1000
end
end

function initAction ()

local count = 0;

wtimer.action = function()

if (count == 5) then wtimer:stop() window.Button 7.enabled=true

else window.Button 7.enabled = not window.Button 7.enabled count=count+l end
end —-- BOT 5Ta OYHKUMA M €CThb SaMbBIKAHUE.

3aMbIKaHME MOXET KOIMPOBAaThH B Ccebs JIOKaJIbHEE [I€PEMEeHHBEE M3 OKpyXaoleT'o KOHTEeKCTa,
B IOAHHOM cJjiydae count (6oJsiee nompoBHO B kHUI'e Lua)
end

initTimer ()

if (wtimer.isActive) then

scada.debug ("Timer is active, returning")
return

end

window.Button 7.enabled=false
initAction ()

wtimer:start ()

9.12 O rnobanbHbIX U NOKarbHbIX NepeMeHHbIX Lua u
MCNosib30BaHUMN UX B anroputTmax

Anroputm npeacraensietr cobon nepuoanyeckn BolNOMHAEMbIN CKPUNT.
MepemeHHble B lua MoryT BbITh:

- rmobanbHbiMK. MMobanbHasn nepemeHHas He ByAeT YHUUYTOXEHA MO 3aBepLUEHUIO BLIMOSIHEHMS CKpunTa —
3Ha4yeHue rmobanbHON NepeMeHHON MOXET BbiTb MCNOMBL30BaHO HAa CNEAYIOLEN UTepALMKN BbIMONTHEHMWS
cKpuvnTa.

- nokanbHbIMK. JlokanbHasa nepeMeHHas 6yaeT YHUUTOXEHA NO 3aBEPLUEHUIO BbINOMHEHUST CKpUNTa Unm
BbIxO4a 13 obnacTtu BuaMmmocTu. JlokaneHas nepeMeHHas nmeeT Krtodesoe crioBo local. Mcnonb3oBaHue
noKanbHbIX NEPEMEHHBIX NPEANOYTUTENBHO.

BaxHo: obrnactb BUAMMOCTU rnobanbHOW nepeMeHHO orpaHnyeHa anroputMom, B KOTOPOM OHa onpegerneHa.
Hanpumep, nyctb ectb 2 ckpunta: script1 u script2, B script1 3agaHa rnobanbHas nepemeHHas tmp, gaHHas
rnobanbHas nepemeHHast He MOXeT ObITb Mcnosb3oBaHa B script2.

MmobanbHble nepemMeHHble MOXHO He 0bbaABNATL, TOrAa rnobdansHas nepemMeHHas 6y,qu UMeTb Tun nil.
JlokanbHble nepemMeHHble Tpe6y+0T 0o0ObsABNEHNUS.

PaccmoTpum npumep:

--scriptl

if tmp ~= tmp then -- npoeepkxa Tera Ha nil, npm 3TOM Ter He ObUl OOBABIIEH
print ("tmp is nil")

end

-—-script?2

local tmp = 2 -- 4BHO OOBABMIIM JIOKAJIbHYI NEePEeMeHHYW, O060JlacTb BMUOMMOCTM SCript2

if tmp == 2 then
print ("tmp is 2")

end

--script3

if 1==1 then
local tmp = 3
end
print (tmp) --tmp == nil, nockoJbKy oBJjacTbi BuAMMOCTM local tmp sABjisgeTcsa OJIOK
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if(...) then ... end

PaccmoTpum npymep 1cnonb3oBaHWs rnobanbHOM NepeMeHHON — COXpaHeHe NpeablayLLero 3Ha4YeHust Tera:

--scriptl
local current tag =
scada.getCurrentTag ("VL2Q01.VL2Q1Controller.Ql1XCBR1.ST.Pos.stVvVal")

if last tag data ~= last tag data then --initialize global value (1)
last tag data = current tag.data

end

if current tag.data ~= last tag data and current tag.data ==

then -- (2)

scada.writeSystemEvent ("number is
two!", scada.SystemInfo, current tag, "BxmoueHue", 2)

elseif current tag.data ~= last tag data and current tag.data == 1

then -- (3)

scada.writeSystemEvent ("number is
one!",scada.SystemInfo, current tag, "Bekymouenue", 1)

end

last tag data = current tag.data -- (4)

Pa3bop gaHHoro npumepa:
MycTb script1 BeinonHsieTca no nameHeHuto tera VL2Q1.VL2Q1Controller.Q1XCBR1.ST.Pos.stVal.
- TMepeas utepauns paboTbl anropuTma, NycTb 3Ha4YeHue Tera == 1:

1. B nokanbHyto nepemeHHyto current_tag 3anncelBaem TeKyLLWIA Ter.
2. last_tag data == nil — nonagaem B nepBbI yCrnoBHbIA onepatop if — npucBanBaem last_tag data
3HauyeHue current_tag.data
3. TNponyckaem 6nokun (2) u (3), nockonbky current_tag.data == last_tag_data
4. lNpuceanBaem last_tag_data sHadeHue current_tag.data. bnok (4)
- Btopas utepauus uukna, nycTb 3HayeHue Tera == 2:

1. [aHHbI NYHKT aHanornyeH NyHKTy 1, npegsiayLien ntepauum anroputma.

2. lMponyckaeM 6nok (1), nockonbky 3Ha4eHue rnobansHon nepemeHHon last_tag_data ==
3. MNonagaem B 6ok (2), no ycnosuto 6rnoka if — nuwem cnctemHoe cobbiTne

4. [laHHbIW NYHKT aHanorndeH NyHkTy 4, npeablaywen ntepaumm anroputma.

- Cneaylowme ntepaumm nNo aHanornm co BTOPoK Utepaumnen, ¢ Toi Nnb pa3HULIEN, YTO 3HAYEHNE Tera MOXeT
ObITb APYIUM.
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10 YpaneHue lNMporpammbl

1. OTtkpowTe TepMMHan v BbIMNONHUTE KOMaHAy:

sudo /opt/Redkit-Lab/Redkit/maintenancetool

2. B rpaduyeckom okHe Bbibepute "YaaneHue Bcex KOMMOHEHTOB" (PUcyHOK 236).

R

CepBHCHBIW pexnM Redkit

YcTaHoBKa - Redkit

Nobpo NoxanoBaTe B MacTep ycTaHoBKKM Redkit.

OobasneHne UK yaaneHWe KOMMNOHEHTOB
OBHOBNEHWE KOMMOHEHTOB

& ¥YpnaneHwe BCexX KOMMNOHEHTOB

Janee =

BriATi

PucyHok 236 - YoaneHnue Redkit

3. Haxmute "Yoanute" (PucyHok 237).
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CepBHCHEIA pexnM Redkit

Bcé roToBo K yOaneHvo

MNporpaMma yCcTaHOBKW FOTOBa Ha4aTk yoaneHwe Redkit c Ballero KoMnewTepa.
OupekTopwa c nporpammoi fopt/Prosoft-Systems/Redkit byneT nonHocTeo yoaneHs, BKAKYaA

COOEPMUMOE STOR AUPEKTOPKI!

<Hasan || Ygamwte || Otmewa

PucyHok 237 - YoaneHnue Redkit
4. Tocne yganeHnsi HaxxmuTe "3aBepwnTs” (PncyHok 238).

CepBMCHEIA pexum Redkit

JapeplueHune ycTaHoekM Redkit

HamxmuTe «3aBeplinTe» ANA BoXona W3 macTepa Redkit.

3aBepWWTE

PucyHok 238 - 3aBeplieHue yaaneHus Redkit
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11 Coop AnarHOCTUYECKUX AAHHbIX

11.1 Tunbl AMArHOCTUYECKNX AAaHHbIX

11.1.1 ®ann npoekra *.ppf

dann npoekta B cdopmare *.ppf — pesynbrar pabotel B Redkit Builder (cMm. pasgen Paboma e [lpoepamme
nokymeHTa «Redkit Builder. PykoBoacteo agmuHuctpatopa. NBKM.62.01.29.000-410.01»).

Mecto XpaHeHusA: 3aBUCUT OT Bbl60pa nonb3oBaTens.

11.1.2 Log-cpaunsi Redkit Builder

Log-cpannbl Redkit Builder:

- Perf;
- Shell;
- wuHorga Shell.log.1 (B 3aBUCMMOCTHM OT BEPCUN).

Mecto xpaHeHus: C:\%appdata%\ProSoft\Logs.
11.1.3 Log-dhannbl Redkit

Log-dpannbl Redkit:

- DbCtl — dpann ytunutsl dbctl;

- Deployer — cpanin ytunutel Deployer;

- diagnosticclient — pann ytunutel diagnosticclient;

- DiagnosticKeeper — cann guarHocTukm cnyxo6bl keeper;

- Keeper — dhanin cnyx6bl keeper;

- OscConverter — chann cnyxbbl KOHBEPTUPOBAHUS OCLMINIOrPamm;
- Redkit — gpann Redkit Workstation;

- Redkit-Conf — gpann Redkit Configurator;

- Redkit-Service — gpann cnyx6bl Redkit.

- RedkitUninstallationLog.txt — dpann yganenusa Redkit.

MecTo xpaHeHus:
/tmp/Redkit-Lab/Redkit.

HacTtpoiika log-caiinos: pasgen JlorrmposaHue.

11.1.4 Log-cdhannbl ytunut bl

Log-cpannsl ytunut BI:

- redkit_backup_<data>_<time> — dpavin ¢ komaHgamu co3gaHus 6akana bl (npy BbINOMHEHUN COXpaHEHWS
konuu B[ Ha auck) (HaumHas ¢ Bepcun 1.3.2011.N);

- redkit_replication_<data>_<time> — dpavin ¢ komanHgamu pennukauum (Npy Co3aaHum Unu NepeknioYeHnn
pesepsa) (HaunHas ¢ Bepcun 1.3.2011.N);

- redkit_db_server_control_<data>_<time> — cbann ¢ komaHgamm BKIOYEHMA/OTKMOYEHNST cepBepa B
(HaumHas c Bepcumn 1.3.2011.N);

- redkit_rewind_<data>_<time> — cbaiin ¢ komaHgamu yTunuTbl rewind, KOTopas NbITaeTcsi BOCCTAaHOBUTL
ObIBLUMI MacTep OO0 pe3epea, He konupys BoobLue Bcé (HaunHasi ¢ Bepcum 1.3.2011.N);

- redkit_db_server_status<data>_<time> — cpaitn ¢ komaHgamu 3anpoca ctatyca b[] (ncnonb3yetcs
NnocTosiHHO) (HaumHasa ¢ Bepcun 1.3.2011.N).

MecTo xpaHeHus:
/tmp/Redkit-Lab/Redkit.
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11.1.5 Log-chpannsl CYB

HasBaHue gannos: postgresql-<garta> (Hanpumep, postgresql-2021-01-27_052205).
MecTo xpaHeHus:

/home/user/log.

11.1.6 Dmp-cannsbi

Dmp-dannbl cosgatotcs npu cb6oe Redkit. MmetoT npoumsBonbHOe HasBaHME C MNOCTMKCOM Bepcum
Redkit: <Ha3BaHue> <HOomMep BepcuM>_rev.<HOMep peBuaun> (Hanpumep, 52758a85-2e7f-4479-9bfa-
ffod7377506d_1.3.2011.47 rev. b5461c5). Npn noncke opneHTUpynTECH Ha AaTy 1 BpeMs co3gaHua danna m Ha
HOMep BepCuM B Ha3BaHWMW.

MecTo xpaHeHus:

/tmp.

11.1.7 Lua-channbl ckpuntoB

lMpo cospgaHue M 3KCMOpT CKPUMNTOB CMOTpUTE B pasgene Anroputmbl gokymeHta «REDKIT SCADA 2.0.
PykoBogctBo agmuHucTpatopa. RU.76499597.62.01.29-01 32 01».

MecTo xpaHeHuWsi: 3aBUCUT OT BbIGOpa Nnornb3oBaTernsi.

11.1.8 Xml-chann koHdurypauum

Xml-chann koHdpurypaumm Redkit cogepxut HacTpoinkm us Redkit Configurator (kypHansl, mogynu n 1.4.). lNpo
cosfaHue 1 aKcnopT dhavna KoHdurypaumm cmoTpute B pasgene 3kcnopt aokymeHTa «REDKIT SCADA 2.0.
PykoBoacteo agmuHuctpaTtopa. RU.76499597.62.01.29-01 32 01».

Mecto XpaHeHusA: 3aBUCUT OT Bbl60pa nonb3oBaTens.

11.1.9 KoHdurypaumoHHsle ini-channbl Redkit

KoHdurypaumorHsle ini-cpavinel Redkit aenstotca pesynstatom cosganusa cuctembl Redkit B ytunute Deployer
(cm. pasgen NpoBepka KOPPEKTHOCTU pa3BepThiBaHMs cucteMbl Redkit):
- DbCtl;

- gnclient;

- DiagnosticKeeper;

- Keeper;

- OscConverter (HaunHas ¢ Bepcun 1.3.2011.N);

- Redkit;

- Redkit-Conf;

- Redkit-Logging;

- Redkit-Service.

MecTo xpaHeHus:

/home/user/.config/Redkit-Lab/Redkit.

11.2 O6palleHne B TEXHUYECKYIO NoaaepXKKy

1. lMepenguTe Ha nopTan TexHMyeckon nogaepxku https://support.prosoftsystems.ru
2. lNpongute npouecc perucTpauun. Ecnu Bbl yxe 3aperncTpupoBaHbl, TO BBEAUTE CBOU YYETHbIE JaHHbIE.
3. Cospavite 3asBKy, B KOTOPOW YKaXXUTe:

a. HaseaHue npunoxenus MK Redkit, B koTopoM y Bac npobnembl.

Homep Bepcum npunoxeHus.

Mogopo6Hoe onucaHve Ballen Npobrnembl CO CKPUHLLOTaMMU.

MpunoxwuTe apxmB ANarHOCTUYECKMUX AaHHbIX (CM. pasgen CH6op AMarHOCTUYECKNX OAaHHbIX).

eovo
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4. XXoute oTBeTa cneLManucTos.

Octanucb Bompockbl MnuM npobnema He BXOAWUT B MpPEeACTaBMeHHbI nepeyveHb? CBAXWMTECH C TEXHWYECKOM
nogaepkkon no tenedoHy: +7 (343) 310-11-10
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